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who is CNCF?

1 CNCF



From Virtualization to Cloud Native

Containers
Cloud

 Native

●Cloud native computing uses an open 
source software (OSS) stack to:
○segment applications into microservices,
○package each part into its own container
○and dynamically orchestrate those 

containers to optimize resource utilization

Open
 Source

IaaS
PaaS

Open
 Source

PaaS
Virtualiza-

tion

2000 2001 2006 2009 2010 2011

Non-
Virtualized
Hardware

2013 2015

IaaS



OpenSSF is committed 
to collaboration and 

working both 
upstream and with 

existing communities 
to advance open 

source security for all.

CONTENTS

CNCF is part of the Linux Foundation

The Linux Foundation is much more than Linux today

Security Networking

We are creating ecosystems 
around networking to 
improve agility in the 

evolving software-defined 
datacenter.

Cloud

We are creating a 
portability layer for the 
cloud, driving de facto 

standards and developing 
the orchestration layer for all 

clouds. 

Automotive

We are creating the 
platform for infotainment in 
the auto industry that can 

be expanded into 
instrument clusters and 

telematics systems.

Blockchain

We are creating a 
permanent, secure 

distributed ledger that 
makes it easier to create 

cost-efficient, decentralized 
business networks.

We are regularly adding projects; for the most up-to-date listing of all projects visit tlfprojects.org

Web

Node.js and other projects 
are the application 

development framework for 
next generation web, 

mobile, serverless, and IoT 
applications.



Graduated Projects (for your OSS stack consideration)



Incubating Projects (for your OSS stack consideration)



• Mainly vendors
• Fund the organization
• Marketing and strategic 

direction

• 11 top technical architects
• Admit new projects
• Acts as a resource to 

projects

• Real end users of the 
technologies

• Communicate back requirements
• and good and bad experiences
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CONTENTS

CNCF Security Technical Advisory Group
secure access, policy control, privacy, auditing, explainability and more!

● The CNCF Security Technical Advisory Group facilitates collaboration to discover and produce 
resources that enable secure access, policy control, and safety for operators, administrators, 
developers, and end-users across the cloud native ecosystem.

● TAG Security Publications (examples)
○ Cloud Native Security Whitepaper: ensure the cloud native community has access to 

information about building, distributing, deploying, and running secure cloud native 
capabilities.

○ Supply Chain Security
■ Software Supply Chain Best Practices

● ensure the cloud native community has access to information about building, 
distributing, deploying, and running secure software supply chains.

■ Evaluating your supply chain security
● A framework for supply chain evaluation

■ Secure Software Factory
● A reference architecture for securing the software supply chain

○ Use Cases & Personas: enable secure access, policy control and safety for users of cloud 
native technology

https://github.com/cncf/tag-security
https://github.com/cncf/tag-security/blob/main/PUBLICATIONS.md


CONTENTS

Cloud Native Security Whitepaper

Figure 1: Cloud Native Layers, Cloud Native Security Whitepaper

Application lifecycle with 4 continuous phases

● Develop
○ Cloud native tools are meant to introduce 

security early in the application lifecycle.
● Distrbute

○ Software supply chain safety is especially 
critical in models that enable faster 
software iteration.

● Deploy
○ Deploy time checks provide the last 

chance to validate, correct, enforce these 
checks before the workload starts running 
to serve its intended business needs.

● Runtime Environment
○ e.g. hardware, host, operating system, 

network, storage, container image runtime, 
orchestration.
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CONTENTS

Millions of Trained and Certified Professionals
training and certifications

• Kubernetes MOOC hit 285,000 enrollments
• Certified Kubernetes Administrator (CKA) exam hit 101,000 enrollments
• Certified Kubernetes Application Developer (CKAD) hit 47,000 exam registrations
• Certified Kubernetes Security Specialist (CKS) exam hit 17,000 registrations
• Kubernetes and Cloud Native Associate Exam (KCNA) exam reached 3,800 

registrations
• Additional Courses include:

– Service Mesh Fundamentals
– Manager Kubernetes Applications with Helm
– Cloud Native Logging with Fluentd
– Intro to Service Mesh with Linkerd
– Intro to Serverless on Kubernetes
– Intro to WebAssembly

https://www.cncf.io/certification/training/
https://www.cncf.io/certification/CKA/
https://www.cncf.io/certification/ckad/
https://www.cncf.io/certification/cks/
https://www.cncf.io/certification/kcna/
https://training.linuxfoundation.org/cloud-containers/


● Kubernetes Certified Service Provider (KCSP)
○ A pre-qualified tier of vetted service providers who have deep experience 

helping enterprises successfully adopt Kubernetes through support, 
consulting, professional services and/or training.

● Kubernetes Training Partners (KTP)
○ A tier of vetted training providers who have deep experience in cloud native 

technology training.

● Certified Kubernetes Conformance
○ Software conformance ensures that every vendor’s version of Kubernetes 

supports the required APIs, as do open source community versions.

CONTENTS

KCSP, KTP, Certified Kubernetes Conformance
services provider and software conformance

https://www.cncf.io/certification/kcsp/
https://www.cncf.io/certification/kubernetes-training-partners/
https://www.cncf.io/certification/software-conformance/
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CNCF Cloud Native Interactive Landscape
https://landscape.cncf.io/

The goal of the cloud native landscape is to 
compile and organize all cloud native open 
source projects and proprietary products 
into categories, providing an overview of the 
current ecosystem.

CNCF Landscape Guide

● Provisioning
● Runtime
● Orchestration & Management
● App Definition and Development
● Observability and Analysis
● Platform

https://landscape.cncf.io/
https://landscape.cncf.io/guide


Technical 101/Buzzwords

● Audit and compliance

● Path to production
○ Code scanning
○ Vulnerability scanning
○ Image signing
○ Policy creation and enforcement
○ Network layer security

CONTENTS

Security & Compliance
harden, monitor, and enforce platform and application security.



CONTENTS

Security & Compliance (Graduated, Incubating)
harden, monitor, and enforce platform and application security.



CONTENTS

Security & Compliance (Sandbox)
harden, monitor, and enforce platform and application security.
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CONTENTS
Documentation

● Contributing
● Maintainers
● Readme

License
● Approved
● Scanning

Best Practices
● CLA
● DCO
● OpenSSF best practices badge
● OpenSSF Scorecard badge
● Recent release

Security
● Binary artifacts
● Code review
● Dangerous workflow
● Dependency update tool
● Maintained
● SBOM
● Policy
● Signed releases
● Token permissions

Project score
https://clomonitor.io/
based on Documentation, License, Best Practices, Security and Legal
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CONTENTS

Open source is critical to the software supply chain

97%
 of audited commercial 
codebases contain OSS 

78%
of code in codebases is OSS 

85%
 of codebases contain open source 

that is more than four years out of date 
Source:
[Synopsys2022]  "2022 Open Source Security and Risk Analysis Report” by Synopsys
[Sonatype2022] “2022 State of the Software Supply Chain” by Sonatype

[Sonatype2022]



To inspire and enable the community to 
secure the open source software we all 
depend on, including development, testing, 
fundraising, infrastructure, and support 
initiatives driven by Working Groups (non-
software focused) and Projects (software 
focused), each a “Technical Initiative”.

Purpose

OpenSSF



How OpenSSF Projects & SIGs Work Together

Source Code Build Package

Dependencies

Consumer

A B

C

D

E

I JN O

AD

AA

AB

W

AC

R

S

Developer

AH

AI AG

Vulnerability Disclosures WGBest Practices WG

Identifying Security Threats WG

Securing Critical Projects WGSecurity Tooling WG Supply Chain Integrity WG

Securing Software Repositories 
WG Associated Projects

A. Secure Software Development Fundamentals 

courses SIG

B. Security Knowledge Framework (SKF) project

C. OpenSSF Best Practices Badge project

D. OpenSSF Scorecard project

E. Great MFA distribution SIG

F. Common Requirements Enumeration (CRE) project

G. Concise & Best Practices Guides SIGs

H. Education SIG - Mob. Plan

AJ. Memory Safety SIG - Mob. Plan

I. CVD Guides SIGs
J. OSS-SIRT SIG - Mob. Plan
K. Open Source Vuln Schema (OSV) 

project 
AK. OpenVEX SIG
AL.Vuln Autofix SIG

L. Alpha & Omega project
M. Office Hours SIG
N. Security Insights
O. Security-Metrics: Risk Dashboard
P. Security Reviews project

Q. SBOM Everywhere SIG - Mob. Plan
R. False-Positive Suppression Spec SIG
S.[ Guide to Security Tools SIG ]
T. [ cve-benchmark SIG ]
U. OSS Fuzzing SIG
V. DAST scanning & web app definitions 

SIG

W. Supply-chain Levels for 
Software Artifacts (SLSA) SIG

X. Factory for Repeatable Secure 
Creation of Artifacts (FRSCA) SIG

Y. Secure Supply Chain Consumption 
Framework (S2C2F) SIG

Z. List of Critical Open Source 
Projects, components, & 
Frameworks SIG

AA. criticality_score project
AB. Harvard study SIG
AC. package-feeds / package-

analysis project
AD. allstar project

AH. sigstore
AI. Core Toolchain 

Infrastructure (CTI) support

AG. Survey of OSS Repos SIG 

F

HG

NL

M

P Q VU T

End Users WG

AE. Supply Chain Attack    
taxonomy SIG

AF. Supply Chain Attack RefArch 
SIG

Z

X
Y AFAE

Vulnerability 
information

Package
selection

information

AK

AJ

https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/wg-best-practices-os-developers
https://github.com/ossf/wg-identifying-security-threats
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-security-tooling
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/wg-securing-software-repos
https://openssf.org/training/courses/
https://owasp.org/www-project-security-knowledge-framework/
https://bestpractices.coreinfrastructure.org
https://github.com/ossf/scorecard
https://github.com/ossf/great-mfa-project
https://github.com/OWASP/common-requirement-enumeration
https://openssf.org/resources/guides/
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/SIRT
https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/alpha-omega
https://openssf.slack.com/archives/C03LTHA6M61
https://github.com/ossf/security-insights-spec
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/security-reviews
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1811qanC8h9egv3Iszn_rrXGtAoSCz0YJGzp9vACjjH8/edit
https://github.com/ossf/wg-security-tooling/blob/main/guide.md
https://github.com/ossf-cve-benchmark/ossf-cve-benchmark
https://docs.google.com/document/d/1u4_vL0UK69C7D3qatP9Q6gjGX1PMJjWnO4-3F4pJ0oo/edit
https://github.com/ossf/wg-security-tooling/wiki/WebAppDefn
https://slsa.dev/
https://github.com/buildsec/frsca
https://github.com/ossf/s2c2f
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://github.com/ossf/criticality_score
https://www.coreinfrastructure.org/programs/census-program-ii/
https://github.com/ossf/package-feeds
https://github.com/ossf/allstar
https://www.sigstore.dev/
https://github.com/ossf/wg-securing-software-repos/tree/main/survey/2022
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THANKS
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csa.cn/
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