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Consistent Network and Security Policy
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User/Device Identity Context
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Cloud-Edge Security Service

« Employees + Applications Sample Services

SASE Cloud Infrastructure

« Contractors . APls Management Identity Management
i WAN Ed Security i IDPS WAN Optimization
« Partners ge + Data DPI Web Filter
: Services Services Edge : . i
= Devices - SD-WAN + Secure Web Gateway + Devices Decryption Email Filter
- Distributed « WAN Optimization « CASB . SaaS Threat Intelligence Performance Monitor

Static File Analysis (av) DLP
Dynamic File Analysis CASB
(sandbox) Profiling

Applications » Quality of Service « ZTNA/VPN 184S

= Routing « FWaa$s z

) + SaaS Acceleration * Remote Browser +« Data Center

+ Mobile . Eontt_ant Delivery/ Isolation_ . Biansh

« Offices Caching « Encryption/
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Threat Sensitive Data
Awareness Awareness

* Remote

« Edge

On-premises Controller
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Entities Anywhere Zero Trust Access - + Resources Everywhere
Consistent User Experience
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Zero Trust Architecture

o Does not include Network Functions Includes Network Functions

Requires Identity, Credential and Access Management (ICAM)

o system and Asset Management systems for continuous monitoring Des not mandate Asset Management, however, requires
and evaluation authentication and authorization

Continuous Diagnosis and Mitigation (CDM) of all assets
Security Lifecycle Management
Manage Assets

Manage accounts for people and services
Manage Events

Does not specify CDM, but does refer to device posture checks
and UEBA

Logical components: CDM System, Industry Compliance, Threat Logical components: Router, VPN, NGFW, CDN, SDP, DLP, ZTNA,
Intelligence, Activity Logs, Policy Engine, Policy Administrator, Policy SWG, RBI, SDWAN, Sandbox, CASB, WAN-OP, WAF, DNS
Decision Point, Policy Enforcement Point, Data Access Policy, PKI, ID

Management System, SIEM System
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Muiti-tenant Everything — RBAC per tenant -5 levels of hierarchy
Flexible HA Deployments — Private & Public Clouds, Cloud CPE, uCPE, White/Grey Box CPE
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Service Orchestrator
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SASE Orchestrator
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Users, Devices, SD-WAN ( ex. Consumer Internet ) U Core

Things etc.
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