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No More Chewy Centers

https://media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pdf





Trust is a dangerous vulnerability that is exploited by malicious actors



A strategy designed to stop data breaches and 
prevent other cyber-attacks from being 
successful by eliminating trust from digital 
systems.
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Some Zero Trust Misconceptions
Some Zero Trust
Misconceptions

Zero Trust is 
about identity

Zero Trust 
means making 
a system trusted

There are Zero 
Trust products

Zero Trust is 
complicated
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1. Who the President is

2. Where the President is

3. Who should have access 
to the President
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Perimeter

Protect Surface

Controls

Monitoring

Micro-Perimeter

Dwell Time
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ZERO TRUST
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Define the
protect surface 

Map the 
transaction 

flows

Architect a Zero 
Trust Environment

Create Zero 
Trust policy

Monitor and 
maintain
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The 5-Step Methodology for Deploying Zero Trust Guides Your Journey

Tailor Made

Antifragile
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My Mission: Change the Zero Trust Narrative
From Identity to Segmentation as the key technology focus
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Segmentation is Key to Zero Trust
“all future networks need to be segmented by default”
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Protect 
Surface

1. Why are you segmenting?

2. How are you enforcing 
Segmentation?

Zero Trust Defines Network Segmentation

Segmentation Gateway

Micro-perimeter

PCI
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Automation and Orchestration

“What if only a machine can 
defeat another machine?”

- The Imitation Game

Bletchley Park code-breaking machine: http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpg
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Flat Networks Are Dangerous
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Zero Trust Segmentation Creates Protect Surfaces

Users

Data Center Public Cloud
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ZTS Makes Zero Trust Easy to Consume



John 
Kindervag
john.kindervag@illumio.co
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twitter.com/kindervag

KEEP IN TOUCH



Thank you


