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(Incomplete) Security Data History

Log Management and first SIM
“Big Data” in security

First logging as a service offering

“Big Data Is An Old Problem in Security”

Firewalls, CEF Standard (2007 CEE) ‘ Security Data Lake
4 IPSs, OSs, Apache Metron (Open SOC)
£ Apps, Infra,
-
. etc. | ) Device and user-context correlation
g First "security analytics” solution
‘ Apache Spot
) First RAID conference (ML / AD)
MLis slow and missing training data p Deep Learning in security
ffi Iware identificati
‘ b First YizSes conference (tra‘ ic and malware identification)
|
\ 1980 ‘ 1996 2004 2006 2009 2014 2016
Distributed storage and processing |
-
o ‘ (Hadoop 0.1.0) | :
®  syslogd(8 RDBMS |
Eo (way earlier already) | AN ceainch] Data ‘Lake | Continued innovation on cloud platforms
0 | Kafla (Athena, S3, etc.)

) R (previously S)

First unstructured data store
and search engine (Solr)
Columnar data stores become
popular (ManetDB, etc.)

) "Big Bang of Deep Learning” ‘

Separation of query engines and data stores
(Presto, Drill, parquet, etc.)
P Data insight
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Incident detected in
encrypted traffic

Threat associated with
known malware strain

External host identified as
malicious

Unusual external
data transfer

Anomalous behavior
based on the frequency,
duration, size of comms
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Oct 20
Endpoint Machine learning for threat anabysis and Case management and investigation workflows
Intel from predictive threat identification
........... the CIOUd Moablle / 1aT Automate playbooks {coming 2021)
Continuously updated correlations and
detections align to MITRE ATTECK
Network Response and mitigation through platform and
Oct 13 ATAT AlienApps
I Workloads {Cloud) Enhanced UEBA and machine lzarning
i
capabifities in platform (coming 2021} it Ear e So Pl e
i .. Data gathered Email
i from Endpoint

Features to support

proactive threat hunting Automate compliance and executive reporting

To decrease time to detect, respond, and recover.

New connection
seen on network
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THE FORRESTER NEW WAVE™

Breach and Attack Simulation Extended Detection And Response (XDR) Providers

VPT Q4 2021
Strong
Challengers Contenders Performers Leaders
DRPS -
i i ronger
File Analysis current
Integrated Risk Management offerng
A
2] SR Palo Alto Networks@
g Deception Platforms CASBs
E SIEM
= PenTesting as a Service MDR Services Hardware-Based / — CrowdStrike ®
8 Security = Vulnerability
& Endpao:lr;t F?\:;E?r:gg J Assessment SentinelOne - - Bitdefender
w McAfee
Cisco ® (nglastic (-)VMware -Cybereason
-Kaspersky
Sophos ()
FireEye @
External Attack Surface -
Management ;
9 ‘ Tl Services
Autonomous Penetration NDR Weaker
i i current
Testing and Red Teaming OT Security S— ffering
Innovation Peak of Inflated Trough of Slope of Plateau of Weaker strategy B~ Stronger strategy
Trigger Expectations Disillusionment Enlightenment Productivity Market presence
2 JoIOIO)
TIME
*A gray bubble or open dot indicates a nonparticipating vendor.
Plateau will be reached: <2vrs 2-5wrs. @ 5-10wrs >10vrs. X Obsolete before plateau

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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Trend XDR

Agent and
Policy Management




