alliances"

HAEEN IR (SDP) T 1EH

SDP #R#EERETE 1.0

JL ik 2014 7E 4 H /PR 2019 £ 5 H




=AM SDP ARiERLE 1.0

©2014 =% ARW - RBUTE

WG T AER, AT LAR 8. A SoRERPIE N B WY FT B0 IR BE 4 B = 2 4 B I
https://cloudsecurityalliance.org: (a)iZFE RN NN 2% AHTREWHE; (b)iZE RS LT
HABEELAS s () IZEHEEABR DK (d) AR AR R EF AT A HR 4 35 B RRGE A 38 2%
Ko FEAINGI P 8T = 2B H SDP FREfliE 1.0 MIATHE T, /RAT LS| B R BE 5 N2

©2014 =% R - WEUTE



=AM SDP ARiERLE 1.0

B
=

Brent Bilger
Alan

Boehme

Bob Flores
Zvi
Guterman
Mark

Hoover
Michaela
lorga Junaid
Islam Marc
Kolenko
Juanita
Koilpilla
Gabor Lengyel
Gram Ludlow
Ted
Schroeder Jeff
Schweitzer

I
©2014 =% &WH - RAUTE 3



=AM SDP ARiERLE 1.0

4

A SO P R e B

HH H [ 2= 22 2 B (C-CSA) R P AL ZH ZRCSA R AR IX SDP AR 2% 500 (SDPARHERLYE 1.0)
(SDP_Specification_1.0)iE4T &% .

Z5AXEWENER (HE2ADER) -

HK: B (RO

Mbi: HWE (HLE « B (TFRE) « RE ESHEE  ZHR (G2RED . 5K
M GEredE) o xR, BT, dkdl

C-CSA TfEAA:

Yl AR

RKFCSA KH4EX SDP TAEHA.:

BEE = T SRNRS B ELIC IR R R s A G (1) 2 T 100 S B AR 1) 4 lb 22 AR L8 Te vk Y. 7 oK
A Z & Software Defined Perimeter (R i 5, BISDP) 4. HEI, SDPCATEE 4k
B R, O T HESSDPAE T [l AV R, FEARYE A 1153 7 R gt B b [ T3
SDPSL RS, fEHE A ZARMEMCHF T, CSA K EX ArsDP TAEH . TAEH F20194E3 H %
3L, BEHZERME: MEA. Bls. Bka. @XE. RER. 28R, Udoud. JiFF
. Rt mREEE. hEal. Bafiil. =RME%. EaEY. 280, 5%, BREE
Ho. BRI, G n. giebHSE =2 R R

XK TFTsoP LIEHAEZMNH, AP EE %42 B EE M htps://www.c-
csa.cn/ruanjiandingyibianjieSDP.html &%, BCHECRMBFE: info@c-csa.cn.

©2014xZEHME - WBUTH 4


https://www.c-csa.cn/ruanjiandingyibianjieSDP.html
https://www.c-csa.cn/ruanjiandingyibianjieSDP.html
https://www.c-csa.cn/ruanjiandingyibianjieSDP.html
mailto:info@c-csa.cn。

=AM SDP ARiERLE 1.0

FF

il

ERELT, NMHRGAWHEA, PUEER, Zad Ry oA A,

FEIL T W R B i s A, AN I RE P BRI SR N IE A D2y & 1 A b A6 A% ¢
AR BT RIER T SR ROk L R B o0 DOBEAT B e AR A A, IR R G
WA . UL E Rk, N R & s (rim AL Z A = IS 2, Kl
L H IR SS #, SRR R R R 7 IR 55 25 . SDPESAR AR G ) I 2 42 2 2, kst oy 2%
TCP/IP. B SHak, BUAEIE By T ht. SOP & RN I RE - i A7 5 REfG /£ 7 ZE S 77, DA
KGR S 5 A 2 AN S R B TSR . T DAL,  SDPAZTE W 2% 11 FLASORI RN R a4 T 45 BT a4 4t
IR B A, B M2 SR E ANBI B bs i Jeik R sh B

FEHE = 2B SR T, CSARTHRIX FE R (SDPHRAERRTEL.0) HIBHIE TAF. Bvusid 7 =
AR (CSA) RIMAIHATE SGAF (SDP) WIUahSUA%, BAELLE 22T Mok BENR .
HESH RN Rt —2D 1 RSDPIZRMIINE, $57 HH A LAE,

L, U CSAK AR IX B FT Bt 5 C-CSAT K& I = (R A THE A B 30, IR
B

L.

2T Yale Li
o KR X
HE &2 e 5 MNBARZ SR TR

©2014xZEHME - WBUTH >



=AM SDP ARiERLE 1.0

Hx

2 OO OO OO 3
S B R LT oot 4
=TT 5
TERETE B oot 9
ettt ettt ettt ettt ettt oAttt ettt e ettt et et s e et et et aeae sttt anaeas 9
R oottt ettt ettt n et et n et ennanee 9
11 7 OO OO OO 10
T R oot 10
A ul = OO OO 10
B BRGEMIEIR .ot 10
BT BT TZI T oot 10
3 S D P e ettt a e ettt ettt ettt eaeen et eneaa 11

B3 SDP ZEM ettt ettt ettt n et s s s nnans 11
3.3 SDP il B ettt ettt ettt ettt ettt ettt ettt et ea et eaeteaeaeteseaeaenas 12

3.3.2 SDPEREAM THL Unitiating HOst, BITTHD w.ooeieeecceeeeeeeeeeeeeee e 12

3.3.3 SDPIEREEZ T AL (Accpeting Hosts BITAH) ooiveieieeeeeeeeeeeeeeeeeeeeeee e 12

B SDP AT ettt ettt n s 13

3.5 SDP B UL IR ittt ettt ettt ettt s ettt eaean et eneaa 14
3.5 BT IR IAEITEL oo 14

3.5.2 B IR GG oo 14

3.5.3 IR TR G BRAETI oo 14

B0 SDP B ettt ettt ettt ettt ettt ettt eae e s eneaa 15
306 AN R T B TS oot 15

30,2 T o B 25 ettt ettt ettt eneaes 15

3.6.3 HAFRIARSS (S88S) vt 15

3.6.4 FEREHERIAIRSS (128S) wvoieeeeeeeeeeeeeeeeeeeee e 15
3.6.5 T ERITARSS (PAAS) oottt 15

3.6.6 FE T Z RIS FEREZEM (VDD oo 16

B.6.7 WIERIA (10T oottt ne e nenaes 16

©2014xZEHME - WBUTH 6



=AM SDP ARiERLE 1.0

3.6.8 SDPGIKE/IPSECHITLS TR ZR voveieeeeeeeeeeee ettt 16

B ARTBEV IR oottt 16
B SDP Bttt ettt et b et a bbbt et b ettt ettt ettt et e 18
T = 1 SOOI 18
5.2 BAAUFZEL (SPAD oottt 18
5.3 U FI TLSEL T IKE .ot s s es s ena e sneseaneeen 19
DA B AE I <ottt ettt 20
5.5 AH-TE BT oottt 20
T s 1 =0 8 1 5 OO O OO 20
5.5.2 BEEMAI IS FEh oot 20
55,3 B B I IR oot 21
R o = N SO OO OO OO 21
.55 AH IS B R oot 21
5,56 TATE T AT B oottt 22
5.5, 7 AR B IR T T XA et 22

5.6 AH BT BRI T oo ettt 22
5.7 IH-FEHI BT oottt et s st es s enen s eenens 23
. 7.1 BT SR oottt 23
5.7.2 BRI I JR oottt 23
5.7.3 B I IR I B et 24
5.7.4 KeeP-AlVE R TE Sk ettt ettt n e 24
.7 S TH G B I oottt 24
5.7.6 B B T D B ST B 25
5.8 IHBHZ IR FE AU ..o snsaens 25
5.9 ZABFERTL (DTM) FATIH-AHTI oo 26
R I R ) SO OO O OO 26
5.9, 2 A IR E IR T B oottt 26
5.9.3 FEILIEFEMI T Bl oottt 26
5.0 BT oottt 26
5.0, 5 FEFE T R oottt 26
5.9.6 T TE X B IR oot 27
S50 TH B BFFEEEL (IR oot 27

©2014xZEHME - WBUTH 7



=AM SDP ARiERLE 1.0

ST FEHI BRI B IHFTIEBEAHTZR oot 28
B ottt ettt ettt n e 28
LI B = S = OO OO 28
B2 BB E et 28
8.3 ZZAM oottt 30
B B ettt 31
8.5 B ettt 31
6.6 Z4E BAEAME FIAERTE  (SIEM) oo 31
7 SDP BRI oottt ettt ettt n ettt n e aenans 31

I EEE———————————————————
©2014 = % AWM - WBUITH 8



=AM SDP ARiERLE 1.0

A A

ARICPMEIR T =2 4B (CSA) N E il 5t (Software Defined Perimeter, B[l SDP) #iu
RIS, FRAER TS B3t 1 . AR SCRY I 70 & TEPR il o A SCRY & 25T RFC 4301 IP 22 42 24244
MR

S

ARSCRERER T AR E AT (SDP) BT, BERMHZ T . ShATE R LR M. @
ABBES W 4502 5 BT A AN 2 A WS BRES AT A5 N 4%, b S s2 B 2 B0di o SDP B BT 1 TAE AR
R EEEH (DoD) RWIHWE— LB (Federal Agencies) ffiffl. HFIx £ T {E AL 1)
2R T mPON B e, BEAERS AL, AR AR ML .

WO S (SDP) AREET S SLIY DoD TAEWRE, (HT ik Fa i K is ik, 4 ae
A 0 Al B AR FEE FIRORE ST, SOP AR NIST YT I3 Wi iyt SOP AT T
ORI, 022 417 1 FedRAMP WA TIEF 25 10048 B J% A ML R FTRRFE , Sk seBlt A 2 0122 2 B3

Ny )

y, Nt
Software Defined Perimeter %A} & i1
Air-gapped networks 2245 B N 2%
Initiating Hosts (IH) SDP %3 & A2 £l
Accepting Hosts (AH) SDP 454652 T 41
Controller SDP il 3%
Department of Defense 3& [E [E 7
Intelligence Communities 3% [E &1k &
Need-to-know model 75 ik 7Y
Virtual Desktop Infrastructure 5 U052 [ JEAith 22 44)
Single Packet Authorization FAALFZHL
Dynamical Tunnel Mode #4181 2

AN
<

©2014xZEHME - WBUTH 2



=AM SDP ARiERLE 1.0

1 A

AR 5E SC T AR LA S (SDP) AR RGNS . PRy NP e — B SR 4% il
S, 55— B R B P . PP i A T SDP R AR AL (IH) A1 SDP R T ML
(AH) fnfel 55 SDP % 885 . Bdle-1 1tk 1 SDP L AT Nl 55 SDP %% U5 (5 .

1.1 BAritdE

AR H AR 52 SDP PRI SEILH -

2 BitHi

SDP YL HI B A7 2 79 1Pva i1 1Pv6 $AETT T 4R 1R 1 24 F b, (udmdis bl 58 F13Z SDP et
SR WSS ORRAIT P, DA W, SOP MR K2 B1H356128 F SOP 66128 10
B

ﬁﬂﬁ%ﬁ?ﬁﬂ%ﬁ%%&ﬁﬁ%%ﬁ%—4ﬁﬁs&%%%@%%@%ﬁﬁ%ﬁﬁo

RGMIR

AT 1) H b A2 S 0L U DU AR MEIR I8 SOOI il SR . PR SEEILE IR 3.

3.1 AL 5

WL 52, Al ad £E H e L B L S AR R T SR R B X Al S AR A E R o
SR, AEGEHIL AR IEAE AR AR I I, SRR A

1. B2 RS ERD AN A% (s Mg m ety 3F N BBt v . kAb,
T HW 3% (BYOD) . #MITAEN RAEIEIKEERIAAAE, WA NBRAIEL, SERIFA B
JiI

2.55 Vg Bdm by, M IEEAWSRHANT = FE YR, Wl PaaS, laaS Al SaaS. Kk, i
Rz BB R AN L IR ABEAR U st LR Ak 3 FH At 5 it

©2014 = % AWM - WBUITH 10



=AM SDP ARiERLE 1.0

FEIL T BRI B e AN BT R4, DA K Al B PR e AN [l SR 3E A%, DR BBOR 1 Ak A6 1
i gi il . DA (AR O J5 R0 B L Bl A% 20 808 o0 LT S e AR i &,
ARG AL o DRI 2Rl ik, AN AR P T 3 RE IR 37 A L = BURA A = R B il 28
1, BAEh O RS s, EER IR RS &N

3.2 SDP 2

SDP S EAEN HIREFP FIT AT & REMBAE 7 ZE B8 2 i 5, DAER R 55 S5 AN 2 2 V) I 45 B B8 O
Ko SDP RFWIEE ik 2% 1 HONAE N I RE PP BT 8 2 Nz AT i . SDP XA i & 3o Ul A B i
BHIE Ja A SO VRIS 1) Al B S At R4

SDP 5 R IE AR 5K . EEEF# (DoD) MEEEHRMAER (10 AEZANHLACE
i%?&@%wMZ%ﬁﬁ%%%ﬁﬂﬁ&%%@@%%m;ﬁﬁﬁﬁiﬁﬁﬁw%¢ﬁ%<m
%EE%%%X>,ﬁﬁ%%ﬁ%%%ﬁﬁﬁﬁﬁﬁ@%&%ﬁﬁ,E%H%%ﬂﬂﬁﬁﬁwﬁ
2R, P A FCHEAT G B E . SDP R 43 % A B AR R , i % B A B
HETAERAEET (3524719 & O

SOP (R4 T Lk MBI MO0, IR T s TR S B A OB . (5N 2
4P PR 55 BRI 46 1 2 1, SDP R AT EAT B (S LE S B AL, SRR, (ER RS
PR P AR A1 2 TSI 00 I

3.3 SDP ZE#4

B BRI, SDP [k R &5/ I 4r 20 ek : SDP AL SDP #5185 . SDP FHLAT LUK L
RO R, IR PR R 2 A P I S SDP SR EORE T GES LRI 1 .
K[, 7€ SDP o, T 1 S54RI 2 B VSR EL S A TR R % A, NE TR SARIE
IESAER, BT A AR AT DL 2 AN Sl

©2014 = % AWM - WBUITH 11



=AM SDP ARiERLE 1.0

SDP#% il 4%
S | soPpgE
,’;l / L
SDPIEERIIE «
i:H L — \'\\‘
 SDP#EIEHER
o AL
————— R Ay e

Kl 1: SDP ZE4a Hy i R AR 2H ke SDP EAHLLL K spP ?’iﬁ?d%

3.3.1 SDP #Z 8%

SOP ) 23 2P SDP :HLAT LLHT LS. SDP FiI48 A LA {2 KL ob Ak BUSM BT RS,
WAAE, R 0/ 5 R 55 28

3.3.2 SDP E#E KA EML (Initiating Hést, Bl IH)

SDP R TN (IH) 5 SDP #2518 (5 LG R e 10T LLIE BN SDP &4 77 (AH) )
Fo ERMUEAE B 20T, 1EH1 2807 LU SDP ZEF2 A LI5S WA s A F 2 RIS .

3.3.3SDP EEHESZ EPL (Accpeting Host, B[l AH)

ERINTESL R, SDP B2 FHL (AH) FELEK H SDP #5635 LA BT EHL AT A IRME . WA s
W7, SDP AR THIA K B SOP ERIE ENLIER .

©2014 = % AWM - WBUITH 12



=AM SDP ARiERLE 1.0

3.4 SDP TAEW

SDP AR -

1.— N E A SDP il #3 k 55 _F 24k & 2 & J I nl IR YGEA R BURS (Fan, PKI A& E S
WIFAR S A UFE. I 5E 7. SAML. OpenID. Oauth. LDAP. Kerberos. %1545 iF 450K
%) .

2. AN SDP EHEZ THL (AH) b2k, U6 L B9 H) 245 JF i k4T 5 0y B
B3, MAIAS N E R B AR AR EVLAEE, AN AR B RIE K.

3. B EZRR) SDP IEFE G EHL (IH) #fL5 SDP 24 4% ?ﬁﬁ#i&ﬁ%ﬁ@ﬁﬁo

4756 SDP iEH K ENL (IH) ZJ5, SDP T:%J%%bﬁﬁ_ﬁiﬂ SDP FEEREFEN UH) 5
A5 SOP EHHZ ENL (AH) FIEK.

5.SDP 5| %838 %1 SDP S Z EHL (AH) Tﬁxﬂéﬁ SDP j %7;1@357]‘)1 CIHD B AE PN
BB T T T ]k 2 A TR ‘

6.SDP =l 2% 1f] SDP iEE KA EHL (IH) 7;11%7%1 %E’J SDP EZERETHL (AH) FFR LK
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IR 2545, (HHAAZMNE T RSN N BGE . #lan, XF REST ks, Ja3h REST i H
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SDP iE#e KL ENL TG & SOP EH R AL (IH) EE B 345 51 #4531 R 2 i 1a] B .
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L CGHD

5 SDP PpiX
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