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2K BT eSS 1+ 2 5 AL

X2 e TARAA 9 MU H /M, Uil %e. rikti e, )
REVEZ A %4, Dapp Z4. EH 0BT S0 (DID) %4, M%E
A BERER A, AMLERZ2E T,

AEEHFEHE PO TS0 7 e/ N KBRS, Jfih DD Za/ N K
IAM TARA L 5L RS A%, LA T & KK vk

X A WiEe

DID % &/ ENY): WK R
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B B R R B F A 5 2 A SRR, W3t B AT i S ik & — D
T DAL, X RBEAE Sy o vl AE R UK 0 A EOR, 25807 Sy H IR I AT
TP RE, Hangr s v S b4 S 0y Bl KR IR A it Ee XU, Rl 2t 5y
AT R G S B O RS B IR B 5 45 XA B BARA R THF
HIGH 75 1 (DID) A5k, DID dxifEE W3C IEFEH K — R FIFritE, 4 DID
HAEEY, DID J5ik, DID WAESE . ABEERE T A DID RFATHA
TF R B 8L V& i T B ) T B 1 — L e A SRR I B b At
LAERT I BCFAC LTS R b DID RRf8 M o AR A R) 8, 41 H AT bR A i An
MZE . AEEHEATRE A, BN DID AS K — RIFFHELEI R,
AN THT S M RE R, FZemEE e B, WilsE & KI5
PR, N —AARESREET, TR A R TTR

Pt

ZEMML Yale Li

CSA K HAE X = Ji et e Be Be &
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BB T ATER T BIEHIECT BT s
LI AAEGIIH O BT B T e

2.1 DID BRI e
2.1.1 W3C B DIDuceeeeeeeeeeee e,
202 BRIHET SID e
2.1.3  FE AL EIDeoeeeeeeeeeeeeeeeeee e

2.2 DIDAREMEIIH A oo
2.2.1  JCHE DNA B DID BUF B e
222 CVIC BT ARTIH oo
2.2.3 Evernym B BT HE oo,
224 UPOrt LT A IT H oo
2.2.5 FREKH DID ZUF BT H oo,

B DID ZARGBEIAT T oo

3.1DID ZATER I DI oo

3.2DID ZATERFHI: BRI oo

3.3DID ZAFRFET: TR e

3.4DID ZAERFET: P AT o

3.5 DID “ZA{FE R FI: DID F) CRUD 245 e,

3.6 DID ZAVFEREHEI: BB ZEI. oo

3.7 DID ZAFEHI: T (Repudiation)......ccccveeeerncenes

3.8 DID Z AV F R FHI: AR5 /5 (Service End Point)......cccoeveveee....

3.9 DID B E B TR T s T oo,
3.10 DID ZHEVFREFI: FEHMAMKE oo,
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3.11DID ZAVER T 4k (Relayer) M. oo, 45

3.12DID BATEE T FRB AU . oo 46
3.13 DID [ERERHEI: KM AGMER (PID DRE e, 46
3.14 DID BEFAVFE R ZEI: DID FRIRFF BT ICIR XU oo 47
3.15DID [ FAVE = FHI: DID A TEERE IR . 47
3.16 DID B FATE B I FEIRBEAL o, 48
FVUE:  SIDAEFE IS ZR oo 49
4.1 SID TEBUF B BIEF oo 49
8.1.1 FEECFELG IR .ovvoeeeeeeeeeeeeeeeeee s 49

4.1.2 H BT E BB IR e 51
4.1.3SID F S EHVEEUT BARAEIRTT ZE oo 52
4.1.4SID H T EVAEF B TR oo 54

4.2 SIDAEHE T AL oo, 56
4.2.1 FEHFZEZ IR oo, 56

8.2.2 T EL T B AT F oo 57
8.2.3SID B TS IR TT B 58

EZE T et ettt ettt ettt aeas 61
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B—E: MTATERFS BENETS

1.1 fE G O BT & 4
LGB Sy 2 0L, 32 AT DU HE R T A N 3 s 3T 4 25
A. N NERMEF 54 (Enterprise Identity)

T AL A T By R TR S AR AL T AR B R G
], PR S S R R, B S5 , AR 3 Al 55 i (1 e B RS A SR R R 4%
B FHP IS R iS5 BAF L R A BRI AR S5 45 - (9140 LDAP I 55
) P RIAIK S SR, YAER P 200 R AR S SR R, BLiNiZ
PR A IER R P IS R %o NI e VE R P D7 1), IR 3 AL 0 U7 R BER

N T s e, IRZ NI T 2 B ENLE ¢ MFA: Multi-Factor
Authentication) , I/ AL ZHR A R1TE K K5 Sm i, e E IR AR
EENAFFARA (LS. FHLE MG B NEPVIEREE (L
WA, FRal. EEE) o A —IRH PRI (Public Key Infrastructure) 44
R, AP (FERRFRH ) FFARAEHE, H P RN H 75 75 248 AL
HEH, BFHRARRAEHSS, W8S e .

N TP gAML A RGN, RZ SN T R AL
JAN 5 LR Rl I 55 A O — IR B AIE, 30 RT LA 1) B A A SR AL B

Al f8 0 1R A 2 EESGTE LR J L5 T »

1. HBRBT4>JT (Separation of Duty: SOD) : JYAS[EHR T 1 FH J7 20 FE A [E] (R AL
B, @RRANIRREE 2. RN RFEAENR, MNERSH
AT S TR AN, P2 AL 55 R

2. ®/PMBUR (Least Privilege) : #AUCKHTZ TR /MR, A% TR G L
YEFT AU ERUR » BRI R GIRERAE . SR HREE XU
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3. HETAEMUES] (Role Based Access Control: RBAC) : {Mk i & 4t,
#iltn ERP S5 R GE, — MR ZET A O #h], ik 5 ORpR r)—
OVERCE, RER A ORI . BHP R TEARKER
S, R B EEA OC B A 50 Te BRI AT LA 58 RO SS U5 TR PR IR 2

4. BT EYERIVI R 4EH] (Attribute Based Access Control: ABCA,  AN[A] T2
TGV AT, ABAC BT — 4 n] SRES ST AL, INIEARBURSS 45
WU WS )G, TR (R mIEERAL, EB1T. B Rk A
S5 HEATIREL, MRETHRESR, SRATUE KV R SR 45 T AL, ABAC
A A BE 7 6 4 S EL AT RIURE B R A 3L

B. MNABEHAE M EE (Consumer Identity) :

AN N B3 P P SR D (8 BV B BRG] 57 388 AR e
FEBR o i1y ELAS 5] A F P 7 [ 3 30 A — 58 B N PR IR 283 7, $ N SR TE 2 4% (il
i SR LAN,  HEAURA A 4% VPN IR i aE <5 07 SCUs iR) ), T 2R U ) — AR
Fe AL R R A A, SO P AR 5% 1 R BE 2 BBk, B IR S5 AR THHT
PRI [FII 38 75 AR DG I 22 1k .

HTTPS 7 App J& & 1 3 G 5 IR B0 IE ] 7 B 0 e At 4 o 2 A b, —
FECR LA T B o App Ja GHICE] App KIEHIH AT J5, Ja ik Y 44 A
e 15 1R A SRE R R [P RIS B . W15R App Jo G 8E MR, A R— FE
LA E E ) token 74 Hi o token 47 Ef A J9 FH T B ME—FRR, 7£ Redis(Remote
Dictionary Server )FH & /. token F4F B A 5 EHIXT . OC R o App JG &1 token
AR S SRR [F1 45 App, App DRATIX Le B8 F D9 BLJS B 4 36 0E 1Y) 4 5 20
N T YD token B IS AR B 22 A4 XU, P RS — BRI, 5 2 TR\ ] 7 44
SO, AR HTH] tokens

BEBOH P B G IRAERR TR0 PP 44, BTS2 50, ARV S RAE TR,
B EIOUER, $550, AP ER RIS, SR T A S %A
G AP, 45 B TP RIS A SBERL. T XSS AT, 52 R
P TNIIE (Bl BRIRE, HCRIEL DR .

©2020 = @A K ARX - E 8



o2 FH A 55 Tl B AR A KR P S NS R S SR BRAIEAS S« Dyt G FH P B AL
e, WG Rt e, FP 5 S8R 2P, wso N A R 55 £l 2 22 4%
o B 1 OX R 55 A 508l e A S AT 3P S i, AR SR P A5 B A 2R
I, BT, BT BRSSP A NE B SOMIESS Stk R

I T
C. WIERI & i 5 it -

F IR I B % B A E AR LSS, 5 2R R B ) S AR T 5 42
FIoT IRSTHI =] T, #A — LU S Oy A R T 55 LRI X.509 EF54%
H Ak B Z AR S B B R S

PP 53 BIE P T E 0y 1 SEIUH 7 B 44 AT ELAIE s e 5 i 5% a4 A
UEPML EEN 7SR B GOMEAFRAA R B8 5 IR L P T 20y 1 Sk
YIS TN 7 AN F Y OINTIR N 2 22 LTI

1.2 B RHET B REKE R

RGN S RGUA 28 )

Ly S B BRI R R B, R BB e
S R G0, WAl A LT 92 LMAEr T Sy . e 8ey S i
X REARA R, RO R 7 O S AL B

2. B T REM T G EE B = A EEH . BRSNS
(Cambridge Analytics) i 2 =] X 38 [E A0 e (6 [ = ], A FEE N 7E 2019 4
— LEHE A | PR SE B AL B Rl o A

3.HH, BATEEFAEIEB AR (DT: Data Technology) , FE¥HEHA
Heym 5 TAV ARl — AR 2. (Ho2, HArH T 34 Ao e i8S 4
AT HE AL, BE A E O, FIEE RS T A BRI AT 52 T 3T A
PR G EA NIRRT R, BRI, IR A RAE R TR S E, A
Mo A L E AR A, B AT D 2T Al ? B7
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SO A XA ZR A AR S AT A ECE B Ok, AREK
H I BE AR SR R AR IR AL o

ABHRAA LG, Qi A by ARV ? RO AL SRR A T BE
B, Ze, AR ER A XA ER TR B ST
(I8 UE B L AL B A A AN EEE B AL 1 O T A4 e B

SETHPMEENAESRGLOIEER, BES, KK, HHy™, 8%,
Vi 5 55 M RS BRI S . IXHRETI H (75 1, 75 25 22 06 B ) H
FPREENES ARG BERNBTFH0HRET, HPREEAEE D O
PEAAAEAR: 8 AN L CU I I D o 25 A O IO 07 53 O LE X T FH P () 0808 AT 1A
HIRTIR S, WTRABIIE P BEE 08, AERIPFRAL B 2R A A 7 =
(EEHL JFFEW L& E R AV A & 26 (anik i GDPR,  SEIE N /i
CCPR, 3i[E DPA2018 “54%) AN ft Al B BARA TN NHIME BATRL RS LR o

F_F. APFEHEBWEFZSM4 (SS) f
EHO B F B4 (DID)

FA P B8 18T S 4> (SSI: Self Sovereign Identity )12 H0 A4 & 43 (DID:
Decentralized IDentity ) 5 A A5 _F (1 [X 1) 3 22 [X 1) 2 78 - 1] = SRS 55 W B R A
JEI . AT T R A 2, DID SN 25 tho O AR, SNSRI &t R b 4
AN P B PR IR SEI A0 R SE L, VA BE A B BT AT DA R A R
AR EdE, It DD BN E T HoR RS 7 S RG R eH ; ssI U EE N
e 300 FH AR ) 325K, 238 1 A N B0 B oRA DR A0x Hicdhs 1O 4 FH B AT
PFRIRLIIRoK . B SSI, DID 7EE B S In@E A, Bk fEXd A 45, e
8 ssI A1 DID FHARAREFR IR F — M

DID #7E (Specification) T Hf{# DID B & AT & AGAIE 5 #nl DLEE A SEIX Het
FERLERAHBATIRUE, MAEMMITERE TR — 560 iE Bk L
(CA-Certificate Authority) RGIEZE[E— MBI RS (Federated Identity) o
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XA R 5 SRR B 2% I 7 B ELR LB R e R BRI L. A% H B E
L PRI BIWTIFI “ BRI 7 BT Zid04k PKI (Distributed PKID )43k &
% XEERIECE B RGN T H O S IE R UL AL (CAY BRI
AR TR BB, 2 AR FARY M R S, DID PhSCH R 3 N EZH K5
B YR = RS

B—ANRE: BN, — R HER RO, B AR 5 2 18] S
—, REMLZENZER, MG Google, WhatsApp, HL-FHEAFFE AL al H
TEIZE B K E) “IERACER” B,

A TER T A0 EE T IR Y, EATI B I A DID ARIRAT. W3C (World
Wide Web Consortium) I &£ 1E & # % H i B DD #x #E
(https://www.w3.org/TR/did-core/) . H “/AJL” DIDFfl “F A7 8L “Xf&”
(Pairwise) DID. A DID AJHIE “BEth” £i, DU ALAE DID FIAZH#H. A
DID W RELEZESRE T P T AR B sg 3, AR 28 =T7 AP . — B35 T AH
DID, flAITHEA] L2 s HEAT i85, tRIE TS — 2 HA NGB A2 FH RS IE — 1.
F P T DO AR 307 96 R AR T 9 DID SRR B AL » AT ] A #E AT ABE I 612
DID, MATH =T ENLZERERAGIRMEE, RAEETEE A

B AR ATIGUENE 5P, W3C I DIF (Decentralized Identity Foundation)
RAT T — b eI IR “ ATSGUEUETS (VC - Verifiable Credentials) ” #pi, H
TR, FAMBAERCAIES, GlINSHE, < 5-R, PUERMBEST 5. X,
FEART N ER AT LABGAIEAT AT HicHf SR U, e BEVEANA &P . 1K A v IhllEE & 1 ity
(2 B INE BA SRS EE 70 s AT H 7 25 44, I HLRT UG 5 BORA ATigE 5 > A AE
LB R R REME . AL T B T B4 F SMTP T Internet £ TCP /1P
PG, ATAT NHRT DAZE VC B R Al AT (S AT A . Ve Pl mT DA S e B 2

(https://www.w3.org/TR/vc-data-model/) o AEf] N# AT P FAE4] B FPEAT A
BRI TSGR IR o FERTE R A, RSB W LR BB, e
REEAAE AT BLH RSP o B AR R S B TR R AT #2544 F1 vC ML
R
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BEEANORE: I TARAHUE TR & (1 2 B 23041 U A BE 2 DID R )Z X
PR ARRIRAS o SXFE, AT ] N HSRT AR S A R AT 28 2 BH SR 50 UF 5040 I HLAGIE
FEA VC AR AE AT AT A T SRVR,  SE BRI 250 o I e B BH R L Ath 5 R B4R £
A77E DID SRS FIARUEE X, JE EFEIE FUA E A 3E DID o

X =AU R AL 5E S DID FHT B Y 3o R AR FRATT A R T RE [
W XA RIRGE T MBI, ARREEE N A FTEEEZ SR B, TG
i R RN BRI n] AR Ecdts BRRIR, e EVEATA R . A BE4
NERRTCARIUA, A7 MBAIE R AT AT EA AR EIE . X EWRE A A TA 1AL
Vel A" IR By EIXRIAEE, N5 SRS & EWE IR R & ]
LATR] IS 72 i 22 VAT /b R4

2.1 DID }aH#ENA

AR 25 A A B 7 B0y (b i 5 J7 T 1 ) — S b e AR 55 7T,
A2 T84 —Le9m3d, (HARZ S 11Ta0, BT ReR A RN 7R (B
e ~EEAER B BEN AN RGN ) Rl BATH L LA 22 PR e (1) 3647«

EEPNL XL S BUR

1: DID %028, HAEMAT | hiips//www.w3.ora/TR/did-core/
*x, WA 1.0 (DIF fl w3c)

e SN .
2: BRI SID https://www.eesc.europa.eu/en/news-media

/presentations/european-self-sovereign-ide

ntity-framework

3: TP MEMEMEL (Trust | pieps://trustoverip.ora/

over IP- TolP #t4: <, Al Linux 2

&)

4: 1D2020 https://id2020.org/
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https://www.w3.org/TR/did-core/
https://www.eesc.europa.eu/en/news-media/presentations/european-self-sovereign-identity-framework
https://www.eesc.europa.eu/en/news-media/presentations/european-self-sovereign-identity-framework
https://www.eesc.europa.eu/en/news-media/presentations/european-self-sovereign-identity-framework
https://trustoverip.org/
https://id2020.org/

5:  ERC725 https://erc/25alliance.org/

6: P E 222 E ) EID https://eid.cn/

A I Se bR e R L 5] SR F

1. Bk —k.

2. MO0 THCF S B AT

3. SRRA LA RAT BEE A ENL .
4. [EALIRI

5. EETAEXSFROINE HE

6. A —ULhriERA M E BAEEXBEEH AR (tbin pip i , {H2
AR EIRZ I AR FE T X BeaE . BAR X P d AR R] LR s 77
2 H 0 DID Method KN E »

AT EES A 3 Bk HEREAT S 4 PR O AT MR AR SR A v

(DID) A [ AR A S, B — A BRI bR, &) —
M RFE A L PRME (EID)

2.1.1 W3C i DID

HeT X @ LA S W3C IRiE B B i R4, Adk. R H0
WISy, PRAERCT S A X nT 4 F e X G, oAb AD P R AL
TR HE L

DID ¥y S kAt HoAz O HE T X Pk il AT ek M
QR . 20BN TR ARG, CAXREEIKYE, BN S br
RZ A2 48N, NATRAER B (MU e+ e L.

P P AR AT LIRSS B S /2, AR Sl 7 DID AR e AT
CLEIE B K DID, &5t B EZHI . £ DID M EIRF, B2 A2 ple— XAk
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https://erc725alliance.org/
https://eid.cn/

B, B DID FRE R R AT AT AAAE E, AV P R,
Jei R TR B 0 A S 8 7 X HURE - RIRT . 75 8 7 BeAiE 7 & s B, R
i E AR A R G AR 2 PR, 34T S8R vH SR AT 580k A
RIS

DID s& — bR, FEE T LI X SWAET %k, Ny — AN
A5 DID SRS TN A
{

"@context": "https://www.w3.org/ns/did/v1",
"id": "did:example:123456789abcdefghi",
"publicKey": [{
"id": "did:example:123456789abcdefghittkey-1",
"type": "Ed25519VerificationKey2018",
"controller": "did:example:123456789abcdefghi",

"publickeyBase58":"H3C2AVvLMvegmMNam3uVAjZpfkc)CwDwnZn6z3wXmqPV

1,

"authentication": [{
"id": "did:example:123456789abcdefghi#tkeys-1",
"type": "Ed25519VerificationKey2018",

"controller": "did:example:123456789abcdefghi",

"publickeyBase58":"H3C2AVvLMv6gmMNam3uVAjZpfkc)CwDwnZn6z3wXmaqPV"
1,
"assertionMethod": [

"did:example:123456789abcdefghi#tkeys-1",

{
"id": "did:example:123456789abcdefghittkeys-2",
"type": "Ed25519VerificationKey2018",

©2020 z %A B KX - AT 14



"controller": "did:example:123456789abcdefghi",

"publickeyBase58":"H3C2AVvLMvegmMNam3uVAjZpfkc)CwDwnZn6z3wXmqPV

1,
"proof": {

"created": "2020-05-01T03:00:027",

"creator":
"did:example:12D3KooWMHdrzcwpjb********coqX3b5dpuPtPa9ot69yew;
example:key=id=bafyreicubtx5w*******zrkctthwdbrewezgpwoedswirls4debdhs2i",

"signatureValue":
"09r6LxgoGN8FoaeeUAGEdDcv12GvDzFEMCgjWzvpur2YSQyA8W2r0SSWUK+nH5tMq
zaFLunéwwZ1Eot37amGDg==",

"type": " LinkedDataSignature2015"

1

"service": [{
"id":"did:example:123456789abcdefghittvcs"”,
"type": "VerifiableCredentialService",

"serviceEndpoint": "https://example.com/vc/"

1]

X B EEN: id. publickey « authentication. assertionMethod. proof.
service FF @M. Hr:

1 . did:example:123456789abcdefghi i /& DID DID f) 58 % #% X K -
did:<method>:<method-specific-id>, DID F{4= a2 ¥E DID SCAY I FE A4S Bk
2 4 B H H <method-specific-id>=base58(ripemd160(sha256(<Base DID
Document>))); pubickey, DID SCAY A DL IR N2 2 A A ARG UE T VA IX L8 )7 LA
DA T 5k s AL 5 DID @B ORI 7 122 B o T 232 A5 JE30 60 65 4 Ja) W 1
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RN PR SRIIACEY o/ o S A I R v R G o I o ¥ (LA P S PR L AE E NRE TN
HELE B, FHEGHERERME) , BEHMEE, AT A E e R
TR B SCRF I INE B 8 . XTI S Ha et T DURSE JL R s AL s
£ DID SRS, Hldn, A6 publickey 35 43 3 UE J& 11« NIEPHE A
CRFRIRAT Gd) , SERUIEIES, DUOREGR T HIRA R AR & 1

2, authentication, S 3aiE2& —FLi], W ZALH], SRR AR H 22
DID K. Sy Ik Zak ISR AEF T LUK 25 B 4 B e 77 2 75 IEAE SR A 24 &
UYIGUFIERE, BPABATTRAAIAT UL & 40 . authentication J& 42 DID 3 fUAT—41
WALk (BIHEART AYD ZIEWKR. XK DID EFCH T 505K
WEH I (45 authentication J&TEIMED AL T —LIIEJT VLS. authentication
Je 1t BB B 1% 2 — ZH B IE 7325 . HH DID SCAY () authentication J& YEFR 7= IS8 UET7
2 A BB TIAE DID F:4k. 24T IAIE DID #& i 2% (78 DID # il #4552 DID 4k
0L ), BRI AEM SRER A SR (S I § 7.5 SRAURIZR4E) 75 248 1 5 © /9 DID
SCREATHTET Y authentication 381IE /775K R K IMIEE Co B 1 authentication,
fth 4 capabilitylnvocation, capabilityDelegation, keyAgreement FI assertionMethod
W R] PLFEAT B IE

3., assertionMethod JE TEH A T RARWIE R R, %K RIBRIUE T V%A LLH
TR DID T AKME — B A) HIWTT7 7S I E 2 v] Lhd A & 5 1Z0E ] —
A FH SRR 77925 75 6035 72 DID STRS A 7 32, SREE & AXEE DID RN 5
HIBRIA BJAIE A

proof &4, U”Jﬁ)ﬁ%"ﬁﬁ‘]ﬁﬁ‘ﬂ‘(MUST)%ﬁ?ﬁE‘] JSON-LD (LD-LinkData)iEBH,
L 2 H U IR BA BT s SC, TR FH B B 509 UE BH [LD-PROOFS], i 4 $i 5 %5 44
[LD-SIGNATURESIFI & Fh2E 4 24, BT LASZINS 2 Fh S8 Y 1) 25 A 11 PR A% X1 S RF o

4, service J& T, 7E DID SCRSG i FH R 9% 3 mi R KA 5 DID F2 Bl R S 2
T IEAE 77 2o DID ST A1 0 55 7T LA 3 A7 R AR P BE AL T2 IR 55 (privacy
preserving messaging)F{E 5., LA B EE L AMEE, Hlunt 2 gk =, SN
ki A R TR . 55 R S5 SRR B e B O R R E TR . lan, SinE
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A JE A% 34 Il 55 SR IBR P e Bt m AR R A8 VH A% 33 T 46 22 i U] J= sl in s 1)
.

i F service @R RNIRE TS . AR HA B W id il type, LK
WA URI BYHAR A A 55 1 J& P 1) serviceEndpoint.

Forbr, R APV N R =B T

Alice App Universal Resolver
1. Alice discloses a DID to App 2.App looks up the DID Alice asserted
4.Appsends a Challence using DID Document public keys 3. Matching DID Document is returned
5. Alice uses private keys to complete the challenge
Alice App Universal Resolver

HFAAE App HfEH DID INARIERH & DID WA &, Bz
sePkb-m N AL App B JRARYE FH T SE ALY DID FA DID Resolver 5 £I%f i
f] DID Document, X5 App {#F] DID Document AN A FEHLA AT
—H nonce, KIXZL )T, M HHCHIHMEE JS132IXHE nonce, T nonce
KIiEL: App TERPRAK.

2.1.2 BK#HA SID

KRN 28 5F AL 52 514 T 2019 SEH 21K % | ESSIF-European Self Sovereign
identity framework  (f&j#% SID) [AFR#E. SID T T4 T 7 & i £ 5 e A 7%
5 TR AR BEAER, A3 EART 505 RS0 SEREh
Wy JIBEERS . BRI . M7 B 4RI ARALILE,

TR B B A IETT SR BT ) 75 i g«
® IR HE B IR G LT EIR AR 2 1) 5 ks
® IIEME RARERATHRGLE, VIR ZER AU A i H e w5 S AT
Calls
©2020 A KA HE X -RB T A 17



® HEME BT E M 2 A FE BT AL, AN FE BN AT A F)
ke 25 5

® JITHRAFAET LA, AREIHAT AZNLIIE,

o A NIEE, BARE B C#TE, %558k

Rlt, EESC #2H T —AN—RIMEGER) SID  REEME, W

@ T The Once-Only Layer at a national level -
o‘ 0
0 DATA
or ‘m ‘m CONSUMERS
Ny N

 § I I ¢ Current

National OOP Layer roaCh In EU
only once)
t t t DATA
- A - PROVIDERS

DOMAIN-SPECIFIC

DATA PROVIDERS GENERAL-PURPOSE BUSINESS REGISTER 12
BASE REGISTERS

N T FRREA SO UGERT R, Bk B R EAUW St . BERFER G
By 3 BRR DL PO O B R 2 AR S E ) . T
WA, SID FE T KA X EE B AR R SE I 2P mi i, W r -

Roles & Data Flows
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; DID
X O—v O==

> National ID
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National ID
Postal Address
Diploma

National 1D
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Service provider
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o JFIMAEEIEHMT A O, BRI ARA. SMiE. 2.
5

®  FH [l B B BEAT IR, BRUE S SR ARAFAE X HLEE R G

® S Iy 1Al Y B ERAS L [ B A e LA S R SR IE

©® Ul AT ER R P M AP R P RIS, S8 ERdRE T XL,
U SR — BRI AT S8R 7 B S 5 o

2.1.3 FEAZEH EID

elD 2 B 1 LB RGHA NEERN . LB R4S PO, SR 2o I
ST 720, MR 2 S ORISR, e A T4 6 U3
57 SR A A RIS TE PRI, A LS A TIETE B (2 L B4R T 2228
U E RN, R T T ED.

PN =TT T ORI T E SR 863 Tl W3 [A] £ 4y EE
FEERAEERT, WRT “MERFHMHIRR (elD) 7 FHARIFE T AR
brdEfA R T 2018 4, WIREE TS KRR BT KRR, 44 L R
AR A A 2 U ) S B A BRI T AT, HE HH el D 7 B 404k 2 11 2 5(2018)) .
fE 201945 A, #EHT elD G héE, elD HFHMEEZLL elD HFEHH N
RO AR EE, FEbERAl e B E T EIERC elD i S g B g, ik
Mg NS, THFESS . ol 44 AT SR EE S HIERT . AR
BOERE . SATICIK . BERAAIE . BIRE SRS . eID TS EELGkK T elD
X PEERRE AL BAAB. o, 207, HE. s, AR, B 150
T elD HFH AR,

FERAT H MRS L, @z SRS, 280 RATI, T iess
Rty WA SRR BRI T3, A S A S AIERSS . A AIEIRSS
B NI SS . W28 B A B DR Ak 55 5507 SO 4% BT 3R AR 55

eID fERATHY BLS MRS5S B BU i W, k-
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EFER—MENAERANE
FelD

elDEITHERIERE

R

E. BEHES. %\{E\ ARHARI, B&S
in#elD

BERTT BILET BICEIT
HlHaA HHaB HEc

FZINERS

BRE#TETERN, &4
elD5¥£EB, WEFRIT
IHERRP P ARKER

B4 SHAIAERS

LRSI HRE RN AT A
fRFelDiE, HFAEEBR
EHESOERHTERETE

BE, BHHES, BiES ARRH, @&S
hn#elD

FRPD

AP EEEE

B T8

RS HERRPERS

LU ASHERER LR
7, MEBNAEREIN .
RS SERP B SUHE
B, THEFEARTSEARFA
FIIAEfRER

FERARDZIM B, W elD B S s, FEVUASZ IR B 1A E SR
7, nNelD BT S as . BAEM L. RSN RIS . BT Sk

BOARHEZ G T

PR S

Msemmae  WAPP |
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BRSSPSR
LABHaiR S E

SEERSEE
LASHEUE R

EHRIORSEE
LlelDiatR

fEDRe b, elD BRAEL S NIE. LA FZ T F ISR, Rt
OB B IR N A Bty W LI RIFEN _E25

L. HilCafA —SMir. 2

R A RN NE B L2 MATH F
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W3C Ky MR ) W A = &R EID
DID SID

1: HFHHHE & & &

BRE—ME,

2: PR TFHF & & &

St ] FE il .

3: HBHEAFL PaNir] paxifl B AT

b & AT B & W E RAT RAT

WL .

4: BRFRY S Ay LA Al LA G2

5: ZETIEXHR M & & &

6: JKEXRER = = &

R

2.2 DID XM H NA

THFEN 5 AN HARKRMEN DID B H . JC5 DNA (1 DID 85 5 173 2 5
—AMERE E ST S I X PRI E , HAR T E SEE T SR R S
W, R R AR X HVEE R AR A R E 2 A B T S Oy O SR
LIRS X Y A R B b SEIR I R AR IR DX S, DA Z0HE 58 — IR AT P e 4 R
B . Civie BU7 Sy fe 36 [ 10— N EE A 2 I ST , (61527 . Evernym
5 Linux 242 51 Evernym 20 B 40 I H 51#RZ5 HyperlLedger. Uport s 2
TUARYIECF S H o EARE R A w0 T 2o B S 0% 7.

2.2.1 J.5¢ DNA K] DID {54}

JGS DNA (1] DID £ &ty XFRIF )y “Avatar”, & 4Bk —ANTERE L SEIL
JRAEH DID 7 By . FH 7 AE T ST DNA 1% 7 Ui 5l A B0 nT DU 37 58 4 Al 45 il
HI S 17, XA A AR O SR B = 07 HEAT B SiE . TP A JAE
BEX AT S, FTLGIE. 258, Bk, FINS P 3T BB IE
S . BeAh, XEIE B E8CE S0 i BRIt P M e AT T B
JGAT DNA A NECT Sy 2 SR AU A AR EI — i . SIHAS WS, B5H
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O r] BURIBE— 30 i NEROME A (BUAASER) o BRIk, DS AFEAFE P
Dy el LA AN R 0807 S A, aniids S A5 BE By, AER B 2872 LU P
HIBLse B oy kst . P R] DUBEECY S £ 70 5 DNA B RGP L H 2
P, AR AR & et e e (B 5 30 BT OB #7244 SRR E RN 5
RSEX— H 1, FFE5 WS al g 3 B HABECY S A E A A (Oracle)
S AIGAIE (1) 75 2R 2t o X6 T2t AR, WRARATT I AR 5 28 Bt , B4
12 SER LI By T Z 7KV 2 . Jo 5 DNA USR], T B8 B e S
PRS2 2 XCERBE NI TR

AR NEC T 5 BT SN ET R =R 0 ER, @A
REB LIRS, I ATC At B RITA 2 fL AN A SR S PR SCF

Broh

B S AR 9 P A 1) BRI REK P 1 Profile 15 BM4RR, T 24
5 1 Oracle M5 L8 A = 1 €, ATATH07 5 43 #8 7] LAAE 9 Oracle F19 38 H
FZ 538 SN F . Profile #i1 — > 4axPIME—4xiR (DID) , HEZEA
HFUTER: MAZHGIER. B EE. HE X R 7B HREREDT:

1 G AEMHEE AR S0y, IS B O ERASE . AR
e BUE ARG EATLAT A, IB4Z DID M T — D RENERIK S,
eV AT S A AR T D REAN R T

2. IRiIE: Profile REWSARMEA RHIUE B BE FH RAE B Z 8 7 & T I sk

3. AL ARl RIAS L IS B AR Hey S s B R BT E 2R T e

PRS-

4. HEW: M DID W IR B I LAk, FIEIE % DID FriRERL )
3 B i K AL P S22 By e sk
B B5ERPZ R ZHRER, DT I AT DN 2 D ER; 2
TR ETR M B IR AR BT DA A AT A B, (BTN Y B s
R 9% R A AT AR BE (1)
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BT AR EE

HE N BIETR IR B IO RAE X B EE E AR, AR BRS M E . Bk
BRI s, Je Sl DU D Ry B 55 JLAH SRR A 2B h Hdledt AT &
it

1. AR A e oA B S Y By, R BRI B E SO S HE

R BT R IR A4 o T s 4 € 51 Y Oracle;

2. AZ%EEHHE TSN Oracle (AU B3 [1—FlD) € 2B Iy Prigsg
Bl AR FRAE
3. BRI E A Oracle 2544 5 IR B8P R8I EAAH 58T S 90 s

4. JLABH PRI CAEROE A B BT, R 1280 B AR VRIS
=

Lo

N A RO B S HE R A Oracle #2508 & B 5 T (/R H

e
i
filTE I :E ﬁ HiFEHe
{BFEPFLL.. )

BlE B R
-

oL AR & 2

o B T AR ORIK 7 GV 1 6 48 PRI 7 538 7 o125 ~F 5 Yt )R A
RV 6 R0 A RN B B R B R S b SCHARIRAT, FFEH]
ZECT S RIAH N B F A, Koo TR RS E BN . MAHFE
JIFETCT EVEMECE Sy, TP 2 S A6 % N T 6 B ok, ATk
HIHs S 15 BRI NI & 5 e FHRENAAE S 5 B . P R4
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2T S RV RTAE % NS B TRIEAT Vi, e/ - OQE M R S A s
TAE— AL &, #E OB B g ke s B . A
JURT DA EEE R B S R8T S T IR 1R IR AR T & ) R
s S, “FENTEER. T E /4 oracle Mt MAL . Mt KT S .

Oracle B8 FRUMF RS vs. BPABTHHNFEHG

e B I B

_ HerSinand

Oraclef FIusmEE TCHF

¥+ 515 BaaS (Blockchain as a Service)

TCH LA T A BER Baas MR, BV ERAS AT DURYE B R SEPr7R K,
[a] X HUEE AR O T SN B ] X R BEAR 55 BaaS AR5 L E MR 1. BT rH
AT RE R, 2. B AR AT IR 2 AT I 3. ROt R B
BIREMRSs 4v AR 5 5 1R AGE I H1E B4l NIl i) EUS S50 5 Baas

38 [ml e !

WA k=2 Foti dbss S EaisE
PR = > (G

Ky
Oracleffiiich / mm

BERNEHEE = > Metaverse [ RS

R AERE
Rm S
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2.2.2 CiviciZ5m i

Civic 72— B 2 T XRBESOR I Sy AiE- T 5, BN IR0 T4/
S Z AR SA BT S FEAMR S5 o Civie B VF AATTZ il 2 5 345 B R e
FE, A DXCHVGE B 3 S AEBEACSR ORBE AN RIS NAB B AR, B0 S UE R 55 1% %
ENEIE S ESINER e L

Civic it F X LB A1 AE PR A FAR 1) 0 8200 (X & AR & 2
FTE) , BELEGFE (SIP-Secure Identity Platform) , 12fLZFH & &4y
AL, EFEAP4, B, FB=T7 S0l ss s F# a4 .

o hH =T B AR
® e s RN AR R B B e s, R AR

B BEAT V7]
©® LS A IERSIRAT, B bR IR A 95 7= Bl (1 bs S 73R
HHU

S BEE R EIEFTE & ol LUEH] SPS (224 R NVEMD BIEgk . [F,
FIP AT AR T 44 B RS 16 L T {6 Civic Y SPL-Secure Personal (‘2244
NFE3R) B4 FFE Bl S HFE T o SPL $ Ak BE 47 1 - AR 56 0 22 TR 35 B A AR i
JC {8 FH 959 B0, A RO TR 25 0 B 5 Ve JIF] A% G UK 3R B 4 SR AE ) JBR A3 . T T
Civic 2214 .

©2020 = @A K ARX - E 25



Civic Architecture

Civic or l[dentity Partner User

) mmmmm=_....mmwmmm@§
@ o ership and valit ¥ ‘ﬂ‘

Blockchain Identity Requester

Civic SR R A W M LS

1.

WA F B A LR W ] Civie 18 A SEXEEE, 3 iE R& A
BEN K& B G R L AR IR iR S HF Civie e G- FE T &
BR OIS S BRSSO e AT LA R

Civic NFEAEH P EE : B BRI A H P Resh ik % (22
FHD EM Civie B FH.

SRR AR = AER S i, Civie ASRER S E B saE R 4L
2 JELAE B 0y A5 SR A

SERHA: H A DR SR A A > = 8 S S, AR %
I T LAAE At FAT AT 3 7 45 17 )

‘24z Civie F FH DXCHUBE 0 58 K D B Ok Dy bl S A1 di v ot B ) B RA A 22
o

S B Ui tRYT: Civic I S E o TR B sl VESSR . &

1y 5 BT ARBS S AR AL A 2wy . IR AN 2 S5 52 3 1 S s B AR o
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2.2.3 Evernym HFZH4 Ui H

Sovrin /& Evernym R &, T H A C3EE 45 Hyperledger. Sovrin [
B KRG 0T VAN H TV 2 A E SRS . Sovrin 11 B b & H 22 4 138 FH P sk
BARS A B, AT a6 a8 B I s 51

Sovrin [ — AN REEARFE R T “HRFMEH” , Bl ssiD, BER&—THDA
ok 44 100% A A IR S0y . KRG ENHFIFRE, AR EH.
KW E. X — P RrSmE, 2RAN, Zar). ZHENA P
ALl 2 18 R A TS I EL 3

8 Sovrin, BRITATMVRIR R REWE IR . AROWIAIE, b DT, RS R
BFERSLANF R [FN, BUFATLMEH] Sovrin Jy ik W Bra R, HA%E
0 BEFEIRRN . MR S IR0 IR AL B SRk

Sovrin Z2%4

YEN Internet ¥R 1N)ZE, Sovrin I LUEER— = Z AL, W~ EFR:

Sovrin Clients
Competitive Open Market

Sovrin Agents

Non-Profit Global Public Utility Sovrin Ledger

1. Sovrin 7} FRIKA R — IR AL AR 7, f&— DDA IR S il ¢
IPRIKA, At R E RN YEY

2. Sovrin ARHE — MBI A L5 IR S5, BN Sovrin BT #E (AL
ZUFRME— TR A BEFA RS 177 ORHHAT B 03 A 8 P 9555 Sovrin
RELIFAIE Sovrin K REEHIFT AR ZR A, BN R Z L Sovrin B4 B4
T~ BARAE

3. Sovrin & i A& Sovrin T A #E GAFEAM S LU REFAL. £

AR MM R, B HIZE P i Sovrin ACHL R
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1 Sovrin IKABATIHEE, CLEATS P S0 3C T5 . M2 RN 1) M Bk
F, Sovrin 7% i & Sovrin ZEE R T
Plenum LR

RBFT- Redundant Byzantine Fault Tolerance (JU & FE 5 & & &) 7£ 5 1
PBFT-Plenum Byzantine Fault Tolerance 1 Aardvark Pl ) JEmt F k4T T &gidk, 7
ANF R G UUATECR R Re /2 AF TG OU T, FATIAT 2D BA AR E IR
R PRSSER], SEEAS AT AT BE TR R . Plenum PIMCEE LN R JLANJ7 THIX RBFT i
BOHFAT 1 it

1. T AREG R T4 (RBFT M MAC IAIESS, H s, H

ANSCFREASTTHRANE)

2. A\ f+1 R KGR (F AR S8 E )

3. FERUETT R AL L] AR E YRR, S P dERE D

4. gossip protocol (FUVFERARILULTLE SR 4373 X I 9 28 B et gk A7)

5. Z/NEIHRY S 4 HLIRES (Plenum 25 RE WA (1) 7™ B 14 B A I X4 1) 22 44
T

6. catch-up mechanism CH =3 B BUHH I5t /7K 52 00759 A R80T 22 2 b 3 3 3K

BB .
BAE AT A

BSAETT /12T Plenum LB SR ISR ST I Sovrin H45, XFT Sovrin 732K
AP REEAS “H N7 #LAURIE BRI AT IRIE . £E Sovrin PIZ% I, i
A AR R IR A, OB 75 ZE AL BRI 245 (1152 5 7 30 B P 28 BB 9K
BAGIN T MEETT K. M Sovrin 25 7 S B A BEKR T, WEET /i R 42 Sovrin 73 2K0K
AR BERIA . WS i EE LI LN =AN D Re:
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1. AEEEGER: 5 DNS. LDAP FIHAR KFRIR RS —kE, i RKiEH L
HifRZH —MNEES . Sovrin M SAE Sovrin B0 3 7 KR A8
LEAFENIZAT Plenum FEAR PR B6GIE T s M BE IO 1 0 N HEAT Y T

2. A TS S Sovrin stewards $:4F,  BRUHANSER 5 —ANERAIE
FEFP 19 tH OB B2 40, e A1) AR i sh gs ub R e 19 s EAT 5 46t

3. HEEXTE: AFMZS5E AR BT R ER Sovrin 73 RIK AT, M
T RARAE T ke Z A8 R B BT Y N8R E T S T B R 5
AT

Sovrin {0E

Sovrin fAERMI L 1 Sovrin R R &5/ H “HEIZ” , W E AR

Secure

p2p
network messaging
layered and data
overthe | | sharing
Savrin between any
ledger two agent
endpoints

Sovrin Clients
Sovrin fREEZ Sovrin %% (] P2P ¥iij . Sovrin AREEA Sovrin 75 /7 ¥ £ 78 24
Sovrin 73 KIK K% i, HEZPX BT, Sovrin AFAARE — A% i
Bk — MRS, B B A BA ] T 2 i IR S AR .
s R A S AR OB P 28 A it (B FH A% . DNS. HL-FHICAESE) AHE
AT, ARFAE Sovrin MZ& 2R LU T %O Dy RE:

1. FFAK P2P JH BRI 45 £

2. AR INTRL S R
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3.

4.

TN Sovrin ZE4HIR 44575

InE Bl A AL

B R A Sovrin R R &5 M) IR A A ESR B Sovrin /AH, LA Sovrin
B # ] DLE 25 Sovrin 43 28K AT RS H. . 78 T SU 15 0 T B VG AEUE A TR
PR T 28 5 1) e M B EGAIE Sovrin AR I 78 38

Sovrin %% 7 %

Sovrin % ] ¥ /& Sovrin ZEM “fJE I B, HSCPRIZEHIBCESRLE S 0y Py
HHEKTH . Sovrin ¢/ i £ AR R QU o NI R L5 T #EAT T PRAEE:

1.

Keychains: Sovrin S Fir & B RA AT O fie B B B — M 58 7, 7 2
Sovrin % AT E BRI . N T 4ES B3 BT A Sovrin 285 1) 4
AESAL, B Sovrin B L AUR B I 3 Sovrin S PIHEIN) 2 Hf sl 2 /0
BT RIEIAR .

A4S Sovrin 5 umAEY A AR FTA A Sovrin Bl 7R (1 42 E B
TP AR, R L B S A R SR X SRR 2 A AR ) AT
il A7 1 o

HIXBCE : Sovrin % )7 i b AU 2 3] W4 48 HEAT WY 28 By Bl 2 Ji5 3R] A
o 25 B # ik 34T Sovrin B4y, W7 ZAERMES —4> Sovrin &7
S N 4 B 44 NS AT BB Sovrin B i BT 28 JFEAT (54128 R A
JETTANEM . — BB T & R AT Sovrin B4 A1 Sovrin X
B, Sovrin % 7 s A 4 T 46 B AN L A

Mo EASM Sovrin 27 . By AT & AT LIE LT e . AR

Hi 55 A 2% R A 0T S Ao B4 iR 8 A8 K Sovrin 25 )7 i TS
21T Sovrin AR Z B $AT S i 8 . SRS HEHE T A # B BLA I
B 1 Sovrin % )7 i 2 —E IIHTH Sovrin 27 S B AT,
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2.2.4 uPort BIFE T H

uPort & — 4. HHIE LSRN RS, BT A 32
(f), BT XBBENECT B0, FHP AT DT A [F S DU T BOR Bonr HA5 B o7 1]
BLo uPort $ B3 A2 AN, HOTIGR Sy R 48 SL V- AL DURYT EEM B 2
5 RGEMEWIESS . R385 LS 2 At i B AN S

uPort £}

uPort 51735 4 QI & 1A A, JF HANEOH TS b 1038 =T dt AT e
BRI E . By mT DL I sy SN RR BIRE AN R A7 A . BRI AR URAR BE 6 A7 i 1k
WHHE blob IRELA, SRR BT 20 #8 2 s A7 il A2 %8 B i
EATATBLS XEREEAZ B, [A I uPort By f7ids il LASZ il Bk sk B 7, e 6
B HABARICAL B8

uPort AR IRIAZ 0o S uPort FRIAST, B2 —A 20 T/ #EH 7/, 7
A5 R ME— BIFRF AR IR o AR IRTTE SO AT R e 20 (FOVREL G2 |1
fodik. PRSP LIk 5y, IEREIXAALE], 5045 LS UKD IX S
A R e A QAT A L.

ey

M PR E SR E N B RSN, v IEE A4, UEE
VIR I AR ) 85 5 D SOR 55 NS LR LR S e R B N RSP B BE &
4.

i AR & QVE % AR IR AT H 72 Fo VR P AE R0 R AbR IR AT 1 [ I
B R uPort bR iRAFRE S HAVBHMIRT N A8, I H R 2R
TAERERBI e, A RS 2R 2506 AR IR AT IR 421

FEBCEERITEOUT, FEHlda 20 LUB R 4E K B Z4E5 3R B uPort
FHP RS B Ay, IR AR AT LGRS N BE MU o n] DUE P2 b Ik R
H 503 IR L PR i
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uPort 3 ACH 5 2 S £ & 5 L0 B SE LA P RE B8 AE A S A% 0 uPort
PRoRTT CHEE . BRI SEAEAE ) MG DL T S8 as B e & 2038 4 . FLh a2l
FE LU O MR TIRE, STV AR & 20 H LR B BEAT B 03 B8 E

R L R

uPort RGLSCRFILEFENE AT B e S R M uir s, 280k
BN OL N AT s O . 85 by 3CnT AR I - s I AL DR

RGBT A HA A LIS %A uPort ARl 27 F 7 75 200 @ PRk 47 3t
T, AT BLAE RO AR S B SR R REAT I, AR S VR B R P AR IR 1 2
B IZR AR P REAT PRI

BB N R

M N LR i 2 7 5 3 uPort ZZ BT 3, W2 E EH T RAI  2
T-Bo HE BB s R AR L B & (0 2 At b, IR AR Y s AT
A N E A A A NUEREAT Vi ] . R FE s b, RN S A,
MITORAE T3 A ) 2 41k

2.2.5 kK DID FE ST E

TR AK [ DID J5 ¥ ) SE I & 28 T 5 43 78 5 M 45 (ION, Identity Overlay Network)
ION 2 — TR MIIXUZ /2%, il IR (Sidetree) WML i) HLAF I M 25
ION I8 RS~ EMEHATIHESIFHN TN, K KE DD #IEEHB—1 L%
B, JEPREIEAF T IPFS, AR HE e A A7 LRy T R 2% B T7 30, AT
S DID R AN AT B ORI AT {5 A7 6 - ION BHBE T LR i I 48 ) M R Il R, T
DL Hr BB i i B s . AR Microsoft Authenticator App Ff i FH 2
Microsoft DID 77 &1 —ii 4. #IKAE 2020 4 6 HK7x, F T4 H DID % %4
¥ Microsoft Authenticator App fRIRE/E 9T GIRARAD K Afi o L4k, Microsoft &
TRKRATYE Azure RS — S fH R ¥ Verifiable Credential B4 JF & T2 AL, 1ENITIE
AN
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TR T W3C 1) DID FRiE AN ARSI & — BTN W{EAER. AT
BRAE M 5, S RENS 4 1S HI B B AUy S 8 . ARG
WP bets, AT EBE SRR IS H R A P AREE, F P F ) i) 2 47 fik

55 7 5 %

W3C FrifE 2 FR Ok BRI (DIDs) =+ W3C AnifE 25 iR 0o ik B bR R4 Ak
SETARATHZLBBURN B 1D H G0 A FIE ] DID J2& 573 B A $ LAl B
(DPKD JCEHEEBE I A R ME— AR IR R, Zon B e & AR B0 IR IEH
R FF AN R S5 i AU JSON SCAM2H il o

Lt ARG (BN, XEREERM KD - DID 2£F-0 DPKI $&ft BT 5 AL
AR 25 O R 5

DID A/ ACEE: SR R B RN AR, T 78 =& 2 DID A1AH
REAEHIH AR, B QIR RAT . S IiE . Bl DL P AT IR & 2

Ay PN
%‘QI e o

DIF S FHfENTSS: DIF 38 FH ARNT 2% DID B85 22 G0 e (L bm v 19 2 R R AT 77 75,
JEIR Bl T 5 DID ABOCELRT DPKI JTCE3E Y DID XRS5 (DDO)

DIF S fprhte: —ANH LALLM (s EE. PC BV RE A 4F) Ak
H SRR N B I A7 B IR 2%, ] 1 B A0 Bl A7 A B 4y 58

DID AIE: JEFhrhg AL, 8 5 03 Frr H e 2L Rl EBUMIRAIE 7S 1 o
XK T ARG Z RS AR B

Fr OB R AR S5 DID 5 S it S N B A7 it 4h £, ATBABIE—
BN AR PP AR 55 e ATV AT P B 5t i o A7 il A SRR T E A TR
PRYGFE A AR RIS M) DID ZEH 1A .
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DID Attestations
r ) = - People, apps,
o s and devices

¥ DID Authentication
DIF Identity Hub

i &, | User Agent
Users
DIF Universal Resolver 13
niversal Resolver " i
n > W3C Decentralized ldentifiers

Decentralized Systems

Bleckehasns and ledgers

DID B

H AT BLEE N DID A P ACEE R A2 PP K3 DID. DID FH - AREE A LA
HEEh A P DID GRS IRAT« BB TIE . 5 nss DA B A AR SR B I BT
3 THT o N DID F S B R 12 7 A4 FH 25 Hh oAk R G0 Kb 58 b IR FF AT PILDPKI
JeHdE, LM DID BT 3 5 B 6 I A0 B 3 B0 0E, AT DR AEAN A7 7 B A KU .
FUIR) SR S B L8 B FH P DUIES ¥ “ 407 J7 X AT A4k . A P v LLR#E DID
SEHL PG FE PR S AR R A A s

DIDs IEHRE K
FPAREE N FHFE P & 555 DIF I8 F b F2 Fe s s {5 LLET 4L DID. 24—~ DID

WALIL LT TE AT 28I, AT 458 HT3E = M BKEhRE 77 55 70 B R e 1 IR R L
P DID SCAS . B FO VRN ATk 55 B E M 2E A did AR3E ) H %o

¥E DIDs Z [A L5 4E

DID 3 Z WA X — AT S iy, AT B 5 4 REIE LA 1
DID. NV 3AFEENE, DID 7 ZHIA MEARRME (ndalk. B PURABUR)
AMPAREHATHE . ARG TR L], Hr s 7 RS R PR AT
I 25 BB SE B0 o 8T 2 MEAT RGP A R IXLETERT, DID AT LARE A I [A] )
JERS S SIS A, LAUL BC U7 18] A9 N FH RS P B 55 P [ A9 XUz 7K
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5 i T ISP R IR AR A AR S T K P B R GEANIE], DID A2 A 1 H 5 s 35514852 ,
RT3 DPKI FREM 2 O RS, RGEE T S 3 — S B0 50,
BRI IE CL 244 1 DID AE I . AE 2 — L Z A DID BN ZHE 4 A
BT 55— DID RJ A2 56 A 7 BH o Beds ) B (e R 25 A) LB I X B K A R4 T
03, HEAE A HAth SR B2 2050 55 R AR B 1) IR 1S O R BEAT A0S B6030F

DIDs 18 B & 5AiE

M Pal b piD 5HAMN . MHBERFBURS T E (KR as 5050
k)

1. DID fiT 3 M %8 = J7 $2 4}t DID;

2. SB=J7i@id DIF @ HMAT S &L DID, f#AT 23R [l UCEC Y DPKI JC U ;

3. BTyt fE A Pkl JeEE R A S 5 AR Gk, E S P BUT IR R

WL
4. WP EERE5E P ER-ma B 42 T, A PLERRZH P &% DID T A 34 .
R BN N BUE#1T DID X H

DIF Srfi LBt T H P 2 K. BRSNS NEHE A7 6k, B A SCR 21 S
R, NEMSE ROUEETRM . 70 Buh N AR SR AR P Al UE
DID FH P AREE N AR fy 9 5E 5 HESL 30l LU AL = MR IR 0 o B 3 v
Fe A2 SIS N 288 T rp RGeS Y i AL P PR R IR P
Fhe

B E R T FAUR

Sy BNV T AE B, HORib s R B, A e BLE AR
AT S AA AT 26 S U B M B s 8 o« 7 n] UGE A DID 8 B B 47 e
TR A BRI T I, IR BUREAT 24

i R 5 Rl
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DIF Bf 43 H O i) — AN S BERF 2 P R DA 92 (16 2 A B At B0t 120 7R Y 22 4
SR [ A0 AN 2 A i dl LASEBIL 5, (BN 2 A8 AR IR O 3R 4 . i £
S BEEA G BUEMALL, DLSECRE - EUb . B BB P 266 10 3 5.

&5 DID

PP AR 80 B 0y (K R AR A 3, m] DU Y AT SE A B ok KB L B S DID..

DID REMETEH LR

JG5: DNA DID
Broh
e

Civic
Hr ot
BH

Evernym #{

Fuh
HE

uPort
HE S
i H

3K DID
HrBhn
5 H

1. gLk
RAE

=)
=

=

BRI

EEY

EEN

2: ¥F
5 4 1
4 3R HE
— .

=)
=

El
e

=)
=

El
=

El
e

3: AF
Xt F %
¥ 5 4
i) AT $
il .

4: Gy
& A+
o4 R
iT B #F
i\ AE L
)

P

fim

P

fm

fm

5:05%5&\
B#RI.

P

fim

P

fm

fim

6: T
e Xt FR
hn % &
%o

Pt

Pt
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P=Z. DID ZEE5RBFAEE

K179 W3C Al DIF 1) DID ArEARXS B, AT E S H XA bk ik 2 4
FNEAFAR 5 FEFN AR 7 R B U SO0 5 it o DID b i R TR0 06 200 7= 4 1) HcHis
B E B, 75 BN 224 HUAL S (1 B 7 5 0 A VF 22 B502E o 1 B A B0 s 1 XU
WA LA EE R AT RePE . (RIS R T EF BRI 2 2T . X— TN
44 DID 5 B FEIHT (I B FA T 22 42

e F R B BB AR

DID FRiR&F
SEERME— AR RET, ANFE RO RENIR, By e At o A sk A
A (DLT) B At A2 ) 7 A 2N 28 3R ATV -

DID E4%& (Subject)
DID A% (Document) P M R Si2fA . BRI EH DID ARiRAF A1 DID SCARYHEIA 1) s
N8

DID #&#i|3 (Controller)
AEf% B L DID SCAY I SR . —) DID ] LA 2/ %43 . DID 8 #3 H DID
SCRSTIZ B Controller JEM R /N T EyE R 12 DID 45| & 7] e .55 DID F14.

DID XX#4 (Document)

HiIA DID FARR—HE R, ©FE DID AR LLHRIAIE A S iE 5 DID
RIBREIALE],  GlanAHM O 44 A ISR . DID SRS AT REIL AL 25 F Ik 3= 44
A MR B A B . DID SO ek T BRI B 45K, @ % A JSON-LD 357,
{H 2 AT DU FH A e 2 1 25 T DR I B ag 0o

DID /7 (Method)
B IUNATLE R 2 /) DLT B3 X B BE M 28 seBildr 2 /) DID J7 B/ E X, Al
DID [JE% (Create) , 1%HU (Read) , H#7 (Update) Flfi|fk (Delete) B
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GiFr N CRUD J71. ST FI5] -7 €945 uPort, Soverin, Hedera %525, TE4NIE I.:
https://w3c-ccg.github.io/did-method-registry/

DID £HX &%t (Resolution)

Z PR AT DID AR IRAT A — A e Bl AE v, ZULECH M [ DID 304, JF
In_E BRI o HcE 1% 18] DID TR . LIRS T BAKH DID Method 77 T E XY
“EEIT HAE.

DID #EHXE (Resolver)
DID BEHUE & — M A /a4 2044, & L DID /B ~NE N, FEdEt$4T DID
FRIRAFE DID SCAYRIULHES CRIF SR ERR H0) AR Al A 4% 1) DID SCRSAE Nk o

DID AR %53 & (Service End Point)

J5 5% it s 42 DID EARFR AL W28 bt . 5 AR 45 H 81 AT LAELHE R IR 55
MAZIALR, SCHAFE IR S5 A0 AT S0 UE B 75 B A7 A 2, B 887 g5 . IRS5 o st m]
DA H I8 FHE R A2 e il (B anmT i R R RS ) St

DID A FAREFEF (User Agent)
T YE A% B A Web 2 P, BREFEEN R P i L RINFEST, EAE DID B
A3 (g2 DID FEAR) , DID K477 A1 DID Wil 2 (B 347 845 i -

DID KiT#&
DID RATH V] LAKAT B G AT 36 F (S5 0F, IF ik e84, iz
AF I EIE (L1545 DID 44K, DID F4&4HA DID KATE AT KAT IS

DID KAEH
PRI IR IR AT SR . XAk A IR SRS IR RS
B2, WAE AR P X T DID AT H SR AL IR P A AL AT IRAE, BN
FEAERINE 72544 1) Hash NMAZAFEESRE [, WIEE AT E A rho b 8l B
HEATIGUE . DID 56 UE 3% 7] A& DID AR 55 i) $2 it J7 (Service Provider) B & H 4% 77
(Relaying Party), %} DID EARSE AL UEHATIUE LSS, AT AR AL P A i i
%o

FRPE ITEF [ RFC 3552 A5, DID fHCNMYE AZNATE 224 T H % FE DA T N 2%
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® IFLLI i ANFEVEH A
® g R AR I

o =/ DB EE: i, EBG HEMEA, Wk, &
SR R TR) N Tt o 3 0 U S T A RO HE 246 I 55 i

® WURVME S FASORIHLE], TN BA T HHCHE 1R L8 FE 73 52 21 £k
PULURRITHINE (B, SE8E, HUE PR/ el 5 5 0 eSS
I LA Y S B IR S ORI R DA BIWR L Mty o N2 PR
Hm CEYL, BENLRN T8 BOZis R HARic.

® URZEORY K Sy I, JCHA T 5 R S5 e 2 1R By B,
YU 05 25 Sk i S By BRI g 3 PR 2 A

® DID MR/ER) 24, WX sgE, B mx R4 i) 244 & T DID
2B IVERS . CSA GCR 3 /b AR/ NAAE LU 25053 AT 7T

AL _F 1 i) 2R AR R 508, BE5 LU R T i) 2 25 ig . f5 ]
RE 10 2 22 B A0 X 4 Jit AT 70 A

3.1DID Z&FEEE: i
B S0

DID HH T e A& far A WL M L3R, B3 W 77 0T B8 < 76 AH GE 2 FE) i )97
(Response) DID A4 3REUEURAS B . DID ¥ 3R A RIS SO B 5518 SR 77 A
N5 2 A

A E

I DID SCAS I FELEJE %, #iltn DID 2R, k45 m DA AR AR AR (5 B
A TLS B IPSec 174 DID H55 [tk = RS2 it — e R L I IR Y. HI AT, RAESE
B AL R EALH ) DID SO LI AN B ARATIE 4 Pl BURAS S .
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3.2DID ZEFEEEM: ERHE
B BRI
L iR

(1) FHRETE (Session) Wii: MEW RS AL AR S5 BAE
T N AT S TE B M DID A2 5 77 PR BN 5% 4 st AT HoAth R S AU T5 2

(2) M5y X5 R BB AP 25EE UM X8 AT R
A8 5. B, BT AT BCH A1 BSV A 7y & X BB BRI, BRI
R LLLE BCH A BSV B B RGEAHRIAIAZ 5, AT 3 2500 PN B ETOSE 5 Bl X
e

%145

(1) £UEH: DID PPBURTE EARAT TR E R . —Fh ] BERXS S Al
FITE DID A N T4 1E (Sessionless) 4. WIRAER LR 7o ifi 20
(s W —Fha] BE R Beit g FuvF IR B 5 (0TP) “ Bk IR A 5y AT IR #R A
HIBENLE (nonce) {1 IX AN A 5y I ME—FR IR By 1B BB T

(2) B X5 R ERIdr: 24> DID JEMYE, "I RATE DID SCRS Y
Ao BRI g Nt 44w ] o AR BIES> EE A 5 v AL A 4 S (AR R
AFERE 22 o B A A 70 S, DM R AT —AMBE ] AR A21%28 5 -

3.3DID Z&EEEFI: HEHEH

B

H& X8 (Eclipse Attack) : fERR/DECIEHL T, Wi X Hedk 1 &k 2 A H
KR, Mar2d Talaestiilb, @A, MERBUE DID SCRYECCR# ) (H
BYE) .
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G WX (Collusion Attack) : DID #= | M IAEA L 1 DID F 44 5] 2= #9175 .
AT DID SCRY .

ERTIEAT Y (Front RUNNING Attack) : DID %2575 1] LA 3745 56 &= 1 Gas,
BE T (GLRAT D AU RTIZ T 3L DID &2 55 (W DID R 53i s ] LA AT
HACH TR PERZ WAL Ty, FERTIEAT I RUR LT B AR

A E

Eclipse By : N X Fl s i 5F 52 1E P2P 2% 246 B 318 B 045 AR BT
75, XHFEMZE DLT HARHF .

LI (Collusion Attack) : 4 DID Fif 5 % 3 ¥ 1k £ L B4, DID #2541
FATAT O FAE SR . (H2, Wik DID EflE 141, M DID frE & il hEs &
25 DID SCRY SR AT 55 77 B R R o A8 A IR IR]ER I (BIP 0113) AT [A] 4 € (BIP
65) F LAE SRR SR .

HRTEIT Y (D #5MNE(E (out of band) & —FiXf 5. X AN 5 AI
HE AR BRESUE , Lo b Y oy AR AT ST 5 S UL RE, DLAC e Rk LS 7
X RBEFAR AT HE LI RUERAE 5 (2) a] DLR ATE i 4k R 4005 108
R AT Blidi o RIS AR R G — A 28 T EUIRR T TN L IS ) 28— SR BOR (Layer
2) ATLAESRIEREMIEAL, — R LR b TS T Ml . (HRANRER I 4k &
LA S N R AT B

3.4 DID ZAFEEFI: HE ANBTEH
Bir: FE] ABE (Man in the Middle Attack)

T AP ARFE (Malicious User Agent) -

P AREE 2 E DID SCRATRL B I 2 ) i B e o B P AR R
SRR B SRR AR AT 8 5 ORI BH B AR AT DL i B A o 1Y
H brstitik 5% URI, 4 DID 52 5 WARHUK, W a] BEAAAE XS CGRABLA Mo s A4

Ledger £%f0 I-: https: // www .ledger.com / academy / hack-5-malicious-wallet) -
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%% DID $HU# (DID Resolver) : DID 52 HU# & — Fl i {4 A1 / ol B A4 4148
‘& L DID AR IRFFHE AN, FFIEE$T DID A7 IR4F 5 DID SCRYFITTEE R A it EX
BRED AERA ) DID SCRYE A% . DID S AR _E S A i, AN
NI S . TERLSBENLR, 20 DID SBUE FEF A R 2 & W o 2l 2 ik
U AN T2 S TN G

%15

BEMHSARE: 2N RGBT B ARENA, flnkd, 225
Fre et DLT N, ARG 28 WA 798 1E (2-FA) o {61 2-FA IR ANRETRIESE
EBTEGE ST, (HaBE A

(RIS, BATT 5 2 Ot FH P AQER L . PR SEI - By L2 e sl DXL D BE I AN
IS4 F

W= DID :2HU# (DID Resolver) : 1HZ11# H AL LG DID Resolver, 15

Al RE, TEMEAEE H O Resolver #£4E, JF7E DID Resolver #E4E N [H 2 4.

3.5 DID Z&FZEHT: DID ] CRUD %4
Bip: DID [ CRUD %4

DID SCRY A GIZE, Paise, SEHr, FMIBR (CRUD) A& DID XYM an E B, A
RG] SEEL 5 R JE ) DLT B XL BEH R B k. & — B4R € & H DID
Method (J5i%) RIhE. TELZENZEEMEIEINT:

® {id (Create) : DID XXHYBIEMHIE P B2 ? ARA - AEFHHFA
2 P RS RONERAE R 5 A I 2 R A R 2

® |7 (Read H{# Resolve) : RZLIGIF] DID Resolver R] /it 51 [E] A
Wit

® ¥ (Update) : ZIGHEY) DID Resolver W1 &L i@, Naf D=
Hr DID R TG Bz i
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® /% (Delete): DID SCAYMHIBR K DID F5r iR FF5 DID SCAY Y < B I bR
T o MIBRAKAR, AAHEE. FICH PR R EEE ST AR I 1)

24 A

Xt iR :

® GIZE: DID P AREE N ) 2 4 b A i 77 22 AR B 1 22 Y
FE HLX6H N ) N FH A 20 e sk B T o[RS 7 B 2 2w FH ) 22428 DID i
FRERN T

® iHL: iEUMEH RZEIEN DID Resolver, WISRTIRE, iHHEMIE H O
] Resolver #£4, FF1E DID Resolver F£4E [ hN[E 224>, DID Resolver FJ4X
T NAZAE F 208 38 = 07 22 A R ) FFIEARHD

® Hyr. fHHINAIR (BIP0113) FINFAISE (BIP 65) HIALL Xt T8
HTREAT I [R) B ARS £ RO IS TR K B £ . B 16 DID SCRYHEAT R E4ZAL T
B, TE R A B SO AR RARGE &N DID R . X AT % A @ K
R B LT A M b SR B FH P OC T3 B IRAE 2. X T DID SCRS B B,
A A R K B B R T DAAE S A . (H, SRR AT G
UEHCHR A W 2 SCRR S e A, U RT BATa) DID 4% 2 4 (13T B IR 55 . 3@ %n
A LA B AOEBIIA DID SCRS 51 IR AE 5% IR 55 i 2o

® K. MIBSHTH RN EE, BE R AR 2 25 4 ) 7 VD Ik
T 2352
3.6 DID ZEETEFI: FEHMNEL TR

B : £ DID FIFRIRTF R R S5 T, B0 SR U SR i AT 2 B et
A4 BUSISRNS o [A I DID 3O AN HLAt 5 7 i S P RE P e B 36 I S 9 £ A T I ey
. i I P B R R E P 2 5 R A i
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g E

I TE) K (BIP 0113) ANZE44 FSIS [H) A) LAJE 55 DID AL EH #870 S< Ik i oo icdfs 1
— 55, FFHH DID SR 25 44 o Bk PRt m] DU T i) (R BERT 2 AN (7]

W TR e I 5 N el BE A & BB th T DAY e i R AL, DR E Rl A
i B g A (LA A S AL

3.7DID ZEFEERFI: I iME (Repudiation)

Bi: iR E R T BRI I 2544 A ROZ A LA Gy, MR RE2 ™ A
FRRAC T o 5 T 110 % B B 25 2 1 3 B i R e

XP: X T EE (High Value) HIAZ 5, WE MALIFESN DID E4AKTAL
AT . WATRINT DID SCRYSEIL UG 4R mI LA . W R JE ) DLT IKAS SCHF
ISf T &R (BIP 0113) , W LA A IS [A) RIS N AN PTHRAS U BE 0 o B fiRaus A — AN
RS 3 S BN T

3.8 DID Z&EEFTi: JRS ¥ M (Service End Point)

B AECLEAEDLR, KT DID AR ST s U7 1A /R R AR R
Vil Al e LA IR R .

XFSR s 5 EE IS i mUE S S AN G Rl . H AT DID FREXT 5% v
s PR B3 B e AT 1) 42 661 AT Al o LA S RG B4 R N T3 SR PE

3.9DID ZEFEEFIM: &7

BUbh:  DID SCRAZEAF ] R4 R BBt AT L.

XK GZA7H DID SCRY AT LA B[R] P 25 2074 2 (Digest) #EAT Hash.
i G247 1) DID SCRY 75 ZEX T Hash HEATLLXS . F4h, XFT DID A AT DAAa
[FA, 55 B R SR A7 1o S I 3 TR R ) A 2
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R TSR AR, AT LIS Intel SGX 4H A 4 £ 1 40 4 7 2
Yoty 2z At AT I

3.10 DID ZE&FEEFIN: FHMEMKE

B AR R BGiE O 2 A, TP AT REAN /N itk R DID FABH ER
B LKA

XK. ATUAAH “HS%E”  (Social Recovery) : FJH DID ) Controller
J& 1 FE 2 AT LA B DID ARt AT % B ) DID #5113

53 AT A A A TR (BIP 0113) FIER[EJ4SE (BIP 65) ) SRmAY A
PR AE o AT AN AR GE OR3P AR B T 9255k B LA 25 2K 451 o0 P s A1 <22 4
i (Hardware Security Module ) B # T8 i1 5 31 55 ( Trusted Execution
Environment) FHAS i 22 4 T ko 4

3.11 DID Z&FEEEW: T4 (Relayer) B

B P4k 7 s SSHRBE R T REAE A S0 DID F2 A4 i 2 12 R R 15 T
NAE R TT AL R 55 A5 A4k DID SO, AT 51 A 22 A MRS AL ] R

A E

MM RS INE RN S VER I B g Besiz 5 (ln, DID 30
FHK) DID LA P A O B AR S 55 AL B R O R R R D .

FHZ T3 V5, SOVF 2 A S 2 2ol H s ook 21241 & Ko S h DLk 17 2
T DID AL Gy, RN OR BRI B0 s 2 T g AL P (i, DID #5775 Al A A

MPC BEATHE N BERE )

WA LLFH Z 5y Fh  (Differential Privacy) :  Z/r BB M B &S
WA RAIMBENLAL e RSB, LRI AR H, A BE SR ERLAIR .
7203 KA FA SRR PRAE U 3 RE SR HU AR N B3 J LT AR A T A XA AN TS s 2
PR RERI A Z TS Lo
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3.12DID ZEEERHFM: RENE

B : B B AU 2 AV AR IR — D085 0 i R B XU 2 i TS SR A AE R BB
HI T 5 B RS AR A, DRIV 220 2 SR 36 52 B e A ik B XU -9 dn 3
W SE PR RS R XS F R 45 DRES 2w o i, dn R4k fs AT B DID GRS, JHIR
DID A5 26 B AT RE 2 iy A5 S 1K) 5 B XU

i 58

(1) BEXHE A T IEACRS, S IR 1 A R 4%, JCHR TR AR
) 2 A, U B

(2) M 25375 kB AR AN 75 5 B e ML B X

(3) X FRME N DID 3CAS, A B A AT PR R DR ES 2 7] Ok o

3.13DID BRAEERFI: B IMANFHEE (P1) £

BUbr: DID SCAY, WREHIE D NEEREE, W RA7 Gk 2 A TF 9 70 A KA ot
A AL TR 0 XS o

%145

AIREH A NSRRI, 2 A7l 20 2 T 1 70 A7 QK AS AT e A TR A9 X
55 o

U5 DID SCRY 75 BATAE B A FF B 0 A sUK A, A8 DID SCRYASRE LS AT AT A
NEHE PN,

T EN NEHE (P NARAAENR S5 3 5 (Service End Point) Z P, X Fixik
Bm ivs e g8, MNiZ B DID FARH R E

R 55 i AR KD URL AN 2 I N Bl BRAR SR A5 2, Bl & F P 44 1 URL
R PR DID SCR AT e Jo R )M F DID ERARE AITHIBURE R .
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{E M AH DID 225711, DID AT AR F R 577 A DID 2
TFRR U Pairwise DID, H IR 52 5545, SYREAIGE F A ) DID A FFARIATE,
SSCRERT DL R PR EEHEM INREAL o T AR A4 A HARTH B P A3 8.

DN Pl BE AN S A7 E AN AT AR (1 A US|, GDPR M A A S e
AAZE B RT LA B30 A2

3.14 DID [RFAEZEEI: DID FRiRFFHISRBE RS
B DID, FUVGUIE LA, RS B e 3 AR B R K I 32 1 X%
pig 2

BARAT R ) A BRME—FRIRFT—4F, DID AR AT AT LA T-5CHK. DID %4l #
B FARE] LS A6 FH O (Pairwise) FRIME— DID ARIRAT RIBER X A EEAL KUK o

4 DID T A BI A B AN T Z (B B SR BRI, A&V 2 05 3L Pairwise
DID.

£ DID LRI T, DID ARIRRT AT LME N LA T B A A £ X L
MeA b, FEXMELT, DID TR VAR IRFT R .

3.15 DID [RAATE ST DID SCAY B R
BHh: DID SCRAH IR A il 51 2 B AL Tk 28
K

A SR AT DUKE XS S FR) DID SO rp i Bods HEAT SR BE, 25 5 BRI B Y
Pairwise DID [ SIS -4 B, 76224 DID SCRY Ap s FH AR [R] ) A L 3% 40
F38 B DID IR 55 3 o AT LASR A 5 458 FHAH 5] (1) DID BRiRAF— R 2 RIS B o R
Pairwise DID [] DID SCAY I 75 ZH At (Pairwise) FIME— /2 L2 4 (Public Key),
FF H. 75 B Rloxst i M — IR 25 5. (Service End Point) SRIE5REEFA. (HAE, ME—
¥ IR 55 3 s T LAKS P DID 2 J8] B T A B AR T A AR, BEAT IS 5 A DGR A
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FALHI R IG NSRRI o PRI, i A B PR BE 4 SRS W] RESE £ HH R 22 AN [F) DID
LS BT A ST 754 DID Z 3RS I A (Mixer BE ) o

3.16 DID [RRAER T II: FHARRFA

2% 8
9 DID AR GREAR o (0 HoAth T ARTIE X i, T BL—ERE R R B B AL - (B
21— DID EAR L 55— T AR AT A B n] LSO R BIAR ST, FRAAm = AR

b
xR
A DUR R T T AR5 AR 8 53X 7 T (R PR A -

1. HIAZE4 (Group Signature) Fuvf— 2H SEARTEHE 55 I 5 47 1) [R] B 134722
Grs AR T “HBARREN ¥AZS T

2. FAZEILT (Secret Sharing) o % HAE44 (Multiple Signature) 77 Z& 1] DL
PRANAE R A R Sk (D, FASH I =4S [R5 5 BUREAR -

3. EHiRIEM (Zero Knowledge Proofing ) 1] LLEEANE & H04 45 L N iE
B B0 B R (I AN 3IE DID AR & — AN, (HR A TR EiE R | E
IR o

4. [AIZN% (Homomorphic encryption) o VFXf BRI k47 s 5 (]
41, DID SCASH ) DID F@URT PII 4t 70 28 76 5 55 A0 HH i I i JE 5

) o

5. ZJ71H5H (Multi-Party Computation) 012 AN SE44 22 4 1ok H s Tk
BIHAE AR A DA AT IRVEARS I, (3R] o O 3o LR i A 1 < ] 7 A 235 2 (43
U1, DID %77 vl LM A MPC AT N BERETE ) .

6. ZFath: VBN ARG AR RIS INBENLAL B RS, APRY
PMARIZEH, MAZEEZERRAERLER. 2 EANFERIEBGE# GEIR
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B A N i J U AR ATT AN BT XA A sr A9 e £ Hh e SR I A 22 8
JL.

[

BIE: SID AEE BN ARG
4.1 SID FEHFESTH HIfE

4.1.1 FEEFEFE IR

(2020 W5 1 HL T 0SS T AR S DB R, FRIE LTSS R R TR HU 2018
1 0.6811 fitfm £ 2020 fE1) 0.7948, HUfGp s¥rE . Hrh, VR vt E ol 1
B R R KFAZ O AR bR ITE 2R IS5 H8 20 T 0.9059, F84HE 4 KiE#E T+ 48k &
Wofr, EFHAAIEEE 12467, LRGSR “HEHm” KA kK0,
AR [ B TR A RS R BRIk 55 A Bk HE 2 I R IR T, 53R E A W
GAL “TUE IR el AR g N 4 [ — R B S5 I 557 6 @I U0 54T 3 A

CF

HL B 55 A AR BUR AT BUER T TR S SRR S IAGE (S TR AR A 48 T AR A
2 T TR BUR A Ak 2 AR 55 PR R 25 30K 55 Pl 2 S I SR AL L Zr & AL I BURHE B R 8
2018 % 7 H 31 HIN G I (55 Be o T gt 2 [ — AL R 2Rl 55 ik 55T &
B FEIL) SR, B 2022 SENRAT, Axii e e E A RS R 55T
&, K WA .

BB IR T SRS B A AL, I EFE L2 1E BT A I 284k . o (55
TGS N LN U B, HEA T

(1) TH T HENE-M4% LB LB B

80 AR 2 2001 HLART 20 4, AL ENLI R EE S5 %5, FTTH
P8 X 28 E K HL A AT B

(2) HERENLF1E BAL-RLA B S TRH B
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2001~2011 4, EZE S “— MU E+ &7 317 T E KRN ARG 8,
TR T BURE BACH) T BEAESE . & b 77 UMt RURIER & 1A A 8= 1 R &R
gt H A ERALEE S BT BOR BUG & B S 3T Sl . BT BT IR
AbF N3, BRI, A R BUSS E B 55 AR HEAT R IE A BT . [
EAH B A PR B A K RME, ETE RS OLR, TR T #7015 5
PI935

(3) TH A BEIRE 1L -l B BEAL BT B

2011~ E 4, EAPrBIRERA VB S . EhovE. HrBE BT R
FRETKEKRE, B2, BHEELMN. HEEET SRS HITTBUN, %
IRH AR . M 2015 FE0H0G, il REE. XBREESFHEARIEN AL ALR B
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