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https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/token/ERC20/SafeERC20.sol
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https://paritytech.io/security-alert-2
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https://zhuanlan.zhihu.com/p/39758950
https://zhuanlan.zhihu.com/p/45680647
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https://hacked.slowmist.io/
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https://zhuanlan.zhihu.com/p/47564408
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HZIET Solidity H 2R HbE X5 1) @S EUE b B, JRBYE tx.origin A1 msg.sender
SRS LS IR, blockhash [RIHfE 1 S BN HAREIE NBENLEG T, Solidity AN
FEAS R 3 [RME ) AN [R50 7 03 3 TR e S A AN Be IR H R 55« H RTRAT R RES 4
WE, BT P e, He B AE R e R ERRIR, BEME SR ST R
B KU A o A X 58 A m] DAl BRI AT B 4. R e RS AIE S
T2 A] DU H T 5] R U & 2015 5 7RI RO VEANZRIL 58 1 1 [F] BAR T A
H AT BE

JSRIU: #X B LRE
X BT DX )R A5 AR LGB L, It T B2 1 8 2 240 b () BT B LU O
b e 2 R O B «

HATLURY & 20— R B RS BATIR IR R, B X s | it ek
J#& H 45 ERC-20. ERC-721. ERC-998. ERC-1155. ERC-1178 fEWf— R A LI KK
PRt o

SR, AAAEPIANBRE T BE 2 B A 20 % 4x . — 5, AnifEdE RBARID SLl i & R 5%
Ao BISCHR B G R A S LIRS AR A7 AE 5] AN 22 4 XU 1 32 28 S AARES B
X — B A, oMo A X E AR R AL S . 7,
B AR ERR ZACEN SR T A, A LU A AIRIE S & B R FShriE . T K& R
PERSLUARRG S, ARE T E RO PR BRI, I 5 51 K 2 M A0 22 4 )
ERC-721 {EX T HIA AEEIIRIN, #EXERME BT RE WA ] A LI 25 .

FH b, XK BUE & ZAbriEE X TEANE ], 20 X &A%
BUR SR UAAT Y, IF AT BLS A SO BRI A T R Se B 2

3.2 MHXBRELERMZEIFRER

TF R W] LAZ 25 R DL AL X e SE AN 22 4T R Bk
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https://github.com/0xcert/erc721-validator

e DASP Top 10

e Ethereum Smart Contract Best Practices (ConsenSys Diligence)

e Ethereum Smart Contracts Security CheckList From Knownsec 404 Team

e Aguide to EOS smart contract security best practices (Slowmist)

Solidity Security Blog

3.3 #EFELTE
BB L) A E A TR T — SR F (A 2 4 TR RMT TH, BF5 AR AT L

firBhix e TRBHMT R e 22 tr, JHcE tn] AT A el FE 9] NIZEE T A,
DAARTHS &, SR AT A I 2 4 XU

3.3.1 & T A
Slither

Slither & —~™ Solidity #BEALIFRSIHTHELE, IEIRMAL T —4> APl REHFF AN R
Hi HE XA Solidity A, FATATLAER Slither {53

1. A RES fE e f e A

SE T e AR BRI X A6 A I B

N
==
:lﬂl

3. EEARAENS I FIRRE B AR HLAth R £

T H Hiuhik:  https://github.com/crytic/slither

Mythril

Mythril Z&—KEXT EVM AT 2 T TR, RN SR EL G L% 1
T H #ihk:  https://github.com/ConsenSys/mythril

Echidna
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https://dasp.co/
https://consensys.github.io/smart-contract-best-practices/
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/
https://github.com/slowmist/eos-smart-contract-security-best-practices
https://github.com/sigp/solidity-security-blog

Echidna A& —#KEFXT EVM FH i T 2 s i LA, FIH 7R AR, [H
B S ERR truffle SERAE

i H k. https://github.com/crytic/echidna
Ethersplay

Ethersplay 72T Binary Ninja HJ4difF, RATULHT70fr EVM =565, JFHEEAL
(177 X2 IR FOH R «

Wi HHuhE: https://github.com/crytic/ethersplay

3.3.2 4 TR

Beosin-VaaS

Beosin-VaaS“—# " & 58 & %) H A AL TR T, 5 2 O 2IA KRS FIARRS A7
BIRiE B XSGR, AR e A 21 I Rl 24 @R IhRe IERTE, K
il 95% L b, AR BEE 2D HRAL E H L ) 2 A TIE

B HiE: https://beosin.com/vaas/index.html
Solgraph

Solgraph I J-2E U RE 5 240 pR i8] 1 FH 5% A (1 B, D5 (DR 1 i 4 g & 240 R B3R D
LB

T H Huhitk:  https://github.com/raineorshine/solgraph
Sol2uml
Sol2uml FFLL UML B 2 A iR e A 20 s B2 TR K &R
T H Hbtik:  https://github.com/naddison36/sol2uml
4: PARYFEBEEZIH T CheckList
FHRAE T 404 X Pk 22 20 5T B A SR AL LR B B & 28 1 CheckList.
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https://github.com/crytic/ethersplay
https://github.com/naddison36/sol2uml

KB BT 404 X EREE % W LRI S 2 R A 1 2% K IX Bk 2 2t 7T 1 BLR)

WEFCRER, FELLKY & A T @ S 1)@ 3 Dy 5 KM, B3 2 A% A ] 2

ik

R Gfd g g iadly gatd it i), et ke . iR I 29 Fha HELEL
KI5 E Re A 20 a T RE B 21 (r) L 75 B BE & L T A8 A2 AR RN T3

e stz 4s,
4.1 GmioHIE ) &

(1) ZmiFashRA

ST, AR E G AR o A i ) 2 B A i A

pragma solidity 20.4.25;

TRAWG FHATR SRS MG 2 2 HHE,

https://paper.seebug.org/631/#44-dividenddistributor

5 an

v0.4.23 HEE 1 — AN AN, AEIXASRAS AR RN 1 PR G R KL B

contract a {

function a() public{

}

constructor() public{

—

}
R BMEEL A GRG0 v0.4.22

v0.4.25 B 1 T IR B 1 AR HIAE AT it T B 1)
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://paper.seebug.org/631/

f

https://etherscan.io/solcbuginfo
(2) HiE R T 5 in)
X AN [F) G B 2 R A AT FH TE A () A R B, ] R S BUA L P E #H A8 5E

FE/NT 0.4.22 [iRAH] solidify i asiFVEZOR T, & LK iE o HUb R & 4 44 74
YR BIRNG R . U

contract Owned {

function Owned() public{

1E 0.4.22 A LLSE, 5] N T constructor S8 FAF NI R BH , (EAN 7R 2 function
contract Owned {

constructor() public {

AR BAT HE O B (K B35 R R BUI 2 e B A I pR . T AR R
=T owner PR 57 HUAE BE ™ EL IV A 2R o

(3) R [AFrifE

B ERC20 MY, EI3K transfer. approve BREISIIR[F] bool {H, 77 EUNINIR [FHE AR

function transfer(address _to, uint256 _value) public returns (bool success)
1M transferFrom i [ 45 5 N iZ A1 transfer 1% [ 25 5 — 3.

(4) FHEfFARIE

A ERC20 FYE, LR transfer. approve BRIl & AH M. ) - 4F

function approve(address _spender, uint256 _value) public returns (bool success){
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https://etherscan.io/solcbuginfo
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

allowance[msg.sender][_spender] = value;
emit Approval(msg.sender, _spender, value)
return true

(5) fEFEME ]

FEMK R R, X RAILL A K U P, 7 48 require pR I AR, 75
T B R P R A W O R K RS

function transfer(address _to, uint256 _value) returns (bool success) {
if (balances[msg.sender] >= _value && _value > 0) {
balances[msg.sender] -= _value;
balances[_to] += _value;
Transfer(msg.sender, _to, value);
return true;

} else { return false; }

ERACHY ] B = S BB R A -

IERARRS I

function transfer(address _to, uint256 _amount) public returns (bool success) {
require(_to != address(0));
require(_amount <= balances[msg.sender]);
balances[msg.sender] = balances[msg.sender].sub(_amount);

balances[_to] = balances[_to].add(_amount);
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

emit Transfer(msg.sender, _to, amount);

return true;

4.2 VITHRRE R

(1) approve TZH PR B A 7w 4

approve PR T BB G 2 T . (EAE N allowance B, MNABBHCN 0, FEHNHN

_value,

XA P R 2 TR Z0 Lo T8 Ti28, 7 Ll L EH Sk e T8
HAxE g, NTWEER, 7 Lk H gas price KA T, AU 5
I ) T )

W E o A, FTUME R BT A e E, S EBE AL,
A A HASRCHIR A SR se SR LI R A, IXRME R T U K T, 1R
f# approve BRI, BB BRABAE SRR B R AT

function approve(address _spender, uint256 _value) public returns (bool success){
allowance[msg.sender][_spender] = _value;
return true

R A AT BE R BUR M E

M.AE approve HH I

require((_value ==0) | | (allowance[msg.sender][_spender] == 0));

¥ allowance %t BN 0 F ol N X B &, 0] DL A# A increaseApprove Fll
decreaseApprove BfHUR B U AUE

(2) ¥4 Dos [n] @t
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

[1] PEIA AL
FEELF, AHERE R Z IRIEA

FEURTH, BB EEN gas, MEPRHAEER NS NERE
RER), TEARRER, ZTHRERERE, @ RVFRRK gas HAEERN, 233
A5 KM

FLSL AT

Simoleon (SIM)
https://paper.seebug.org/646/

Pandemica
https://bcsec.org/index/detail/id/260/tag/2
[2] fE¥h 24 1) L

G4, MR BRI B B H P s, Bodi & nTae 258 B i oK IR PR K 5E Al
Dos Wit

2 PR BRI ) 2 AN K, FRATT R B B AR S SRR D R, mA R R S
 Dos Wil o

function Distribute(address[] _addresses, uint256[] _values) payable returns(bool){
for (uinti=0; i< _addresses.length; i++) {
transfer(_addresses[i], _values]i]);
}
return true;
}

BP) FIR SN2, HEFEH withdrawFunds iEA BRI E SRR T, A KIE
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://paper.seebug.org/646/
https://bcsec.org/index/detail/id/260/tag/2
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

XTI, RTRAE e R B fE .
R I R s BOR AL, IS4 AT LA IE EOKOE AL gas, &K Dos i i
(3) VREETK Al

LIRS R EG BTN, AR A AR T R A o B A 3R TRIEIR S H AR
MK & TR

£ RE G A P ] RERAFAEREK T AR i, Bl DL freezen() R 8l &B2>
B AFERATACT R I A 1 AT REIK P 2 15 A0 T IR 5 IR 10 A AR T g 4552
MR AT URAPIRES, SEURR S K e K R e M (587 oi A e e

IR AR I AFFE R 235 7 00 R o
/* A contract attempts to get the coins */

function transferFrom(address _from, address _to, uint256 _value) returns (bool

success) {
if (frozenAccount[_from]) throw;
if (balanceOf[_from] < _value) throw;
if (balanceOf[_to] + _value < balanceOf[_to]) throw;
if (_value > allowance[_from][msg.sender]) throw;
balanceOf[_from] -= _value;
balanceOf[_to] += _value;
allowance[_from][msg.sender] -= _value;
Transfer(_from, _to, _value);

return true;
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

I 06 R TR P R 15 R 5 D 2 LA P 2 A e
/* A contract attempts to get the coins */

function transferFrom(address from, address _to, uint256 _value) returns (bool

success) {
if (frozenAccount[_from]) throw;
if (frozenAccount[_to]) throw;
if (balanceOf[_from] < _value) throw;
if (balanceOf[_to] + _value < balanceOf[_to]) throw;
if (_value > allowance[_from][msg.sender]) throw;
balanceOf[_from] -= _value;
balanceOf[_to] += _value;
allowance[_from][msg.sender] -= value;
Transfer(_from, to, value);

return true;

(4) Pausable B4k K

FEW F A 244 7K Pausable Ownable ERC20 FRERLERL, > HH I 8 K i o B 1T DA 452 T
[T

 {.solidity}
contract Ownable {

address public owner;
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

event OwnershipTransferred(address indexed previousOwner, address indexed

newOwner);
constructor() public {

owner = msg.sender;

modifier onlyOwner() {

require(msg.sender == owner);

function transferOwnership(address _newOwner) public onlyOwner {

_transferOwnership(_newOwner);

function _transferOwnership(address _newOwner) internal {

require(_newOwner != address(0));

emit OwnershipTransferred(owner, _newOwner);

owner = _newOwner;

contract Pausable is Ownable {

event Pause();

event Unpause();
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bool public paused = false;

modifier whenNotPaused() {

require(!paused);

modifier whenPaused() {

require(paused);

function pause() onlyOwner whenNotPaused public {

paused = true;

emit Pause();

function unpause() onlyOwner whenPaused public {

paused = false;

emit Unpause();

contract StandardToken is Pausable {

function transfer(address _to, uint256 _value) public whenNotPaused returns (bool) {
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/...

function transferFrom(address _from, address _to, uint256 _value) public

whenNotPaused returns (bool) {

/...

4.3 ZmIGREHE
(1) Hiih )
(1] SEAR !

FEVR RTINJERRRI , BifEH] safeMath Rk B AR, SNE 5 SESEHCE N, &M
ANH]IE G R4 R

pragma solidity 20.4.18;

contract Token {
mapping(address => uint) balances;
uint public totalSupply;
function Token(uint _initialSupply) {

balances[msg.sender] = totalSupply = _initialSupply;

function transfer(address _to, uint _value) public returns (bool) {

require(balances[msg.sender] - _value >= 0); //A] LA I T %6 SR g ) e
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

balances[msg.sender] -= _value;
balances[_to] += _value;

return true;

function balanceOf(address _owner) public constant returns (uint balance) {

return balances[_owner];

balances[msg.sender] - _value >= 0 7] DL T s Sk geid A o

W K1 E 5 AR 4 A openzeppelin-safeMath, {H 19 A DL i ok AS [7) 25 5 1) 1) Uhir
SRPR I, (AR XX 3 v A8 B 4 PR .

NRGECESIFS N
function transfer(address _to, uint256 _amount) public returns (bool success) {
require(_to !=address(0));
require(_amount <= balances[msg.sender]);
balances[msg.sender] = balances[msg.sender].sub(_amount);
balances[_to] = balances[_to].add(_amount);
emit Transfer(msg.sender, _to, _amount);

return true;
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FLSE A

Hexagon

AU, LLUKYT Hexagon ¥ H IRe I B A b it 4y
SMT/BEC

Solidity & 2 1184 22 42 [ il — —SMIT/BEC & 24 8 i3k HH ff AT
[2] ¥ e T ¥k HY ] et

MR, N totalSupply B _FFR, 85 R SRR Hh 55 i - B0% 25

function TokenERC20(
uint256 initialSupply,
string tokenName,
string tokenSymbol
) public {
totalSupply = initialSupply * 10 ** uint256(decimals);
balanceOf[msg.sender] = totalSupply;
name = tokenName;

symbol = tokenSymbol;

EIRACES AR R totalSupply fER 1, 7 e T S A B B
NRGISIFXINE

contract OPL {
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://www.anquanke.com/post/id/145520
https://www.anquanke.com/post/id/106382
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

// Public variables

string public name;

string public symbol;

uint8 public decimals = 18; // 18 decimals
bool public adminVer = false;

address public owner;

uint256 public totalSupply;

function OPL() public {

totalSupply = 210000000 * 10 ** uint256(decimals);

(2) NI
BREE LR call KRAZ 5y, 385 BN U A

TERRE S ZIRIRMBE T call. send. transfer =77 :OoRAZ 5 LIRSS, H call &K
X st A2 B PR gas, TR PIAIAE gas AL HIE LT # & 4 out of gas.

BEANIFAA JLREE. 1. T call BREUE NEIK R 2. ARSI call pREUY)
gas 3. IR G 4. call RHII T ()R3HAT fallback BR%k

function withdraw(uint _amount) {
require(balances[msg.sender] >= _amount);
msg.sender.call.value(_amount)();

balances[msg.sender] -= _amount;
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

RS B — AN B NN IRY demo. JEIE EATEANEK, HRESLT
3 YT H o

XFF AT BEAFAE R N TR, SRR RERAE ] transfer e8I IK, B PR call 3
1T gas, H R LLA RIS % A LR G

contract EtherStore {
// initialise the mutex
bool reEntrancyMutex = false;
uint256 public withdrawalLimit = 1 ether;
mapping(address => uint256) public lastWithdrawTime;
mapping(address => uint256) public balances;
function depositFunds() public payable {

balances[msg.sender] += msg.value;

function withdrawFunds (uint256 _weiToWithdraw) public {
require(!reEntrancyMutex);
require(balances[msg.sender] >= _weiToWithdraw);
// limit the withdrawal
require(_weiToWithdraw <= withdrawalLimit);
// limit the time allowed to withdraw

require(now >= lastWithdrawTime[msg.sender] + 1 weeks);
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balances[msg.sender] -= _weiToWithdraw;
lastWithdrawTime[msg.sender] = now;

// set the reEntrancy mutex before the external call
reEntrancyMutex = true;
msg.sender.transfer(_weiToWithdraw);

// release the mutex after the external call

reEntrancyMutex = false;

IR AR o FH B R B R akE G VA B 4 2K

HSLHA

The Dao

The DAO

The DAO address

(3) call ¥ EA

call BRECR N, ROZAMO™ ks B RIES], SLE RS A call I HH ) R4

£ EVM H) i, a5 call B2 %0 data /& Oxdeadbeef(f % B — /N Ei 44 +
0x0000000000.....01, IXFF )1 2 18 F B8 4L

call FEATRESEARM G E, ARZet, T call /AR LA G R, H 25
43 R AR R B

addr.call(data);
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://en.wikipedia.org/wiki/The_DAO_(organization)
https://etherscan.io/address/0xbb9bc244d798123fde783fcc1c72d3bb8c189413
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

addr.delegatecall(data);

addr.callcode(data);

U delegatecall, 7E&ZIWN AU E & L0, A DLEH S8 library, XA A
IR E 22 RS BA T B 51 . i 5m il 15 B A 20N RS T UL — e 12 5 L 22 i
AR, Bk XEhEF B SRS KRBT S 2,

A AT

call FEA

ARV BRE &2 call FEATHE

DAY Solidity &%) call eREUZIFH T B0 % 4K
(4) ALBRA%

AT AN (5] R 15 B R AR

G2 % REGE TS IEFH T public. private S5 08 IR E 4T 0] DLIAE G, R
B LR E P T modifier X 588 pRACIEAT U 1) BRAR|, - 368 S bRA 3 50 )

function initContract() public {

owner = msg.sender;

R ARADAE Ay HIA R HOA B publics
S S A
Parity Multi-sig bug 1
Parity Multi-sig bug 2
Rubixi
(5) HRH
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EAPWRY LZATE RN TR, MERBUEMAS AT R, 8 5 E A

R EBERT, FARTEHENEN, RS2 NEH, RIEAX
=L ZAEN . XML 253 SRR e & 20 h i B RCE

1X B 23451 70/ transferProxy PREL, ZERECH T 24 userl #% token 25 user3, {H&H
eth K [} gasprice, FTLAZRFE user2 ARFESCAT, @i F transferProxy 2K 58 il

function transferProxy(address _from, address _to, uint256 _value, uint256 _fee,
uint8 _v, bytes32 _r, bytes32 _s) public returns (bool){
if(balances[_from] < _fee + _value
|| fee> fee+ value) revert();
uint256 nonce = nonces[_from];
bytes32 h = keccak256(_from, to, value, fee,nonce,address(this));
if(_from !=ecrecover(h, v, r,_s)) revert();
if(balances[_to] + _value < balances|_to]
| | balances[msg.sender] + _fee < balances[msg.sender]) revert();
balances[ to] += value;
emit Transfer(_from, to, value);
balances[msg.sender] += _fee;
emit Transfer(_from, msg.sender, _fee);
balances[_from] -= _value + _fee;
nonces[_from] = nonce + 1;

return true;
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}

XA PR HU A RRE T nonce fELRE AT ATIUAIY, HARAR R AARKITELL T, AT LL#ET HE
T, 2 IRELIK

TR B T Defcon2018 5 i3

Replay Attacks on Ethereum Smart Contracts Replay Attacks on Ethereum Smart

Contracts pdf
(6) —FMhAadx

HREG AT EFEE(an: AR SOPURKAIUE 5B <5 ) A 34T R R AR
I AEAE AR 2 RE A SRR X R AU EE (Bl B WA & SRR KA AL B 2%),
111 24 T RS A 2O A — B o] S S AR AR EE TR
AN, X LA 2 R RS K pR BN 9 A8 T 21 -

function transferFrom(address _from, address _to, uint256 _value) returns (bool
success) PR HUH T 1A A N AT AR EE K, 7R 46 KIS 2 %) allowance[_from][msg.sender]
BB A BEAT R 2, S A A A2 K 1 RN 2 BT — RSB K I, 4
HOZ AR RN R S AT AR P R B RAN BN, PRI A B3 U A
FERA R, 3 BB AT DURGE SRR BT 527, A2 RS R AGAS i
NHR:

/// @notice send ' value® token to *_to' from °_from’ on the condition it is

approved by *_from®
/// @param _from The address of the sender
/// @param _to The address of the recipient
/// @param _value The amount of token to be transferred
/// @return Whether the transfer was successful or not

function transferFrom(address _from, address _to, uint256 _value) public returns
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(bool success) {

require(balances[_from] >= _value); // Check if the sender
has enough
require(balances[_to] + _value >= balances[_to]);  // Check for overflows
require(_value <= allowed[_from][msg.sender]); // Check allowance
balances[ from] -= _value;

balances[_to] += _value;

allowed[_from][_to] -= _value;

Transfer(_from, _to, _value);

return true;

}

FE SRS AR T X AT AR FH AR IR A K PR 012

require(_value <= allowed[_from][msg.sender]);

1115 T — AT AR T SR 3B K ) 200 -

allowed[_from][_to] -=_value;

R CUE RAIWTE AR 5 B R P R R R 58 e AN B Wi 2500 e B AL
BURR G, BARBUFEK I RER R SER2 K, LB Se i BUK ™ T RABTTN IE

A (0 5 R % DR A5 I W A2 R 5 BT 1 B 3R A R — B A B R B T
JH B ALES WAL -

require(_value <= allowed[_from][msg.sender]);

allowed[_from][msg.sender]); -= _value;
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4.4 Ymieth e &
(1) HBHERIEA L i A

B R B e, BN require(_to!=address(0)) 36 IE, A R0EE G H S iR R
YEBAR FNEE 1R 5 BRI A D E 2R

H T EVM fEZw & QRIS I AT AR itk 0, dn RIF R & RS a4 13
A~ address &, (HRTHME, SOH P AERERMERIER, REAERIKT address 42
EAH, (HAE TR P ERAE TR, BRSO B2 A R

TR A B AT LA DL A g B ) 05 2aE S AR N R L R Al 5 ) R R
(2) b bR A )

N AR AR 7T, A require BRI A2 assert BREL, RN assert 2 5 2
R gas A VH AR, T ARATIAE o Ah T A SR DLAR & —EU

{EISTE R E, assert fA7Eamifill—P:, XF T [ & 25 & A6 A kK5, assert 7] LLA
T — SR AN ) @R, RO 2 sm 0k & 4 Rk, F—lE g &0,
assert B iE .

(3) A HAI i
AT A LRI A 0, P LASRAIAERK

VEESR S TR AR R AL E, BoYEE#E A LLoEk] k1% wei 2HTLMA[IK
Rl fallback PE%Y throw tHANT .

Kb E rT L 1wei RO EZ), S8 )58 selfdestruct(victimAddress) KA 5%, Xk
KA SRS Bir, M HBWRSABEREHAT, ToiEH L,

(AR, (AT ITRRA, BOati o] DU 4 P 38 0 0F & L0 B R R 5K, b
7 A I IERIN AR N 0.

(4) LK PR K]
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TESERAE Gy, BRI N HEF S transfer A& send 5EAAL 5

24 transfer 38 send PR HinZ &40, =& 211 fallback BA%L, {H fallback
BR B AT RIS o

transfer 2l BRI HBIRIE, 1 send 21 [A] false, FTCAZEfH F send B 75 22 A
Wik (A1 270, 25 ) A] BE 2 5 25U K R T E R B (P45 450

function withdraw(uint256 _amount) public {
require(balances[msg.sender] >= _amount);
balances[msg.sender] -= _amount;
etherlLeft -=_amount;

msg.sender.send(_amount);

Figs AR send() BRBGHEATEIK, BN HERARIE send() iREIE,
UH msg.sender NEZ)NK 7 fallback() AH LM, N send() [l false, & FEUK
KA T, EBREBHER

(5) ARHD AN ES I F e vt 1)
XHF AN LIRS pull TTANE push

FERATHMBI R, B 2AREERNRMG N MR ERMPIRK, NMixsalfE
RIFERT AN IR SO B ORI BERFE:

contract auction {
address highestBidder;
uint highestBid;

function bid() payable {
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if (msg.value < highestBid) throw;
if (highestBidder !=0) {
if (thighestBidder.send(highestBid)) { // A it K A= i

throw;

highestBidder = msg.sender;

highestBid = msg.value;

2 A R TR, BRI EON € X withdraw B3, AR H ERIT &2

R R, PR ] DL KRR L 0 TE S AR R4 2K
MER AR
contract auction {
address highestBidder;
uint highestBid;
mapping(address => uint) refunds;
function bid() payable external {
if (msg.value < highestBid) throw;
if (highestBidder !=0) {

refunds[highestBidder] += highestBid; // 1C.3%1E refunds
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highestBidder = msg.sender;

highestBid = msg.value;

function withdrawRefund() external {
uint refund = refunds[msg.sender];
refunds[msg.sender] = 0;
if (!msg.sender.send(refund)) {

refunds[msg.sender] = refund; // 1556 K4 =8 A] DA% [A]

(6) HhiRALHEE
FAHW K E call 554E address JIEJZIRIF AL, & PEROEE R AL PE
address.call()
address.callcode()
address.delegatecall()
address.send()
XIBAFIMBB R RIFA I R, MR IR false JFEEEIAT .
function withdraw(uint256 _amount) public {
require(balances[msg.sender] >= _amount);

©2020 =% EKPEX-RBUTE

45


https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

balances[msg.sender] -= _amount;
etherlLeft -=_amount;

msg.sender.send(_amount);

IRACHD A K5 send FRIR [B1E, W15 msg.sender /&2 & 21K, fallback i FH 2<
i}, send iR [F] false.

B4 Ad B IR TRy, 75 BT R [ SO 1 S iR A B
if('someAddress.send(55)) {
// Some failure code

}

https://paper.seebug.org/607/#4-unchecked-return-values-for-low-level-calls

EAERN— A%, BN EVM &k — s T b Ry K S ) & LA
1E, $<i&[A True

call. delegatecall. callcode. staticcall
TRV IXSRR B A, 7 2O ik i A R o
(7) S5BEHLEL

BREG A LRSS AFGEE LR

Fomo3D & Z14E 2= 52 il IR BEHL B AL Bt 51N T block 45 2 AF W BELEURN 14
MZ%, FEREIERD T R 2R G LMhkm, Tk e 5 k.

function airdrop()
private
view
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returns(bool)

uint256 seed = uint256(keccak256(abi.encodePacked(

(block.timestamp).add
(block.difficulty).add
((uint256(keccak256(abi.encodePacked(block.coinbase)))) / (now)).add
(block.gaslimit).add
((uint256(keccak256(abi.encodePacked(msg.sender)))) / (now)).add
(block.number)

));

if((seed - ((seed / 1000) * 1000)) < airDropTracker_)
return(true);

else
return(false);

}

FRIXBAIS E R T3 T Fomo3d B B HMAAEA . AL FHRE R, T
T eth,

FIT CAAE 45 20 P OQ T3 R A S IR 2% 18 B 53 110 A iy 38 B PO ) PR G = 2

Ei

X B — AN & B BE LA 15 2 hash-commit-reveal, BTt ZKEEAZATBNF
i, ARIEATENTHL hash [G 433848 5 i, Jo it A BSGAE V. 1) hash B, AR J5 A2 B B T BE BT
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# reveal, IR[AIXF R BENLEL commit. iXAE, MREGIMEABTENR], & it EABIRE
HLEL

A MR LIACS /2 dice2win 1 BEATE A BACHD

e

{H hash-commit-reveal 5 K1 0] B7E T A 55 i 2= 76 F P 1858 2 J5 78 3R A5 A
R ATA EEE, mEE R T ERE IS, WA R E EOR T A
BT DL GE & LI Rk 2 1% — —Dice2win %443 #T

29X hash-commit ££ 28 {a] L7 5t R A SEEUT 2. BIBu 32T sl ih R
hash, RJEZERBENLEL PRJEHRAA TR,

B AR A
Fomo3d #EF T

https://www.reddit.com/r/ethereum/comments/916xni/how_to_pwn_fomo3d_a_begi

nners_guide/
8 NEA G [HH] LLKYIMES, HHE4F Fomo3D K#?
Last Winner
https://paper.seebug.org/672/
(8) AL o r] il
TEE 2 S array 25 & key 1] DL )
map[uint256(msg.sender)+x] = blockNum;

£ EVM AN AN SR AUANR], RS N B RN, BT AR S A 0 i

address(map_data) = sha3(key)+offset

Hort key Hife map LEE XMAE, M2 1, offset AP ML, LN

map[2], offset Ff /& 2.
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https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

map[2] kAt A2 sha3(1)+2, {21 map[2]=2333, NI storage[sha3(1)+2]=2333.

R R LR 1, T offset FATTAT %, FATHIAT LA storage AT ML
FH

X AT BETE T storage ML R HLHERIME, UM DA G2, SEGE—PHE™H
Y ] R

VEYH I R AT DL
LR A 5% OPCODE Ui A 2 BB FLAl i

*https://paper.seebug.org/739/

4.5 Zwmi5 R R
(1) 1EVERR: In) @
TER B A 2P /N Oy FEB BRI ) B0 ] 7

FERREEZIH, P (BB AE 2 T PO B i B, ST 7 2 i
RIS, FRATT 75 208 A SR BORIN K IX Ay

R A RS T U L, AR PR R T, ToiR ARG %, (HARED
I, R R A T B ) A 25 3

FRFE]

uintx=5/2;//2

IERARARH

uint multiplier = 10;

uint x = (5 * multiplier) / 2;

(2) ot AL % n)

R A Bl 2 AT
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AL, Pra B UG AR R A TTH, Al DURHEAT A AL 55 1 B i
fAERE b

(3) At n] Stk

AR S S BRTS, A5 2 BIE THTH, A block height
A (5

uint someVariable = now + 1;

if (now % 2 == 0) { // now A REM A T 455 )

(4) gas HFELAL
X LA KORZS AR AL 1) R BRI A 8 7] PLJN constant Kl 4 gas 117 #E
contract EUXLinkToken is ERC20 {
using SafeMath for uint256;
address owner = msg.sender;
mapping (address => uint256) balances;
mapping (address => mapping (address => uint256)) allowed;
mapping (address => bool) public blacklist;
string public constant name = "xx";
string public constant symbol = "xxx";
uint public constant decimals = §;
uint256 public totalSupply = 1000000000e8;

uint256 public totalDistributed = 200000000e8;
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uint256 public totalPurchase = 200000000e8;

uint256 public totalRemaining =

totalSupply.sub(totalDistributed).sub(totalPurchase);
uint256 public value = 5000e8;
uint256 public purchaseCardinal = 5000000e8;
uint256 public minPurchase = 0.001e18;
uint256 public maxPurchase = 10e18;
(5) GZIH
AT, NMREEEAT 5 R NG LI GGG, 8 5 PRt A 1) &R =
contract Auction{
address public currentLeader;
uint256 public hidghestBid;
function bid() public payable {
require(msg.value > highestBid);
require(currentLeader.send(highestBid));
currentLeader = msg.sender;

highestBid = msg.value;

EIRE LR AN IR A B RS S 2O T I R O, XA R SE A <
FALHIARIS . 4758 5 ether KTF&2I 11 highestBid, 411 F sl o &40 47110
", ABEEE H B 2 I OETY highestBid o
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contract Attack {
function () { revert(); }
function Attack(address _target) payable {

_target.call.value(msg.value)(bytes4(keccak256("bid()")));

}

(ISR T A = W - B2 AN B 5/ ) R S I I A A S|
require(currentLeader.send(highestBid)); i, & %17 [ fallback A%<t , W RIB it &
{E fallback BEEH NN revert()BR %L, AR Z iR false, BI7KIZETCiE5E A Zr, AP
T RSN ATE e =5 s R AV RN 111 R S

(6) HE WX

FREFINA Event 103, N T TB4ENE, B 7HEIK, SAEERBLISN, HAb
BAE MR EIMATVEA B F TS, R s P AR . FAh Rk B D) BE

function transferOwnership(address newOwner) onlyOwner public {
owner = newOwner;
emit OwnershipTransferred(owner, newowner);
}

(7) =19 R %

21 5%E X Fallback PR3, I Fallback bR AU AT RE MY fij

Fallback & 7EA £9HAT R A M A (i A VLRSI i £t ), i H 24 A send
¥ transfer BREES, A 2300gas F TR 5 fallback PR &444T,2300 gas 5o AT
—HFATIES, TEEEMS, LA gas AMEA.

o FEA

©2020 =% EKPEX-RBUTE 52


https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

function() payable { LogDepositReceived(msg.sender); }
function() public payable{ revert();};

(8) Owner AR i) &

4 owner BURILK

&%) owner BUBRIE K, owner 7] AR R EE/E & 2N S Fh s, BRG],
EREN, (EREMRETR, —HREZSRE, fJasSEUTETZS

KT owner BRI, NAZ#EEJLANER: 1. SAGEE, EMAARRSES
0N, BN SHONE 20 R AT owner & L1 R HUR A

(9) Fi/ %kt il
ELHR B teorigin (%A

tx.origin fAR A G HLAE, R a @ EZ2 b AH T &% ¢, TEL Kk
Ui, tx.origin HiaE 7 a, 1M msg.sender A &G4 b, X TEBCRUL, XA+ akn,
XARRAE AT Re FEUN B BT .

A AN
pragma solidity >0.4.24;
// THIS CONTRACT CONTAINS A BUG - DO NOT USE
contract TxUserWallet {
address owner;
constructor() public {

owner = msg.sender;

function transferTo(address dest, uint amount) public {

©2020 =% EKPEX-RBUTE 53


https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md
https://github.com/knownsec/Ethereum-Smart-Contracts-Security-CheckList/blob/master/%E4%BB%A5%E5%A4%AA%E5%9D%8A%E6%99%BA%E8%83%BD%E5%90%88%E7%BA%A6%E5%AE%A1%E8%AE%A1CheckList.md

require(tx.origin == owner);

dest.transfer(amount);

AR AR B & 2
pragma solidity >0.4.24;
interface TxUserWallet {

function transferTo(address dest, uint amount) external;

contract TxAttackWallet {
address owner;
constructor() public {

owner = msg.sender;

function() external {

TxUserWallet(msg.sender).transferTo(owner, msg.sender.balance);

MR R B A 4, W e B gt BB K R Ty, X B RAE A
msg.sender AL FR 1 W

https://solidity.readthedocs.io/en/develop/security-considerations.html#tx-origin
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B LRIRE B KR, A RE B AR RGO T, R B A 2 s (AR, it a] A
— AR PN AL 5y BIFE o T 3 L SR X A il

HSH A

Fomo3d F{f

BREG LRI ——25 Fomo3D HiliZr
(11) AVILAL R RE

B G AE R BT RIARAL struct A

£ solidity H SO VF— ANRFIR I B 254489 struct SR04, 1T BR 2 A 1) R AR B B
% FH storage BX memory fi& 1% .

M AF1E storage (/71 #5) A1 memory(PN17) & AR A IS, solidity FLVFIRENE I
— AN RAIEEWHIBI R, T RTG53 stroage 2= S 3048 B 45 7 HABAE AR &, S
BEET, HREMEERER,

pragma solidity 20.4.0;
contract Test {
address public owner;
address public a;
struct Seed {
address x;

uint256 y;
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}

function Test() {
owner = msg.sender;
a=0x1111171217171111111117177717121111171711711711111173;
}
function fake_foo(uint256 n) public {
Seed s;
s.x = msg.sender;

sy=n;

}
FHARIE IR, sx Fl sy 2XHHRKITR A ownner Fl a.
Wi FHAEAT fake_foo 2 )5, 2% owner (ZECHHE T
A 7] ELLE SRR IR 0.4.25 MR HEBE
(12) A4 ] o)
FE SN R FIIEIE RS G 2 126 IS, TR B N B4 1)

FEBT S, IR 2 10, VM ISR — AV IE T mod p I B, 3T AIFY 1 2%
P SR EE A BB SR o 3AT o 720 & 200 S, FTAEAE(E 223 mod
B SR AR I — A Fa, FERFMTR T, RN Z A KEHIA MG L, i
MR A . SRR RORE, R4 S T AR S BRI 5 A
MBI — BT EAE 5 K.

HSL A
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