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@2020 = Z AR KX R BT A AR . VR o] DAAEARI U B R #1677 R BE . TR,
E VT A 2 B KRB M Chttps://www.c-csa.cn)o. FLESFLAT: (@) ACHA{ENAL 15
BAREG AER g (b) ASCABAARELLG (o)A SIARHE K (d)IZmEbR . A AR 75 A3 A
Bro 7EIBME PR N RILANE A ERGEM G L A A A SO A, (THBEFEHGIH T 2%
R AEX .
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4]

AR EX (FFR: CSA GCR) X B 2 4 TAEZLE 2020 4 2 AT,
HI SRS ARAE AR A, 9 A7 N3 HEAE 9 ANTTH/MNAZAK, 705l . JiEa) s
B4k N&CEO X AT B B L e 4/, A6 KA BRE A BOR 5 Bt X BRI 50 Hh 0 34T
BRen S SRR 2 /N, SRR A IE N F IR A 28 5 Fr e 4 /N, 22
bb sz 5= AU N S8 R fe & 20 22 A /N, THE SRARAT 1 16 15 5 20 A 2R M il 3 2 2 AT Ak
Dapp % 4/NL, TGt DNA 646 A5 CEO #J 5 JR 45T 2 oAb B S 22 4 /N, b
TBAIZWEET N 2 J 22 A /N, IR 2 22 o o A 0 2 22 4N, R R
CEO XB KL AML BEAR 5224/

X P 22 TARHIA 100 2A022LFAT, 2alRk AR EE e BRE RS,
JERCREE . JERE TR, AT PEERAGET D 8. BEI. JEa] . 18
SR BMER. REME. BB OPPO. TIPRHY. K&, 2K, P HESES
REZ S

AEEBEENRZ G e/ ML RS, LT &Kok

JREUIEE: XKEL. SR B HHRIE. RBOG. K92 FEHE T EHER
HIZE R BRKZE. BH
THREAL: Oy

KFWFRLAEHWELZ N, 5L CSA RHPEXEM (https://c-csa.cn/research/)
FEE.

MAAEPBEAZYZ A, HEEEHEEBER CSA GCR M P A% S5HEIE! B RHEAE:
10

info@c—csa. cn; =% AECH CSA AT O
1 :H - _":.l
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P

iy

CSA GCR [X B 22 4 TARALRIAZ o) Py e 4/ N T 2 VB B B R AE R 2% 5
PEREAT 1 o0 M, R BRI R SR SRR B4 T BRI e K
xRN RS BEAT R REAT IR, 25 A SR I SR B I SC BB A 255, JF Han i Rt
AN UL

Lo PrE M s, I s s e, ANERAS, T R %4, &
FR G A B, P = PO e T R AT R AR B RE T, A R, TX 24 h
SIS IR TRE,  Bode 2 A RS PR 5555 2 S I 2 5 5 B FUE L % 42 fgF7 . CSA
GCR Ay BIE I Xt T~ C 2 R A R AL 5y P 2 Al i 70 A, 31 HH Xt IRURS: (8 ) DAY b R 36 5
Ry Pries mAl 4, BROVERFIT L.

Pt

ZSF AT Yale Li
CSA K HAE X 3= Heft 5T Bie Bie
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G OO OO U O T O T O T O U U OSSO UEOOT O T O PO U s U OU OO T OO TP T OO T O PO U U RO T UOTOTEOPUOPEOPRTPRUPTURTROTS 3
=TSPTSRO 4
1: EZCKIE (APT: Advanced Persistent TRIEat) ... 7
JRUBSEFEIER £ ettt 7
FHTEZEBIBEDE 1 oot 7
JRERFFE I 2 +vvooevvreeeseiese ettt 7
2: PATRIALAIELS (DDOS) oot 8
JRUSEFEIER £ vttt 8
FHTEZEBIBEDE 1 oottt 8
JRERTFFE I 2 +vvvorvvrereseiesee ettt 9
30 PITRMEST IS (INSIAEE ATEACK) oouoieeueiieneiesssieisseeese st et sses s 10
JRUBSEFEIER ettt st 10
FHTRZRIIBEIE : oot 10
JRERTFE T 2 vvvoeveneeeseeeseeeseeeseesss et es et f s 11
B: APl ZZ AR T RIL....o. oottt 11
JRUBSEFEIR ettt 11
TR ZRITIBEIE oo ettt 12
JRERTFFE TS vvvoevseeteeeeseeensese st es et 13
5:  RFEAE N (FAISE TOP-UP) cooveieeeeeeeeeeeeeeeee oo ee s s s 13
JRUSEFEIER £ et 13
FHTRZRIIBEIE : oo 13
JRERFFE I 2 +vvvoevereeeseees sttt 14
6: XHITHVEREIFET L E A, BB FFR oo 16
JRUBSEFEIER £ et 16
FHTRZRIIBEIE : oot 16
JRERTFFE TS +vvvoeveneeeseeeseeeseeese st es st 16
7: 51% Wili (AT RARONEE 7> X, BUEXAEILI ) e 17
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R T2 & e 17

FHTEZEBIEEDE 1 oottt 17
JRERFFE TS vvvoeveeeeee ettt 18
81 ANZL AT SUAFAEFEL ..o 18
JRUSEFEIER £ ettt 18
FHTEZRIIBEDE s oo 19
9: DNSIHAHEF  (DNS domain name hijacking) .......covcuevreevieeiieeieeeeeeeeee e 20
JRUBSEFEIAR £ e 20
FHIRZRMIEETE : oottt 20
T B T vt 21
102 B T T 2 A st 21
JRUBSEFEIER oottt 21
FHIRZRMIEETE : oottt ettt 22
JRESTFFE T vveeeeeeese ettt s 22
FF T BRI EL R IE IR oot 23
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1: S&EKHHEM (APT: Advanced Persistent Threat)

JR s i 3 -

B KB (P65 Advanced Persistent Threat, #4i'5: APT), XAREZtkra:it
JEHD SRR S U A 5 A R B T R A R NAR LR, TR L N ORS00 S
FEXSRFE B H AR HOBEH 2 1 TR EBoashvl, Sxike e A E K, JFERERR
[ A PRI Rt . KIS = AR g KA. Bl s goRian =
FI 82 R 3 8 B A L BOR AR & e b B3 R o AR 45 AN M B i 2R i %
R HAR, FFAIRECEE . B e NS SRR st . B st mag B sk
S B — B PR B AE Ty 2 B BUak 0 R ML SR AN H b R G HEAT A WA - R
WS R AR, T o T B2 A e 0 B 5 B R G N AR BRI, JER
L~ MO R G Al %) 8 T B 2 B % R AV AR S5 A AN Bl 2, FEAI ] O day I B 22
Zy FITIR AR 7 TR ) U T 3R AT Mot o LU 44 IR BT X B0 B 58 5 I i) APT 28 %5 A LB 45
CryptoCore (tHHZFRIEA: Crypto-gang”, “Dangerous Password” , “Leery Turtle” KA
FRINEEL 2 1036 4) F1 Lazarus CRMEISEL 514364,

MRS

1) 2019 4 5 H Mz 4k % 7000 £ LA T https://www.36kr.com/p/1723636465665

2) 3 [H % 5 Fr Coinbase fF 2019 4 8 H i i& fih 411 4o f] 4b 3 APT X 5 :

https://www.coindesk.com/coinbase-says-it-foiled-a-sophisticated-hacking-attack

IVRSE:Yii ¥

FrBE B B 5 EEAZ 5 I WS RF AR IR AR . AL 5 P ) B DR (325, T
B, RaEE, AR, AR, fTAEA, Soft Stacking SEAETHREMILR ) HRAFEEE
FEAT R =07 LB B, 88 AR T RSB =T e T A e it &
IR DI RETNIN B A DA b 28 DA 20 2008 5 35 =05 ¥ T o 52 53 i AT mT A% B8 R — N 4L
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https://www.36kr.com/p/1723636465665
https://www.coindesk.com/coinbase-says-it-foiled-a-sophisticated-hacking-attack

B\ (Red Team). 325 firfE—A> TAF N i b AU 2 55l Bk By st X+
A R B B BERE AN PR B 220 22 4l T TR AN REST O MU = e ds CELdm Aws,
B Bl 5255 ) ARG, A% 2 IRk 55 7 SR A0 S 0 s BN Iml 2 R 40 QAMD AT AP
ZaRSr . BRER TR APT (R BB B a1, Rl 2 b AT 1K) 0 day 2 2iil . Xt
TG I M 55 A 34T N, 23 =) (b T8 BRAA U 28w 1) 22 A AR M b E R .
REF AR EAFEAE 5 BT R 4o 8 22544 1 5 2 A0 330 2 LU 3R 1 e K

2: S AARIELARS (DDOS)

JR st 43 -

oA AR 26 ik 95 Bl DDosS J& — Mk T 1H 46 ik 55 Bl (DoS) HIRFIRIE . 2 —Fif
ST PRI KA B T 2. 5 — ) DoS Bt — e R —xt—J7 i, EFH M
LR BUNERAE R GER— LRI, SR 0 AT O 2 (0 SR R EEAT P A8 ity s ot Al 55 4
FRIFREZOREEFEE, MW RN AG TR, FENERARGEA N m PLET
P 4 1R SR A H A28 R 55 . 5 DoS Buddy i 5 & EHLAGE KGR ELEL, A AR 4
55 Bl DDoS AN - HELT B PNR A 234 1 BUdidb R i EHLRIN A kS fr 4
AT . Brr B mas b v H % £ DDOS M.

MR SRR

1) DDOS X742 % flr OKEX F1 Bitfinex

https://cointelegraph.com/news/ddos-attacks-on-okex-and-bitfinex-were-sophisticated

-possibly-related

2) 25 DDOS B /M 2E AR S &

https://ris.utwente.nl/ws/portalfiles/portal/92134801/Impact of DDoS Attacks on Cr

yptocurrency Exchange.pdf

3) DDOS iz 5 Fir Mt. Gox:

https://venturebeat.com/2013/04/04/mt-gox-outage-ddos-attack/
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https://cointelegraph.com/news/ddos-attacks-on-okex-and-bitfinex-were-sophisticated-possibly-related
https://cointelegraph.com/news/ddos-attacks-on-okex-and-bitfinex-were-sophisticated-possibly-related
https://ris.utwente.nl/ws/portalfiles/portal/92134801/Impact_of_DDoS_Attacks_on_Cryptocurrency_Exchange.pdf
https://ris.utwente.nl/ws/portalfiles/portal/92134801/Impact_of_DDoS_Attacks_on_Cryptocurrency_Exchange.pdf
https://venturebeat.com/2013/04/04/mt-gox-outage-ddos-attack/

L e i -
ATBAAABAF 6
(1) LSR5 W il

MRE AR 2 2 VFh, i€ DDoS Mkl S5/NRAZ G FrANE, KA S vl fig
S RN, PR EZ A BIAZ 5 DDos MK, 4 DDoS I, WA E %
JERMU B 2P IR o T B e SCEAT, DA IR A S s 2 38t S AR AT S o 1) R AF
Wi 7 i) 72 320 ) 2 THT 915 A0 s ) SR B 26— 20 o ARAE LA ZEA4,  DDoS M b TRl mT RE 2248
TR R R A B RGN R U 2 — 2P AR H B2 7 B DR Bdle PO e 5 4
HBAEIE AT HR D o IXRE TT LA KR P bl D Xl 55 B s, 1548 RN 8] R
FER B

RYER. WHEXT DDOS T H (IPS,  IDS) PEAL AR T H; 4L B /N,
58 SRS B S 2 R BT, DA DR Mo e EAT A 2L A S 80 s S ANFITH i s
DRI BN s SRR D) 03 i AR M i S UEIC 2R, 0458 3L AN B 1) N AT A BB R N 5126 5
EROZHE SR IR TR R AR o] 22 4] 7 PR V) 30 SRS

(2) PR A28 Bl 25 4

WA K Z ZARI KNS, A BeIR M4 22 2 i . X EIE BRI NZBIHE (PS)
MBI E B RGE, WP K. VPN BIRHEE . EIE. ST AT Al DDoS
B )R - EABRFEERAL T R8s, — BRI gg fRY, LAB IE DDoS Bk E . X4
37 DL i 20 AEOARS R SR I A BEL AN IE 3 i B, DABHLIE ity o K22 Biohm i I 45 1 2 0
AT A BRIX) DDoS ZEffik Iit, [Nt n] Re 7R ZAMY — L8 Ah R S5 . £ BhH: T = 1) DDOS fi#
RITE, ATLALAE R AT A = 2 ik 555 (1Y) DDOS A M IR Ak 55 . BRULZ b,
ERLZ IR R G RO, N R GUEE IR Z 1 R 5. % T DDos Bl &
Ve, W R E A RGBS IR RN N, L3 IMERT e . £
2 SRR AR B T R SR T, RS AR G mT DA KR B 1 sl D Bl -

(3) BEAMMES 224 RIU™ R 1 2 it ol AR Ml 55 P28 32 B0 . 2l
IR E T U R R Y . S W48 B 10 VR DA K SR VRAR D [V M BEAE B 19 22 4 7 K o
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X B it I AN BEFH I DDoS, (H'EATTA] BIF AR 22 4 LAl

(4) FEAL LA NNEE IR o b 55 AR TUAR ML BEE 2R — G 55 4832 2 8y,
YU A il 55 5w CAAC BRSO M ) R 8 i SR T e, AR 55 e AR AL B B AT AR Y
(VA= RENESPSRLE e D i

(5) FH 4 DDos Bl shtusa st T m ST IRt i R AR 208 . Bk, S5
AWML, = BAERKH MBI BE% DDoS K FEZ RN, UK EEA Mg {F
RER R K, RPEREWRE E- MBI, 2T = N AR T B S
% HARE H B2 BRSO FECE SR E . =, BT 2RSS B TR ERAE,
AT TAE ELHE MR Web DASREUERHT 1) DDoS el . 7EA R FIAT ML 7], Dy %df A s i
RE 7 38 £ IR A BER A BT AN R o TR A PR B T LA (S8 3 7 22 A A SR 22 ) S i =4
(RI~PA,  JE A AN S (1 B B 5 1l (R B R SR DL R

(6) 1 fi# DDOS FI g HILME E b DDoS Bty i) — LU bR A, 45 X 245 18 P B A1 »
O3 ) P I L 3 A AN L B sl T BRI S P o T SRR P E LTI UL, U2 R 2%
R REIEAEZ ) DDoS, KL AE &) i NRERAT 3 o

3: WEMWFHIE (nsider Attack)

JR s i 3 -

A2 o i BN AR 2 =) N ol 22 st RE RO, T B s BREAERITRS 5 P U
M FH AU RE AT 22 4286 3 (8 s ) A ke il o

MRS

1) 325t Coinsquare )P4 Ui W 57 H 15 Bl

https://www.chainnews.com/news/150259287150.htm

2) A2 5P Bithumb N YA 57 B % it
https://bcsec.org/index/detail/tag/1/id/533

3) BEREAIEZ 5 AT Shapeshift (1 P4 Y ~F B 75 By
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https://www.chainnews.com/news/150259287150.htm
https://bcsec.org/index/detail/tag/1/id/533

https://m.biben.com/article?id=611f0e4636c9d4f7330bc4f225228eca

IVRSE:Yii ¥

A 5 i NAZ IS TNV 22 A BIBN, - il 2 2 J 00 B 2 42 5K (Security Policy), #%
TR TAE N 24501, BT & M 2RI 22 4 ERILH] . 3R 5770 5
(Separation of Duty), #/MIFR (Least Privilege). X T E AL IRIK S CHLan % K 5,
RGMKT, TTeE K S5ES) TR D E B, B — A8 Mz s A e v
BE— A BLJE T3 B S 1 %, B — M AT e A I 1) PR A RS R A o SR DR R AE
Gy FT LA RLAZAL B IR S AT o A FIBR 7 A 22 R 5R0g LLAN, I 7R E AR E Rl 224
2 (Standard Security Procedures) IR ZALFFE (Incident Response Procedures). 42
Zy B ] DA 58 =05 DR IR 23 w1 R 22 4 i 4 B2 <K 751 RO 22 4 ST A DAk L
R AT I £ o

A2 oy P L 2405 1 U RE PR N AE 53 B 58 5 B — R 73 BEAT VR TR 5, i DRAE B2 g IK Hh
B i) U B — I 18] AR B aE, JRICR IR MR

A8 5 FITRE 7 L 24060 FH P AH G 114+ AP Key e bk S5 005 BN 3 A7 if, 8 4
DBA #% /i F B 3C. DBA Fiz 4EA PR E 58 4% 4 .

4: APl Z4 K\ &R
RS HE IR -

T AT — A AT A . REEH . TIN5 RN 5555 APL. API
()22 A N SR G TR, M2 n ORI AP A A GBS 4. — XTI HEMY API 24T
TR

(1) HEH S IAER API

APl WAZIAE A 3G AR A BZ BRI o 755 A 47 MU AR HE ) B 43 B AE AN 42 B LA (91 21 OAuth
/ OpenID Connect) LR ALH)Z %M (TLS) RIREEL,

(2) AN
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https://m.biben.com/article?id=611f0e4636c9d4f7330bc4f225228eca

XFh A Z MR, (MBS sQL, RegEx Al XML EN. TEi%it API N T
FFR I S i I Ay G X S BRI A T 8% T, SR AP JE BT RS A IR, DARRIA B
B XA PRI R I AT AR IR

(3) AR r) s

PAAREE HTTPS B TLS X T API R S HUl AT N3 vl Re A o X T4 NBaFA K
PR TR A R, AN HABAE N JE M )% 4%, a0 Data Masking,  Data

Tokenization, XML Encryption %545,
(4) URI H 1585

Ak AP BIYE DY URI B — 80 #EAT (85, WA BE 2 B B B 24 URI FE4HME
BHIAEN W SR e R g8 H A b, Ko 2] ge < vy 10 B13% AP 2 AN 7 i BBURH I
B EESEER SRR AP EAE NTE B3R 3% (Message Authorization Header) &%, KN
XA AT DT G Y S 3R 4T H B0 %

(5) APl Token F1 APISecret V& 153 4f

U R R S % P 2 P ) APl Token A1 API Secret , #4122 4t %
N iA)

B XS T AP I FIREAT A el , SR AT RERIH AP EEAT 2K 2 I HIK.
API (¥ SEIN 22 st I Un A B AW M ey, st A1k,

MR SR R

1) 225 F GateHub [ API #30iE F 30 18,473 K54 2.

https://gatehub.net/blog/gatehub-update-investigation-continues/

2) A Y P TEER sy H 7 API token 4 s :

https://www.wired.com/story/hack-binance-cryptocurrency-exchange/
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https://gatehub.net/blog/gatehub-update-investigation-continues/
https://www.wired.com/story/hack-binance-cryptocurrency-exchange/

2 Xt i i«
B WL IR AP 22 Ak i vk

(1) A, EnE S0, s A 7 H 251X 58 By 47y 12 R 4% il %o il
8 A BEYR I T ]
(2) RN fMss4 ., @it TLS, XML Encryption,  ZEF1TRAIE IS 77 12N & 58

SORMEM B 240, R A A BRI P A fe i Fiz ool «

(3) RN HORERIE RS W2, WEHREFAT AP AAF ORI BOFIIRGS . T
e AT SEEL O A AR, RGBS TR AP B2 Ak o I 457 82 e 12 KA ) 22
G 7] R R A A T 5

(4) A FHBCAURTBRIE o Xt APL PR FH AR B B PR A, JF BREA A A IE 3. W2R AP
TR 2, R el e Ib gl i, Bl aee gt 18, GlnEERRMEA M APL
o BRI, Btk AP HA I FH IS RO 46 Ik 55 Bt

(5) ffiH API Z4 K. APl 224 PoCHH 3 APl VR E RIS HAT il TIPS RERE
S BRI B A S 0, AR HI A 28 APLAE RIS DL . U SRAZ 5 B i 5% 2% 2
fEz B, K3k i = IRAS AL T A0 AP 22 & SR iR T SR 883 58 = J7 1) Market
Place ] DAFREI) API 224 IR 55 9%

(6) A2 5y frxs APIAE R RN E 1P R, FF R — 1P I 24> API W] BEAFAE R %
S, B RIE R BT IEF A, SR8 APL AN SR VF B R SRR

5: {EF{E A (False Top-up)
RS A :

TS A A2 TR B EB AR AT R AL 5 ik L4 N RN, X532 5) e 3o AN i )™ 14 5
FCAYAE R AU 1] i

MRS
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1) EOS {7 fH:
https://www.anquanke.com/post/id/173315

2) DIRGIAMRaE:
https://zhuanlan.zhihu.com/p/39499902

3) USDT 1B 7 H:
https://mp.weixin.qg.com/s/CtAKLNeOMOKDyUFaod4_hw

4) LIKY; LUK B e e
https://t.zsxg.com/YNbMFla

5) XRP {B7efH

https://developers.ripple.com/partial-payments.html

6) 1% MifErlE
https://hackerone.com/reports/364904

T2 XoF i i«
EOS R HEEE:

{FFHERIAT history plugin AL &, FRILZAMER EOS #EIKIIAZ ZIRAS, THIRRZ S
HATIREN  “executed”. AT, W75 E R LR JL A BT 1L ARSIy “IR7e1E

FIWr action &7 A transfer; FIWr& 240K 5 27 A eosio.token BT, token Y
B ELINKS FIWAC TR, A& b to RERBECTEMRMIKS.

PARSAR M RFEEER -

BT HIWI A2 5 FH5% success Ak, IR R AW R EER B HEER balance A&7
WG N, HSzix A W AT DLl Event FAFH ERHEAT . REZ 0L S .
B FENR ST &l Event AR H EORIKEUE MKAE, DL e K (0 i 1t . 1B
X FHE B AR R A AEERS DL, A Event 2 UMERHMS M, AZHEIERAA
CIESgiipsiy

©2020 =B KPR X -RBUTE 14



emit Transfer(from, to, value); // value 2% A] T E X

YERNF G675, EXEE LR TS LA, ROz i 0 2 e i, i
B TH R A T A 27 AT e A sk

TN ELTT, g% L, Nz PAT R L Sk, JRR =Tk 2 4 e
THHURE 58 B0 18 58 & [ 22 42w 1T

uUsDT RAEEE -

o B & uSDT AbEZaE, LRI HEriEE FARZ IR HAFE P s uspT &2 5 il

FINTAACES T, ST R 5
FTHIF RN G0 T XBRBEROR AN KN, G B8 IR AR 3 B IR 45 2R
FETHAL Gy PR RS A R AR, 0 T BB 52 5 T LA

ARG LR MR EER:

BB A 208E4T ETH R, REAMAERAZ S TREEH revert 1125, Wik
fF1E revert N385, WFEZENIK. $HXMEH & L03E4T ETH FR(EIN, 75 ZAI NIKAZ 5
F-TGH Outofgas AT, WIRAFAE Outofgas WAL S, MIAELNIK. Ex0EHE
24T ETH FeE, w5 BAIM NIRAS 5 F2 5 Error “FBUNZC Y, WRAFAE Error
TRUNA G, WHELNIK . RN TAKK T A & LN, #fil seE bt 200K )5 74
BEAT NI S0 S 203247 ETH B5ElER, Bk T revert A1 Out of gas T4
G, AHEERAKRAT BT, 2% P BN ZE R S R RIE A 5T

XRP RFAEBEE:

T s E XRP 2K SZ HI W deliver_amount 7B, W X FIKT T Amount I
2 AR 7R

NP mEREEER:
THE B BT B RRCA

©2020 =B KPR X -RBUTE 15



https://github.com/monero-project/monero/issues/3983

6: XHZFTARBHFHIZTEE, RARZT AR
R 483 -

Ao Fr R 2 B, O IRE B bR, XA 5285 i 5R i 1T
ARG R Z R SO HRAT A 2 2R IREIRE K. BERHA
FEAEAER T BU R 8907 AT T -

BEERAAEN P EL .. BEBUCE RS S S, (Al i 18
i FE 45 o

Wdle e g S SO M R o 5 5 P Bl e R A TS AVER B AL, TR e e st
Ardeady, SRR o Ja 8 I s A TR AL B REA T B K

IT RGN 225 P B 5 RGFEIRNIR, Rl 5 B hiRiFER 0T RSl
JG, BEEEE T REHEATEIK.

PULRESE EHE o iR R BER M AEI R IS [ 1T B PR
MR e

1) 225 fiv UPbit IR EAHE 5 T/16 %

https://www.welivesecurity.com/2019/11/27/upbit-cryptocurrency-exchange-hack/

2) 2019 4 5 FT Cryptopia, CoinBene, BitPoint, Binance, #BK y#R /7%
Z R BRI

https://cointelegraph.com/news/most-significant-hacks-of-2019-new-record-of-twelve-

In-one-year

POL% 1 Tt
T30 5 BB 12 4 T AT LA F XS0

D LGP NERB N AL Z 56, PP RIRERRAPit f  Sa i vt &
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https://www.welivesecurity.com/2019/11/27/upbit-cryptocurrency-exchange-hack/
https://cointelegraph.com/news/most-significant-hacks-of-2019-new-record-of-twelve-in-one-year
https://cointelegraph.com/news/most-significant-hacks-of-2019-new-record-of-twelve-in-one-year

BRI R AR I 5 7 sUR Z5 AL B2 8 0 U i e A1k

m
oy

2) KA 2 A R B B0, B o A7 SR PR SRS o S A () B R AL B A e P S A

3) ARCR BRSSO, G b B el ss N a5 LA il BB 2 o UK R B I
XH L KEY A £E A [F) Bcdhe 12 b o Bl b b 25— a2 it i s 3 B0 A e e

4) il 58 A F A B 2 A TS o 0T AT /B N B T e S U 22 A e i T Py R A
5 B S B 7 ok BT B .

5) WL 25 5% CSA GOR Mkt %4 A MR FRIY SR
7: 51% Wi (HBATCARRONEE > XMy, & AEHEH)
RS HIR -

51%Kid, RN Majority attack. X i By oy A& i i 4% 1] 48 By SEIAE . T
R B FEH T Mg 50% 0L EIE T, IRALEAR 5 i iX BRI TR], A e DL X B
Wk, HAT MRS 5, SEIAE » X [ 2838 Sy kAT XU E A 3 B 2 MR DAE R T 28 5

FAR BB

1) BTG W AeHrd:

https://www.zdnet.com/article/bitcoin-gold-hit-with-double-spend-attacks-18-million-I

ost/

https://forum.bitcoingold.org/t/double-spend-attacks-on-exchanges/1362

2) ETC XAeXd: -

https://cointelegraph.com/news/coinbase-ethereum-classic-double-spending-involved-

more-than-11-million-in-crypto
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https://www.zdnet.com/article/bitcoin-gold-hit-with-double-spend-attacks-18-million-lost/
https://www.zdnet.com/article/bitcoin-gold-hit-with-double-spend-attacks-18-million-lost/
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