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LINKEDIN

. https://motherboard.vice.com/en_us/article/53ddqga/linkedin-finally-finished-resetting-all-the-passwords-leaked-in-2012

. https://www.rferl.org/a/us-charges-russian-hacker-nikulin-stealing-date-linkedin-san-francisco-dropbox-formspring-/28068596.html
. https://www.rferl.org/a/russia-hacker-prague-identity-nikulin/28065492.html

. https://www.computerworld.com/article/3077478/security/linkedin-s-disturbing-breach-notice.html

. https://arstechnica.com/tech-policy/2016/10/linkedin-says-hacking-suspect-is-tied-to-breach-that-stole-117m-passwords/

ZEPTO

. https://www.netskope.com/blog/zepto-variant-locky-ransomware-delivered-via-popular-cloud-storage-apps/

. https://www.tripwire.com/state-of-security/latest-security-news/the-newest-online-threat-zepto-ransomware/
. https://nakedsecurity.sophos.com/2016/07/05/is-zepto-ransomware-the-new-locky/

. http://niiconsulting.com/checkmate/2016/08/zepto-ransomware-analysis-and-how-to-protect-yourself/

MONGODB

. http://www.informationweek.com/cloud/infrastructure-as-a-service/93-million-mexicanvoter-database-exposed-on-amazon-cloud/
d/d-id/1325259

. https://www.csoonline.com/article/3018592/security/database-configuration-issues-expose-191-million-voter-records.html

. https://www.silvertech.com/blog/2017/march/how-to-secure-mongodb-and-get-the-most-out-of-the-sitecore-experience-platform

. https://securityaffairs.co/wordpress/46588/data-breach/mexican-voter-records.html

DYNDNS

. https://en.wikipedia.org/wiki/2016_Dyn_cyberattack

. https://dyn.com/blog/dyn-statement-on-10212016-ddos-attack/

. https://securityintelligence.com/lessons-from-the-dyn-ddos-attack/

. https://www.corero.com/blog/797-financial-impact-of-mirai-ddos-attack-on-dyn-revealed-in-new-data.html

DIRTY COW

. https://www.scmagazineuk.com/researchers-call-bull-on-dirty-cow-patch-find-flaw/article/711799/

. https://www.theguardian.com/technology/2016/oct/21/dirty-cow-linux-vulnerability-found-after-nine-years
. https://en.wikipedia.org/wiki/Dirty_COW

. https://access.redhat.com/security/vulnerabilities/DirtyCow

. https://www.infoworld.com/article/3134888/linux/how-bad-is-the-dirty-cow-linux-kernel-vulnerability.html
. https://www.cvedetails.com/cve/CVE-2016-5195/

ZYNGA

. https://www.documentcloud.org/documents/3227518-Zynga-Case.html#document/p3/a329534
. https://arstechnica.com/tech-policy/2016/11/zynga-sues-2-former-employees-over-alleged-massive-data-heist/
. https://www.databreaches.net/zynga-sues-2-former-employees-over-alleged-massive-data-heist/

NET TRAVELER

. https://www.proofpoint.com/sites/default/files/proofpoint_g4_threat_report-a4.pdf - Page 18 - Advanced Persistent threats -
NetTraveler APT Targets Russian, European Interests

. https://www.proofpoint.com/us/threat-insight/post/nettraveler-apt-targets-russian-european-interests

. http://researchcenter.paloaltonetworks.com/2016/01/nettraveler-spear-phishing-email-targets-diplomat-of-uzbekistan/

. https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-office-exploit-generators-szappanos.pdf

YAHOO!

. https://en.wikipedia.org/wiki/Yahoo!_data_breaches

. https://www.leahy.senate.gov/imo/media/doc/9-27-16%20Yahoo%20Breach%20Letter.pdf

. http://fortune.com/2016/12/19/yahoo-hack-cyber-security/

. http://www.nbcnews.com/tech/tech-news/your-yahoo-account-was-probably-hacked-company-set-confirm-mass
. http://www.reuters.com/article/us-yahoo-cyber-idUSKBN14420S

. http://www.verizon.com/about/news/verizon-and-yahoo-amend-terms-definitive-agreement

. http://www.cnbc.com/2016/09/22/yahoo-data-breach-is-among-the-biggest-inhistory.html

. https://www.usatoday.com/story/tech/news/2017/02/21/verizon-shaves-350-million-yahoo-price/98188452/

CLOUDBLEED

. https://blog.cloudflare.com/incident-report-on-memory-leak-caused-by-cloudflare-parser-bug/
. https://www.troyhunt.com/pragmatic-thoughts-on-cloudbleed/
. https://en.wikipedia.org/wiki/Tavis_Ormandy
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