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1. German Man Confesses to Hacking Politicians’ Data, Officials Say: https://
www.nytimes.com/2019/01/08/world/europe/germany-hacking-arrest.html
2. German data hacker says he was ‘annoyed’ by politicians: https://www.
irishtimes.com/news/world/europe/german-data-hacker-says-he-wasannoyed-
by-politicians-1.3751332
3. Deloitte hit by cyber-attack revealing clients’ secret emails: https://www.
theguardian.com/business/2017/sep/25/deloitte-hit-by-cyber-attackrevealing-
clients-secret-emails
4. Deloitte breached by hackers for months: https://blog.malwarebytes.com/
security-world/2017/09/deloitte-breached-by-hackers-for-months/
5. Major identity manager breach exposes sensitive user info: https://
www.engadget.com/2017/06/03/major-identity-manager-breach-stole
sensitive-user-info/?guccounter=1
6. Onelogin, May 31, 2017 Security Incident: https://www.onelogin.com/
blog/may-31-2017-security-incident
7. System Shock: How A Cloud Leak Exposed Accenture’s Business: https://
www.upguard.com/breaches/cloud-leak-accenture

8. Quora breach leaks data on over 100 million users: https://www.engadget.
com/2018/12/03/quora-breach/

9. Attackers Scrape GitHub for Cloud Service Credentials, Hijack Account to
Mine Virtual Currency:
http://www.forbes.com/sites/runasandvik/2014/01/14/attackers-scrape-githu

b-for-cloud-servicecredentials-hijack-account-to-mine-virtual-currency/

10. Dell Releases Fix for Root Certificate Fail: http://www.bankinfosecurity.
com/dell-releases-fix-for-root-certificate-fail-a-8701/op-1
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1. Murder in the Amazon cloud:
https://www.infoworld.com/article/2608076/
data-center/murder-in-the-amazon-cloud.html

2. Alleged hacker tried to sell details of 319 million iCloud users for
bitcoin:
https://www.cultofmac.com/583836/alleged-hacker-tried-to-sell-d
etails

of-319-million-icloud-for-bitcoin/

3. PoC Exploit Compromises Microsoft Live Accounts via Subdomain
Hijacking:
https://threatpost.com/poc-exploit-compromises-microsoft-live-ac
countsvia-subdomain-hijacking/138719/

4. How can Office 365 phishing threats be addressed?:
https://www.helpnetsecurity.com/2018/05/18/office-365-phishing

-threats/
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M| 5 /3 2K 9% | 1. CERT Definition of an ‘Insider Threat’ - Updated:

M5 D BHE | https://insights.sei.cmu.edu/insider-threat/2017/03/cert-definition-o
B3 L i f-insider-threat---updated.html

(= St EE | 2. Cloud Security Risks and Concerns in 2018: https://blog.netwrix.
B35 44 iR 5% | com/2018/01/23/cloud-security-risks-and-concerns-in-2018/

M PREEF | 3. IBM X-Force Threat Intelligence Index 2018:
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=7701
4377USEN

4.Insider Threat—2018 Statistics:
https://www.uscybersecurity.net/insiderthreats-2018-statistics//201
8 Global Cost of a Data Breach Report.pdf

5. Examining the 2018 Cost of a Data Breach:
https://databreachcalculator.mybluemix.net/assets/2018 Global Co
st of a Data Breach Report.pdf

6. Tesla’s Tough Lesson on Malicious Insider Threats: https://www.
infosecurity-magazine.com/news/teslas-tough-lesson-on-malicious/
7. The 6 Worst Insider Attacks of 2018 — So Far:
https://www.darkreading.com/the-6-worst-insider-attacks-of-2018---
so-far/d/d-id/1332183
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1. Murder in the Amazon cloud:
https://www.infoworld.com/article/2608076/data-center/murder-in

-the-amazon-cloud.html

2. Alleged hacker tried to sell details of 319 million iCloud users for
bitcoin:
https://www.cultofmac.com/583836/alleged-hacker-tried-to-sell-det

ailsof-319-million-icloud-for-bitcoin/

3. PoC Exploit Compromises Microsoft Live Accounts via Subdomain
Hijacking:
https://threatpost.com/poc-exploit-compromises-microsoft-live-acc

ountsvia-subdomain-hijacking/138719/

4. How can Office 365 phishing threats be addressed?: https://www.
helpnetsecurity.com/2018/05/18/office-365-phishing-threats/

©2020 =% Ak B -MORUIT

33



8. WA . TS

MEE OB ) =, 4 08 B A7
fif ARG

THRIH R Tt Bk ik . I L AU KB
M S TR AR — R 2 m—
T LA N Ao 2 T 12 /2 X 46 ] R
fRRIT %, BOVESEIL T watE e B, 2Ok
K 7E B PREE RO RS E PEAS AT IR 18] o T 55 A 32 A
T &R 75T A— B2 &R 48 28 Ik 52 DevOps
TR — AN fE 58 242 i A S Al e i PR 2 B L %2
ERIIERE 1o RGO, A2 H S AR
R E . AR TR sl LU R I RN
59 AFAE T AL o X LR AT AE 25 SRR
AT B o

N&:s- 200

55 (1 42 1 T ) B 2 R B e Am A i S S8 5 2k . X T g S EUE R LSS

P s2HE4
T THTZ B
BERE

B 7 i 25 e v
EpE EH

B
B % FA 42 g

XIEER |
Xy &I
o i 5 i

Pay: &g i
E?Mﬁraﬂﬂﬁ% (SaaS)

([X]_[x] [{]]
<

-5 RV AR 55 (PaasS)
SR B B AR 55 (TaaS)

&

], Rl e FE MR 25 2R AR N F P 08 o 30 W] R SO 8 R I I AR T . il an
AR A bk S 30 P s DR 25491 (GDPR) IR E 77 28 [0 11 K AT RE 111k 2000 75 ¥R 76 - B A BR U

ANHJ4%.

FEIEHR IS R OL N, BT RETCIA TRy H A T 2 (b 55 Bt A N AR )y
KA RE S FEUH R PR O A AR 55 505 fh R EIHAE M R A5 0. 2, RWRERHALN

(@R T

©2020 =% Ak B -MORUIT

34



KEgER

1. F 2l = R SR IR R AL s I 2 i, AR B S A R IR SR EAT
5E XS5
2. ZRSNHATRPUEE, JEE A K = M os 2 SR A R R .
B

oS URSH BRI RS PRI EF ROk AT

RS E BRI AR 8, & Rl B My R AT 7 R . XU R B
GBI N %S 7= IR S5 SR BL R SR 14 = % 7 IR HERE B S AF 10— &2 o AR, TF
% 7 W S5 PR AR FURE U 3R S B e AR O R Ui 5 S (AT T 2 /7 o IX AR RA HI
99 7 =% I 2 RS- JUH R AR L AT B RE A3 HX I = IR 55 I 7

CSA =418

AL TR AR AR 28
Guiks: 5 EIEH.

U7 FEGH O 24

8: MRS .

GU12: By BBV IR 2

CCM il i
AIS-03: H4fs 5 B: FER A it 5 R P 22 4
AIS-04: Hd 22 4=/ ¢ Bk IVS-01: # 1+ H &/ AR
IVS-04: 152 RG1c3%
AAC IVS-06: &% %4
AAC-03: {52 RGi& ML IVS-09:

IVS-13: W% 48
W& S 5z ERE
BCR-04: 144k

B 22 4 545 B2 A JE B B
DSI-04: AbFR/bR7N/ 42 4 0

©2020 =% 4B -RBUIT 35



GRMREEERSP N e =it

GRM-01: #:%k
GRM-02: F%7E
GRM-06: %
GRM-07: 5%
GRM-08: A%
GRM-09: %
GRM-10: R %
GRM-11: R %

B 3 BT

EOR
Ay (10 MRS -l

S
AT SN 05
W

WAl

TR

BEREAN S|

53] £ 13 1K O
MEBE e
BEiaa

ViEyEsi
B34 244 Jile 5%
MSEEESiy

1. Uber fined $148m for failing to notify drivers they had been hacked:
https://www.theguardian.com/technology/2018/sep/26/uber-hack-fi

nedriver-data-breach

2. Exposed S3 bucket compromises 120 million Brazilian citizens:
https://www.scmagazine.com/home/security-news/exposed-s3-bucke
t-compromises-120-million-brazilian-citizens/
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1. Why Cloud Security Is Everyone’s Business:
https://www.gartner.com/smarterwithgartner/why-cloud-security-is-everyon

es-business/

2. Source: Deloitte Breach Affected All Company Email, Admin Accounts:
https://krebsonsecurity.com/2017/09/source-deloitte-breach-affected-allcom
pany-email-admin-accounts/

3. Deloitte hack hit server containing emails from across US government:
https://www.theguardian.com/business/2017/oct/10/deloitte-hack-hitserver-
containing-emails-from-across-us-government

4. Deloitte Gets Hacked: What We Know So Far:
http://fortune.com/2017/09/25/deloitte-hack

5. “Get Off of My Cloud”: Cloud Credential Compromise and Exposure:_https://
www.defcon.org/images/defcon-19/dc-19-presentations/Feinstein-Jarmoc/DE
FCON-19-Feinstein-Jarmoc-Get-Off-of-My-Cloud.pdf

6. Netflix Cloud Security: Detecting Credential Compromise in AWS:
https://medium.com/netflix-techblog/netflix-cloud-security-detecting-credent
ialcompromise-in-aws-9493d6fd373a

7. Microsoft Security Intelligence Report:
https://download.microsoft.com/download/F/C/4/FCA1DE26-E641-4A20-AES
B-E38A28368433/Security Intelligence Report Volume 22.pdf

8. Microsoft warns that hackers are increasingly targeting cloud accounts:
https://www.theinquirer.net/inquirer/news/3016031/microsoft-warnsthat-ha
ckers-are-increasingly-targeting-cloud-accounts

9. Microsoft Security Intelligence Report volume 23 is now availablePoorly
secured Cloud Apps:
https://cloudblogs.microsoft.com/microsoftsecure/2018/03/15/microsoft-sec
urity-intelligence-reportvolume-23-is-now-available/

10. Understand top trends in the threat landscape:
https://www.microsoft.com/sir

11. What Is Amazon EC2?:
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/building-shared-am
is.htm

12. Virtual machine prerequisites:
https://docs.microsoft.com/en-us/azure/marketplace/cloud-partner-portal/vi
rtual-machine/cpp-REREIuIees e uy. iz i1 i i 4
13. How to Log a Security Event Support Ticket:
https://docs.microsoft.com/en-us/azure/security/azure-security-event-suppor




t-ticket

14. Apple tells app developers to disclose or remove screen recording code:
https://techcrunch.com/2019/02/07/apple-glassbox-apps/

15. Announcing AWS CloudTrail:
https://aws.amazon.com/about-aws/whatsnew/2013/11/13/announcing-aws
-cloudtrail/

16. AWS Discussion Forums - AWS CloudTrail Feature Additions:
https://forums.aws.amazon.com/forum.jspa?forum|D=168

17. AWS Discussion Forums - AWS CloudWatch Feature Aadditions:
https://forums.aws.amazon.com/forum.jspa?forum|iD=138

18. Announcing the public preview of Azure Monitor:
https://azure.microsoft.com/en-us/blog/announcing-the-public-preview-of-az
ure-monitor/

19. Azure AD Activity Logs in Azure Monitor Diagnostics now in public preview:
https://techcommunity.microsoft.com/t5/Azure-Active-Directory-ldentity/Azu
re-AD-Activity-Logs-in-Azure-Monitor-Diagnostics-now-in/ba-p/245435
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1. 22K Open, Vulnerable Containers Found Exposed on the Net:
https://threatpost.com/22k-open-vulnerable-containers-found-expo
sed-on-thenet/132898/
2. Five Ways Shadow IT in the cloud hurts your enterprise:
https://www.networkworld.com/article/2997152/cloud-computing/f
ve-ways-shadow-itin-the-cloud-hurts-your-enterprise.html
3. Cloud Adoption and Risk Report:
https://info.skyhighnetworks.com/WPCARR-Q2-2015 Download W
hite.htmI?Source=website&LSource=website
4. https://go.oracle.com/LP=79796?elgCampaignld=168050
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M 51739 | 1. Malware Used by China APT Group Abuses Dropbox:

M2 FE | http://www.securityweek.com/malware-used-china-apt-group-abuses-d
MBS ropbox

Ml(S EitE&E | 2. Zepto variant of Locky ransomware delivered via popular Cloud

M[fE ik 45 | Storage apps:

Mt TR B2+ | https://resources.netskope.com/h/i/273457617-zepto-variant-oflocky-ra
nsomware- delivered-via-popular-cloud-storage-apps

3. CloudSquirrel Malware Squirrels Away Sensitive User Data Using
Popular Cloud Apps:
https://resources.netskope.com/h/i/272453388-cloudsquirrelmalware-
squirrels-away- sensitive-user-data-using-popular-cloud-apps

4. CloudFanta Pops with the Cloud using SugarSync:
https://resources.netskope.com/h/i/295875750-cloudfanta-pops-with-th
e-cloud-usingsugarsync

5. Data Theft Via the Cloud: You Don’t Need Flash Drives Any More:
https://blog.learningtree.com/data-theft-via-cloud-dont-need-flash-driv
es/

6. What Is Cloud DLP?: https://digitalguardian.com/blog/what-cloud-dip
7. Best Practices for Cloud Security:

https://insights.sei.cmu.edu/sei blog/2018/03/best-practices-for-cloud-
security.html
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