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https://owasp.org/www-project-top ten/OWASP Top Ten 2017/Top 10-2017 A7-Cross-Site Scripti

ng (XSS).
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf .

3.2.7 R BT X-Frame &30

INE8 G P2 A8 Sy TN iZ A “SAMEORIGIN” &0 55 1 s i B FF . “X-Frame” T A] DA
BN R AT N T B & AT i A 28 FHAE AN AT iiip . “DENY” iETife 22 4, wlBhik
I O R R AT AR A

HRIX—2Z4 I 25 E, 15 L: https://owasp.org/www-community/attacks/Clickjacking .
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https://www.theverge.com/2020/7/20/21331499/coinbase-twitter-hack-elon-musk-bill-gates-joe-bid

en-bitcoin-scam.
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https://owasp.org/wwwcommunity/controls/Certificate_and Public Key Pinning.
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HEMEEE (CEP/CTO) HRIIH .
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VRN B DL R

https://www.ledger.com/how-to-properly-secure-cryptocurrencies-exchanges/ .
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https://threatpost.com/practical-guide-zero-trustsecurity/151912/.
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3.2.16 =REZFZERY
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® https://www.google.com/url?sa=t&source=web&rct=j&url=https://www.forbes.com/sites/jeffka

uflin/2019/09/05/lloyds-of-london-aon-and-others-poised-to-profit-fromcryptocurrency-hacker-
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® https://www.binance.com/en/blog/421499824684900373/Liquidation--Insurance-Funds-How-T

hey-Work-and-Why-They-Are-Important-to-CryptoDerivatives-Part-2.
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® https://www.hedgeweek.com/2020/06/04/286220/crypto-exchanges-and-investmentsfirms-g-i

nsurance-challenges-says-evertas.

® https://news.bitcoin.com/the-difference-between-custodial-and-noncustodialcryptocurrency-se

rvices/#:~:text=Custodial%20cryptocurrency%20services%20include%20most,your%20assets%2

Owithin%20their%20system.
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#:~:text=Insurance%20giant%20Lloyd%275%200f%20London,price%20changes%200f%20crypto

%20assets.
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® https://www.bitcoin.com/get-started/setting-up-your-own-cold-storage-bitcoin-wallet.

® https://www.coindesk.com/crypto-com-lands-record-360m-insurance-cover-for-offlinebitcoin-v

aults.

® https://www.google.com/url?a=t&source=web&rct=j&url=https://www.forbes.com/sites/jeffka

uflin/2019/09/05/lloyds-of-london-aon-and-others-poised-to-profit-fromcryptocurrency-hacker-

insurance/amp/&ved=2ahUKEwikh|-7-OfrAhVzqHEKHX3wBNsQFjALegQIARAB&usg=A0OvVaw1lhD

4nkg9JNgJuCSenbhvPM&ampcf=1,

® https://www.google.com/url?sa=t&source=web&rct=j&url=https://www.financemagnates.com/

cryptocurrency/exchange/bittrex-scores-300-million-in-crypto-insurance-from-lloydsof-london/a

mp/&ved=2ahUKEwikhl-7-OfrAhVzgHEKHX3wBNsQFjAOegQIBBAB&usg=AOvVaw2re y6NQv5rL
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® https://www.coindesk.com/lloyds-backs-new-crypto-hot-wallet-insurance-scheme-fromcoincov

€ero

®  https://link.springer.com/chapter/10.1007/978-3-030-57805-3 4.

® https://coincentral.com/bitcoin-insurance-policies/ -

®  https://news.bitcoin.com/how-to-use-multisig-to-keep-your-coins-ultrasafe/#:~:text=Multi%2Ds

ignature%2C%200r%20multisig%2C,has%20applications%20for%20end%2Dusers.(v)https://ww

w.google.com/amp/s/cointelegraph.com/news/civicwallet-now-offers-1m-fdic-like-insurance-for

-crypto/amp.
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® https://www.binance.com/en/blog/421499824684900916/Cryptosafe-Alliance-Bringing-Better-

Security-for-the-Crypto-Industry.

® www.cryptosafe.org.
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https://www.Ohub.com/blog/crypto-exchange-risk-management#:~:text=Any%20exchange%20deals

%20with%20financial,market%20risks%20for%20their%20owners.
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® https://news.bitcoin.com/drawbacks-of-cryptocurrency-exchanges-how-non-custodialservices-a
re-the-solution/.
®  https://crypto.com/en/security.html.
® https://www.sciencedirect.com/science/article/pii/B9780124199675000053 .
® https://aws.amazon.com/security/.
®  https://www.investopedia.com/terms/c/chief-technology-officer.asp.
®  https://www.roberthalf.co.nz/our-services/finance-accounting/cfo-jobs.
®  https://resources.workable.com/coo-job-description.
® https://resources.workable.com/coo-job-descriptions
®  https://whatis.techtarget.com/definition/Computer-Security-Incident-Response-Team-CSIRT
® https://www.bmc.com/blogs/ciso-chief-information-security-officer/.
®  https://www.synopsys.com/blogs/software-security/secure-sdlc/-
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® https://www.secureworldexpo.com/industry-news/cryptocurrency-exchange-cybersecurity .

® https://www.securitymagazine.com/articles/87925-how-to-evaluate-your-securitysystems-cyber

-lSo

® https://www.securitymagazine.com/articles/87925-how-to-evaluate-your-securitysystems-cyber

-risk o

® https://hacken.io/research/researches-and-investigations/top-100-crypto-exchangesaccording-t

o-the-cer-cyber-security-score-css/.

® https://hacken.io/wp-content/uploads/2019/07/100-Exchanges-CSS-Report.pdf.
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® https://web.mit.edu/rhel-doc/4/RH-DOCS/rhel-sg-en-4/s1-sgs-ovcontrols.html#:~:text=1.2.,-1.&
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® https://www.redteamsecure.com/services/penetration-testing/cryptocurrencypenetration-testi

ng/

® https://www.redteamsecure.com/blog/4-key-cryptocurrency-security-measures-are-youfollowin

g-them.

® https://www.sciencedirect.com/science/article/pii/B9780124199675000089 .

® https://www.sciencedirect.com/science/article/pii/B9780124160071000133.

® https://www.upguard.com/blog/attack-vector,
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® https://content.boonedam.us/pillar/making-physical-security-part-of-cybersecurity-bestpractice
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® https://www.securitymagazine.com/articles/92518-the-need-for-cybersecurity-andphysical-secu
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rity-convergence.

® https://www.sans.org/reading-room/whitepapers/physical/physical-securityimportant-37120.

® https://www.energy.gov/sites/prod/files/2018/01/f46/cyber securing facilities.pdf.

®  https://facilityexecutive.com/2020/08/cyberattacks-cybersecurity-and-facilities-systems/amp/.

®  https://searchsecurity.techtarget.com/definition/access-control?amp=1,

® https://www.officespacesoftware.com/blog/5-ways-facilities-managers-can-helpstrengthen-cyb

ersecurity.

® https://safetymanagementgroup.com/facility-access-is-a-critical-component-of-safety/.
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®  htips://store.hp.com/us/en/tech-takes/top-5-uses-for-workstation-laptops.

®  https://www.britannica.com/technology/workstation .

® https://smallbusiness.chron.com/desktop-pc-vs-workstation-47069.html .

® https://www.constructionbusinessowner.com/technology/how-select-right-workstationyour-co
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® https://www.darkreading.com/vulnerabilities---threats/enterprise-hardware-still-vulnerableto-

memory-lane-attacks/d/d-id/1336921? mc=rss x drr_edt aud dr x x-rss-simple.

® https://en.m.wikipedia.org/wiki/DMA attack.

® https://zephyrnet.com/enterprise-hardware-still-vulnerable-to-memory-lane-attacks/

®  https://eclypsium.com/2020/01/30/direct-memory-access-attacks/ -

® https://web.mit.edu/rhel-doc/4/RH-DOCS/rhel-sg-en-4/ch-wstation.html.

® https://en.m.wikipedia.org/wiki/Personal firewall(vii)https://www.cmu.edu/iso/governance/gui

delines/appropriate-use-admin-access.html.
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® https://digitalguardian.com/blog/what-device-control-device-control-definition .
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