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Q? %,,ﬁj\/ﬁﬂgﬁ 1. Major Security Misconfiguration Impacting ServiceNow Instances
Discovered
& B https://appomni.com/press_release/2022-major-security-misconfig
uration-impacting-servicenow-and-other-saas-instances-discovered
Q? HE i /Major Security Misconfiguration Impacting ServiceNow and Other
SaaS Instances
Q? {% St /ﬂiﬁg Discoveredhttps://appomni.com/resources/aolabs/appomni-discov
Q? ers-security-misconfiguration-impacting-servicenow/ServiceNow
;}E@@E&'% Shared Security Model and Access Control Information
Q? https://support.servicenow.com/kb?id=kb_article view&sysparm
AR+ T article=KB1095978ServiceNow releases guidance on Access Control

List misconfigurations

https://www.zdnet.com/article/servicenow-releases-guidance-on-a

ccess-control-list-misconfigurations-after-report-highlights-prevalen

ce/

2. UnderstandingHowFacebookDisappearedfromthelnternet

https://blog.cloudflare.com/october-2021-facebook-outage/Updat

e about the October 4th outage
https://engineering.fb.com/2021/10/04/networking-traffic/outage/
More details about the October 4 outage
https://engineering.fb.com/2021/10/05/networking-traffic/outage-
details/Why Facebook, Instagram, andWhatsApp AllWent
DownToday

https://www.wired.com/story/why-facebook-instagram-whatsapp-

went-down-outage/

3. Report:SoftwareCompaniesExposedtoHackinginMajorData
Breachhttps://www.vpnmentor.com/blog/report-microsoft-dynami

cs-leak/

M i1
4. Report:HotelReservationPlatformLeavesMillionsofPeople Exposed
in Massive Data Breach

https://www.websiteplanet.com/blog/prestige-soft-breach-report/

Leaky AWS S3 bucket once again at centre of data breach
https://www.computerweekly.com/news/252491842/Leaky-AWS-S

3-bucket-once-again-at-centre-of-data-breach

5. Unsecured-aws-server-exposed-airport-employee-records-3tb-in-da

tahttps://www.zdnet.com/article/unsecured-aws-server-exposed-ai

rport-employee-records-3tb-in-data/

6. https://www.zdnet.com/article/amazon-steps-in-to-close-exposed-f

lexbooker-bucket-after-december-data-breach/
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Incident Overview & Technical Details
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IndependenceDay:REvilusessupplychainexploittoattack hundreds
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%’{ﬁ\,ﬁigﬁ 1.1 always call them glue bugs, | think | got that from you!
https://twitter.com/taviso/status/1379447309864345602

B 2. AnExplorationoflSONInteroperabilityVulnerabilities

https://bishopfox.com/blog/json-interoperability-vulnerabilities

Tﬁﬁﬁﬁ 3. Log4Shell:RCEO-dayexploitfoundinlog4j2,apopularava logging

packagehttps://www.lunasec.io/docs/blog/log4j-zero-day/
fﬁhﬁﬁﬁﬁg 4. ANewAttackSurfaceonMSExchangePart1-ProxyLogon!

https://blog.orange.tw/2021/08/proxylogon-a-new-attack-surface-o

Tﬁéﬁﬂﬁ% n-ms-exchange-part-1.html

5. AdeepdiveintoanNSOzero-clickiMessageexploit:Remote Code
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2. Using Microsoft for the Solarwinds hack
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5. Volkswagen and Audi customer’s data leakage

https://www.bleepingcomputer.com/news/security/audi-volkswagen

-data-breach-affects-33-million-customers/
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1. 2021 marks another record year for security vulnerabilities

https://www.techrepublic.com/article/2021-marks-another-record

-year-for-security-vulnerabilities/

2. Cost of Data Breach Report (IBM)

https://www.ibm.com/security/data-breach
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Cybersecurity vulnerabilities and their business impact

https://www.verizon.com/business/resources/articles/s/cyber-sec

urity-vulnerabilities-and-their-business-impact

4. MitigatingLog#ShellandOtherLog4j-RelatedVulnerabilities

https://www.cisa.gov/uscert/ncas/alerts/aa21-356a

5. ThelnternetisonFirehttps://www.wired.com/story/log4j-flaw-hacki

ng-internet/

6. Ransomware attacks are increasingly exploiting security

vulnerabilties

https://www.techrepublic.com/article/ransomware-attacks-are-inc

reasingly-exploiting-security-vulnerabilities/

7. Top Routinely Exploited Vulnerabilities

https://www.cisa.gov/uscert/ncas/alerts/aa21-209a

8. What are the different types of vulnerabilities?

https://www.packetlabs.net/types-of-vulnerabilities/
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1.2022 Cloud Security Threats report

https://www.wiz.io/ty/2022-cloud-security-threats-report

2.Unsecured Elasticsearch server breached in eight hours flat

https://www.computerweekly.com/news/252484365/Unsecured-ElasticSearch-server

-breached-in-eight-hours-flat

3.How much does a data breach cost?

https://www.ibm.com/security/data-breach

4.A cloud misconfiguration exposed 23M records of over 60K users
containingemails,usernames,socialnetworkID,andplayerdataon

thewehttps://portswigger.net/daily-swig/online-gaming-platform-vip-games-exposes-

23-million-data-records-on-misconfigured-server
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8.AmazonstepsintocloseexposedFlexBookerbucketafterDecember databreach

https://www.zdnet.com/article/amazon-steps-in-to-close-exposed-flexbooker-bucket-

after-december-data-breach/
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