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Control Title Control ID Updated Control Specification
5 Bl S BB R SR I A

Audit & Assurance - A&A Fit&{R[E

Establish, document, approve, communicate, apply, evaluate and maintain audit and assurance policies and procedures and standards. Review and update the policies and

Audit and Assurance Policy and Procedures A&A-01 procedures at least annually.

o R (1 5 W o s - ST o W, U, W e o
Wit SRR R BN itk M. V. BT SEARIAES TR RBA . MU AR, AR ARV 5T A 7 I S AR,
Independent Assessments A&A-02 Conduct independent audit and assurance assessments according to relevant standards at least annually.
VAR FEED IR, MR RARAESEAT BSL B THFI R PPAG
Risk Based Planning Assessment A&A-03 Perform independent audit and assurance assessments according to risk-based plans and policies.
T USRIVl AR T XU 10 T I A1 S W P T 200 1) B T AT R UE PRAG
Requirements Compliance A&A-04 Verify compliance with all relevant standards, regulations, legal/contractual, and statutory requirements applicable to the audit.

AR WUERF& BT & T o U AR RARAE . R R TR A s ok
AR
Define and implement an Audit Management process to support audit planning, risk analysis, security control assessment, conclusion, remediation schedules, report generation,

Audit Management Process A&A-05 and review of past reports and supporting evidence.

A =2 i A R A SR TR e o N > . NS N N . SN
HITERLE SESCRSSME R TH BT, LASCRF TR AT S S RblVP Al . 4598, RMRGHRL TR AR, LU L 2 4R RO SR o 75
. Establish, document, approve, communicate, apply, evaluate and maintain a risk-based corrective action plan to remediate audit findings, review and report remediation status to
Remediation
P A&A-06 relevant stakeholders.

For, il etk VEiE. S PRAEAZES SR T RS A IEAT AR, DMEIEE VI, o I A SR S A DGR IR S IR
Application & Interface Security - AIS NMAREFMEOZE

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for application security to provide guidance to the appropriate planning,

Application and Interface Security Policy and delivery and support of the organization's application security capabilities. Review and update the policies and procedures at least annually.

Procedures AIS-01 o W A A e 1 FE L [ e A S U R FE R < R b b P NS N T
7 R 11 22 4 S0 RIS %;L\ ok, b, V. HIEL PR SRR PR e SRS RAR, OV RN HIAR P 2 A RE DT G R . SEATRISZ R LR e A A2 — DT RN BT A W R SR A
Application Security Baseline Requirements AlS-02 Establish, document and maintain baseline requirements for securing different applications.
IR P 22 A R e 7 oK S ACSRANGEAR GRAP AN 7] B FH FE e SR 5K
Application Security Metrics AlS-03 Define and implement technical and operational metrics in alignment with business objectives, security requirements, and compliance obligations.
N FHRR 22 A b AN ST HbRy ZAETRMEM LS, & UL HHARFIZAT 45

Secure Application Design and Development Define and implement a SDLC process for application design, development, deployment, and operation in accordance with security requirements defined by the organization.

SRR 2 B RIF R AIS-04 gigmse Vi AmR, eGSR, TR, WERIZ{HSDLCILE
Implement a testing strategy, including criteria for acceptance of new information systems, upgrades and new versions, which provides application security assurance and
Automated Application Security Testing AIS-05 maintains compliance while enabling organizational speed of delivery goals. Automate when applicable and possible.
SRz AN s e el R SRS, BERE S RG . FHRAFNAR BN, AR AL T R AR I e A ORI, JFAESEBLAA S AT U B AR (K Rl CREFE ML . EEFRAF Rt m T, A3h
e
Automated Secure Application Deployment AIS-06 Establish and implement strategies and capabilities for secure, standardized, and compliant application deployment. Automate where possible.
H BN 7 22 4 i A BRAEAC AT B S P AR PP 0 SL AN SEHE R AN RE /7. SR T RE B Bk
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Application Vulnerability Remediation AIS-07 Define and implement a process to remediate application security vulnerabilities, automating remediation when possible.
Rz IRiAE S T P SME SN AR 2 A= S tE it 72, JFAE T RERT B BB .

Business Continuity Management and Operational Resilience - BCR MV45-3E 48 1t 45 B M35 8 i itk

Business Continuity Management Policy and Establish, document, approve, communicate, apply, evaluate and maintain business continuity management and operational resilience policies and procedures. Review and
Procedures BCR-01 update the policies and procedures at least annually.
b 4% 3 45 ek A L S S R AR FESEL JARY. k. VIl IR VPARRNZE G 55 S RS SR SR RS o A 2/ B AR B A ) ) SR R ¢
Risk Assessment and Impact Analysis BCR-02 Determine the impact of business disruptions and risks to establish criteria for developing business continuity and operational resilience strategies and capabilities.
PRSP A RTS8 43 BT 52 b 55 v T AR RIS, DA RO 55 EE SR A F1IZ 8 S50 SRR A0 B 0 g Sr b
Business Continuity Strategy BCR-03 Establish strategies to reduce the impact of, withstand, and recover from business disruptions within risk appetite.

b 45 1 B S T PR (R 700 B P S S R, DARIZD o SIRARVRI PR 52 55 v B PR 52
Establish, document, approve, communicate, apply, evaluate and maintain a business continuity plan based on the results of the operational resilience strategies and

Business Continuity Planning BCR-04 capabilities

I RN T M VIR BIR. DRI T IR P SN AR A7 A SR R
D . Develop, identify, and acquire documentation that is relevant to support the business continuity and operational resilience programs. Make the documentation available to
ocumentation ] . .
RO BCR-05 authorized stakeholders and review periodically.
TR AR5 SRR 55 S AE B S T RIAH SRRSO o B S SRR SR A B M e A G, s e .
Business Continuity Exercises BCR-06 Exercise and test business continuity and operational resilience plans at least annually or upon significant changes.
b 55 S 1 5 ) B/DRRE B E R TR, XS5 I AN IS S R AT AN T
Communication BCR-07 Establish communication with stakeholders and participants in the course of business continuity and resilience procedures.
peapiil FEM 55 S A AR B A v 5 R 2 A 6 RN 2 5 38 @i
Backup BCR-08 Periodically backup data stored in the cloud. Ensure the confidentiality, integrity and availability of the backup, and verify data restoration from backup for resiliency.
& SE N AFAETE = P B . B ORS INLE M SR R o8 T I, SRRSO IR R .
. Establish, document, approve, communicate, apply, evaluate and maintain a disaster response plan to recover from natural and man-made disasters. Update the plan at least
Disaster Response Plan S
] BCR-09 anr?ually or upon §|g(1|f|cant changes. 8 : ) i ‘
x HL. ds. . Vil R PP AR SRR R R, BLUNEARFIN R E PR . BRI, B R SR B
Response Plan Exercise BCR-10 Exercise the disaster response plan annually or upon significant changes, including if possible local emergency authorities.
i 7 )5 = B BUR A AR I R R R TR, AR TTRE, A R R T AL
Equipment Redundancy BCR-11 Supplement business-critical equipment with redundant equipment independently located at a reasonable minimum distance in accordance with applicable industry standards.
WHILR HRAEE FH AT bR, PRS- B A S5 /N IR B8 1 TU AR 1A 4% T8 R 25 1 46 o

Change Control and Configuration Management - CCC 2% 5 # i flic & &5 3

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for managing the risks associated with applying changes to organization

assets, including application, systems, infrastructure, configuration, etc., regardless of whether the assets are managed internally or externally (i.e., outsourced). Review and
CCC-01 update the policies and procedures at least annually.

BESLL s fHEL Vi, NI VPR ANLEYH TR B B SRS R, v B A AR S U A DG A, SRR . RS, FERNGHE. BCESE, OV ORTE i B

ERIEANFE R (RIAMD) o B AR ST A ) 1 SRR R .

Change Management Policy and Procedures
7R T T SRR A

Quality Testing
Jo &R

Follow a defined quality change control, approval and testing process with established baselines, testing, and release standards.

CCC02 vl i A bl M AR AE, L CL s 2t WA Ao A
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Change Management Technology

REEIHAR

Unauthorized Change Protection

RESZBUI A HE RS

Change Agreements
AR Y

Change Management Baseline
A LA

Detection of Baseline Deviation

FEL 2 A

Exception Management
ol 41 2R

Change Restoration

WA

Procedures
WA N A R SRS SR

CEK Roles and Responsibilities
ALY NE S EHEHE & TUE

Data Encryption
Kotz

Encryption Algorithm
s S

Encryption Change Management
AR B A B

Encryption Change Cost Benefit Analysis
IR AR B PR AR 28 S A

©2021 Z %A H R XA

CCcC-03

CCC-04

CCC-05

CCC-06

CCcC-07

CCC-08

CCcC-09

CEK-01

CEK-02

CEK-03

CEK-04

CEK-05

CEK-06

Manage the risks associated with applying changes to organization assets, including application, systems, infrastructure, configuration, etc., regardless of whether the assets are
managed internally or externally (i.e., outsourced).
JE AR A P AR OR A B B AR B AR DGR K, AR AR . R, FEREALH . BUESE, O AR B AL AN B (RIS .

Restrict the unauthorized addition, removal, update, and management of organization assets.
WA IR, REREARMN. MR, FEHREIA LT,

Include provisions limiting changes directly impacting CSCs owned environments/tenants to explicitly authorized requests within service level agreements between CSPs and
CSCs.

X T B R AL IR A S, A SRS IR BER (CSP) gy (CSC) MRS AKPHh s, ZaSIREI %R, CLHHRBGEK .

Establish change management baselines for all relevant authorized changes on organization assets.
XA SV 7 AR SE AU S AR S B

Implement detection measures with proactive notification in case of changes deviating from the established baseline.

LR S BRI, FEAE A B BE e SRR KA AU R 5

Implement a procedure for the management of exceptions, including emergencies, in the change and configuration process. Align the procedure with the requirements of GRC-
04: Policy Exception Process.
FEASEANRC B A b S — M PIAMEBE (BIEEREI) - ZMIES GRC-04: HEng il b R I Z R — B,

Define and implement a process to proactively roll back changes to a previous known good state in case of errors or security concerns.
S SOHFSEEIERE, 7EARSE A R B A 1) R R B LR, I RGIRS IR F) E— AT RAPIRAS .

Cryptography, Encryption & Key Management ZE%, #5545

Encryption and Key Management Policy and

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for Cryptography, Encryption and Key Management. Review and update the
policies and procedures at least annually.
Hl5E . o fHE. B BIH . PRARRNGER RTINS R B PR SR SRR . ZE DA A S R R AR

Define and implement cryptographic, encryption and key management roles and responsibilities.
& SOFSETEE RS N S5 E P A B R ST .

Provide cryptographic protection to data at-rest and in-transit, using cryptographic libraries certified to approved standards.

LR AEAE RS (5% P, ushaS A fin b 10 £ e s ms fra

Use encryption algorithms that are appropriate for data protection, considering the classification of data, associated risks, and usability of the encryption technology.
2 FEMUE /3 AR R R AN BT A, 338 & 00 ORI o 5%

Establish a standard change management procedure, to accommodate changes from internal and external sources, for review, approval, implementation and communication of
cryptographic, encryption and key management technology changes.

ST ARER AT B BAAE, CUERIR H A AISMRAARTE, T oA b, ST ALERERD Y I S BRI AE

Manage and adopt changes to cryptography-, encryption-, and key management-related systems (including policies and procedures) that fully account for downstream effects of
proposed changes, including residual risk, cost, and benefits analysis.
FIACR X E . NE S HEAEEERRSG (RS NED) WRE, DASH R SURE N NI, GFRRAR KR AR 54T -
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Encryption Risk Management

e XURS: B

CSC Key Management Capabiility

CSCHHE HAE

Encryption and Key Management Audit

0 A A

Key Generation

EHE

Key Purpose
EHIH&

Key Rotation
TR

Key Revocation

R RR

Key Destruction
B

Key Activation
I

Key Suspension
EYIfFIE

Key Deactivation
T

Key Archival
AR

Key Compromise

EaEhile

©2021 Z %A H R XA

CEK-07

CEK-08

CEK-09

CEK-10

CEK-11

CEK-12

CEK-13

CEK-14

CEK-15

CEK-16

CEK-17

CEK-18

CEK-19

Establish and maintain an encryption and key management risk program that includes provisions for risk assessment, risk treatment, risk context, monitoring, and feedback.
FESLIFEY — AN R P B KRR, AR KT Al . XU ARER . R ORID . M40 S 05t PR E

CSPs must provide the capability for CSCs to manage their own data encryption keys.
ZIREARMER (CSP) M4UN% f (CSC) HRULAHE [ CLIIEIE g % 4A I RE /) o

Audit encryption and key management systems, policies, and processes with a frequency that is proportional to the risk exposure of the system with audit occurring preferably
continuously but at least annually and after any security event(s).
HIPMEMEHERRSG . KSR NIRS RGN R RERRERIELL, SRR ELIT, HEDGFE K, FHFEEMZEESEIET.

Generate Cryptographic keys using industry accepted cryptographic libraries specifying the algorithm strength and the random number generator used.
{ERATI NPT RS (590 FEAR RN a4, Fia e 10 B RVAE FH (0 Bl LS Bl

Manage cryptographic secret and private keys that are provisioned for a unique purpose.
AR R FH 38 T o % ) B AL

Rotate cryptographic keys in accordance with the calculated cryptoperiod, which includes provisions for considering the risk of information disclosure and legal and regulatory
requirements.
F TS S B, P ELAE S R AR B R R AT A e R ML

Define, implement and evaluate processes, procedures and technical measures to revoke and remove cryptographic keys prior to the end of its established cryptoperiod, when a
key is compromised, or an entity is no longer part of the organization, which include provisions for legal and regulatory requirements.
SE v AT RVEAL 7E B 5E RN 85 1 5 R AT . 7R 25 MBS I BAE S — SEUOR PR A UM — 300 I, JOH Ze M BR B85 I R . MURR AN BORS Mt L v G 4R VE AR M R I e

Define, implement and evaluate processes, procedures and technical measures to destroy keys stored outside a secure environment and revoke keys stored in Hardware
Security Modules (HSMs) when they are no longer needed, which include provisions for legal and regulatory requirements.
T v AT R Ali B S5 i 7 A 22 G B BE 2 A 1 8 R AN 7 5 I JRUAH o A7 R B 1 22 B P I B RO R . R RN, L P B AN I SR e

Define, implement and evaluate processes, procedures and technical measures to create keys in a pre-activated state when they have been generated but not authorized for
use, which include provisions for legal and regulatory requirements.

SE S PAT AV 7R 55 8 O A B ER PR AU N, FE TS IRAS T AR e SRR AR . AR AR i, e rh SRR A I A ZR e

Define, implement and evaluate processes, procedures and technical measures to monitor, review and approve key transitions from any state to/from suspension, which include
provisions for legal and regulatory requirements.
FE S BATAIPRAG I A 2 AL P MAE DRSS BN (RS B R B I S 1 . R ANEOR S I, e R A i i Rk e

Define, implement and evaluate processes, procedures and technical measures to deactivate keys at the time of their expiration date, which include provisions for legal and
regulatory requirements.
E X PATFNTALLEZ RN = B TR . RRABORAG MG, e op GRVE A R e .

Define, implement and evaluate processes, procedures and technical measures to manage archived keys in a secure repository requiring least privilege access, which include
provisions for legal and regulatory requirements.
S S AT RIPP A 2 5 B SR AR PR v ) A1) 22 A A7 vp IR B AR I AR IR AR RS, b B R VE B I R B

Define, implement and evaluate processes, procedures and technical measures to use compromised keys to encrypt information only in controlled circumstance, and thereafter
exclusively for decrypting data and never for encrypting data, which include provisions for legal and regulatory requirements.

SE X AT AT Al AAE 52 P2 15 00 A Pk 2 s 145 SR AT N s, R e U T X Bt AT s, 2 T B AT I il A R AR F i, e rh BRI AT R
FE .
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Key Recovery
T

Key Inventory Management
I AL

CEK-20

CEK-21

Define, implement and evaluate processes, procedures and technical measures to assess the risk to operational continuity versus the risk of the keying material and the
information it protects being exposed if control of the keying material is lost, which include provisions for legal and regulatory requirements.
TE S BATRIPRAG 72 2% 220 3 SRR RO FE Iy, b 55 TR G IR 5 3 IRE SO AR AP A5 B 2R 8 AR B A . URE N BOR i, 3 A QTR R A SR AR o

Define, implement and evaluate processes, procedures and technical measures in order for the key management system to track and report all cryptographic materials and
changes in status, which include provisions for legal and regulatory requirements.
€ S BATRIPPAL %5 91 B R G e 08 BRIESRIR 35 BT 25 T AR AR R A I 2 IR ARSI, e B RR VR B A I 2R R e

Datacenter Security - DCS ¥ &4

Off-Site Equipment Disposal Policy and Procedures
b B IR H1 I SRS RS

Off-Site Transfer Authorization Policy and Procedures

I AMERIRA NS AT

Secure Area Policy and Procedures
2 4 XSRS R

Secure Media Transportation Policy and Procedures

LA WA SRS AR

Assets Classification
By gk

Assets Cataloguing and Tracking
By R HERER

Controlled Access Points
&t YN

Equipment Identification
BRI

Secure Area Authorization
LA XA

Surveillance System
RS

©2021 Z %A H R XA

DCS-01

DCS-02

DCS-03

DCS-04

DCS-05

DCS-06

DCS-07

DCS-08

DCS-09

DCS-10

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the secure disposal of equipment used outside the organization's
premises. If the equipment is not physically destroyed a data destruction procedure that renders recovery of information impossible must be applied. Review and update the
policies and procedures at least annually.

HESLL idsk. k. V. RIF L VPR T2 A B T DLAMBL A B SRR AR . I SRR R R A B, W AR P R B B, (R ETREIRE . R
AR A ] 1 SRS FIURE

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the relocation or transfer of hardware, software, or data/information to an
offsite or alternate location. The relocation or transfer request requires the written or cryptographically verifiable authorization. Review and update the policies and procedures at
least annually.

HESLL idsk. k. V. SR VPARANZESF TREAR . B0 B (E B AROT B B 5 41 B AL L SRR AR . OT B R B4 Sh 2 A U S S THI BT 0 56 U A HRAL
o B/ YRR R B A E 1 SRS RO

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for maintaining a safe and secure working environment in offices, rooms, and
facilities. Review and update the policies and procedures at least annually.
BESTL s fHEL ViR, N VRAEANLE T TR AE L BRI AN GO Y 4R 22 A TAEM B SR R . AR — YRR A AT A | 0 SN IR o

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the secure transportation of physical media. Review and update the
policies and procedures at least annually.
FERVANSR e NI |1 01 AN i I S N T 12 £ TS R e S i /B ik e S L D e R N S G R W b AU VS W

Classify and document the physical, and logical assets (e.g., applications) based on the organizational business risk.
HRAE AL 55 KU ) BEFN SRR B 7 () n S AR PP ) BEAT 2 R AT 3%

Catalogue and track all relevant physical and logical assets located at all of the CSP's sites within a secured system.
LFIFRERRF — AN 22 RGP A LT = RS PR BER b s 10 B Y B A 48 5

Implement physical security perimeters to safeguard personnel, data, and information systems. Establish physical security perimeters between the administrative and business
areas and the data storage and processing facilities areas.
S AL S MRS B BURAE B RS T TR X ORI 5% DX 3 LA B e A7 i DX S0 4 AL B X A (B g s B 22 4 Bt

Use equipment identification as a method for connection authentication.

5 FH BE AR IR IE B B 0 A T

Allow only authorized personnel access to secure areas, with all ingress and egress points restricted, documented, and monitored by physical access control mechanisms.
Retain access control records on a periodic basis as deemed appropriate by the organization.
FA AN BV 1) 22 A X 3, @I E s [ 4 d AL A R A C SORMERLRTA N CURTH o 4% SR AR B U il Pl e 3

Implement, maintain, and operate datacenter surveillance systems at the external perimeter and at all the ingress and egress points to detect unauthorized ingress and egress
attempts.
FESMERL S LA N AT R s e g i 8l oo LR 58, DS IR E SR A 221K
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Unauthorized Access Response Training DCS-11 Train datacenter personnel to respond to unauthorized ingress or egress attempts.
AR 16 W] L5 1] FE VN B o O N SR LA AL N 22K

Define, implement and evaluate processes, procedures and technical measures that ensure a risk-based protection of power and telecommunication cables from a threat of
DCS-12 interception, interference or damage at all facilities, offices and rooms.

S St VPEERR . RRABORE I, DUBRORAT A Bt A B IR AE B B T KR MRS, AR 2R, T IR -

Cabling Security
Tk a4

Implement and maintain data center environmental control systems that monitor, maintain and test for continual effectiveness the temperature and humidity conditions within

Environmental Systems DCS-13 accepted industry standards.

MR ARE e S G T N . S e e - i ] T 4t |l e s ol
HRRG SR AES HE A PR SR R G, DA L AR R AN BE ] (R A A b SRR v DA S A ) A R A
Secure Utilities DCS-14 Secure, monitor, maintain, and test utilities services for continual effectiveness at planned intervals.
ZA N IR eI A FFE G 224, BRI RE IR L RR R AR 55
Equipment Location DCS-15 Keep business-critical equipment away from locations subject to high probability for environmental risk events.
WA E RSB 55 B A B AR ) R AE IR B R B S A AL

Data Security and Privacy Lifecycle Management - DSP #(#% 22 &FFEFALE & B e 8

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the classification, protection and handling of data throughout its lifecycle,

Security and Privacy Policy and Procedures DSP-01 and according to all applicable laws and regulations, standards, and risk level. Review and update the policies and procedures at least annually.
24 RARISIE T HRAE A G VA EE R ARAE R AR S 2, A7, ddsk. fbdE. Vi, BIF . VRAN AN SR AR 2 B A A d AT O R AT R ORAPRTAL B R SR AR . A/ D AR T AR
S AR AR .
Secure Disposal DSP-02 Apply industry accepted methods for the secure disposal of data from storage media such that data is not recoverable by any forensic means.

ZAAbE JSEFIE FE A B T 20k 2 A A BATAE A BT R B (R TR R T HOE T B R L

Data Inventory Create and maintain a data inventory, at least for any sensitive data and personal data.

Mg i DSP-03 oy nsteiy— /5 R AR A A S 0 B .
Data Classification DSP-04 Classify data according to its type and sensitivity level.
Bl 7> 2% R B0 218 2 A0 SRR B B AT 4 2

Create data flow documentation to identify what data is processed, stored or transmitted where. Review data flow documentation at defined intervals, at least annually, and after

Data Flow Documentation DSP-05 any change.

SUE QUSRI SCRS, AT A RTA AL . 7 SRk AR . AL MM IR, 94, DURAEAE M T2 R, o AR SO
Data Ownership and Stewardship DSP-06 Document ownership and stewardship of all relevant documented personal and sensitive data. Perform review at least annually.
HH A BRI AL TSR PTA AR ST A AT 1 i G AU Bl DR EAT — IR &
Data Protection by Design and Default DSP-07 Develop systems, products, and business practices based upon a principle of security by design and industry best practices.
B FIBRAE I R A HRAE vk 22 AT R A B, PR RS 7= Al 55 Sk

Develop systems, products, and business practices based upon a principle of privacy by design and industry best practices. Ensure that systems' privacy settings are configured
DSP-08 by default, according to all applicable laws and regulations.

MR BT BRI AT R S, PR RS AL S ek, URITAIEREREN, MR RGMFAL B EBARE .

Data Privacy by Design and Default
BT ABRIA SRR

Conduct a Data Protection Impact Assessment (DPIA) to evaluate the origin, nature, particularity and severity of the risks upon the processing of personal data, according to any
DSP-09 applicable laws, regulations and industry best practices.
HRAEAT 738 FH 030 . HAIAT Ml o A S B AT B (R U AP £ (DPIA) KPP A R ERAN N BCHB I XU AR . R ek e A ™ 4

Data Protection Impact Assessment

HA R S VA

Define, implement and evaluate processes, procedures and technical measures that ensure any transfer of personal or sensitive data is protected from unauthorized access and
DSP-10 only processed within scope as permitted by the respective laws and regulations.

SE S AP R . UREAN BRI, LA DR AN N SIS 72 A% i b AN 32 R 19 9 FLAUFE AR DA AT ¥ A3 B N A B

Sensitive Data Transfer

BUREA A
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Personal Data Access, Reversal, Rectification and

Deletion
AN NEHETI, W, AIEFNER

Limitation of Purpose in Personal Data Processing

AN AR EL ) BRI

Personal Data Sub-processing

AN Eds 740

Disclosure of Data Sub-processors
A T AL H

Limitation of Production Data Use

A7 B P PR

Data Retention and Deletion

HOH OR B AN B

Sensitive Data Protection

BUSHAR RS

Disclosure Notification
R S

Data Location

Ko B

Governance Program Policy and Procedures
YEELTHRI SR B AR ST

Risk Management Program
Plioaegiity il

Organizational Policy Reviews
YT NE A

Policy Exception Process

SR A AP AR

©2021 Z %A H R XA

DSP-11

DSP-12

DSP-13

DSP-14

DSP-15

DSP-16

DSP-17

DSP-18

DSP-19

GRC-01

GRC-02

GRC-03

GRC-04

Define and implement, processes, procedures and technical measures to enable data subjects to request access to, modification, or deletion of their personal data, according to
any applicable laws and regulations.
HRAEAEATIEF FVEAERL, & OISR R . AR AR ARSI, DMEEE A REOE T RV« A8 el B A N2k

Define, implement and evaluate processes, procedures and technical measures to ensure that personal data is processed according to any applicable laws and regulations and
for the purposes declared to the data subject.
FE X SEHEFIVPATE AR RO ARSI, DURA OR AN N BSOS (0 Ab B A5 A AT AT FH R0 R 1) 5000 4 75 B B E i

Define, implement and evaluate processes, procedures and technical measures for the transfer and sub-processing of personal data within the service supply chain, according
to any applicable laws and regulations.
FRIBAT AT IE I P EARE R, 58 S St A PP AR 25 A B 9 A N B A A0 7 A B i P2 . R AN AR A T

Define, implement and evaluate processes, procedures and technical measures to disclose the details of any personal or sensitive data access by sub-processors to the data
owner prior to initiation of that processing.
&S SEREAPPAL AR . MR AR i, FEBURIF AR AL B BT, 1RO TG R A B U A AN N BRI 1 VAR (S B

Obtain authorization from data owners, and manage associated risk before replicating or using production data in non-production environments.

FE A AR P BRI e S B A R 2 A, VSRR TR R R AR R .

Data retention, archiving and deletion is managed in accordance with business requirements, applicable laws and regulations.
B OR < JFVRL T B 42 T % SR RIE Y (R A7 R B

Define and implement, processes, procedures and technical measures to protect sensitive data throughout it's lifecycle.
& SRS FE . IR ANR AR,  CATEGURBE it A i 8 3 b R RS

The CSP must have in place, and describe to CSCs the procedure to manage and respond to requests for disclosure of Personal Data by Law Enforcement Authorities
according to applicable laws and regulations. The CSP must give special attention to the notification procedure to interested CSCs, unless otherwise prohibited, such as a
prohibition under criminal law to preserve confidentiality of a law enforcement investigation.

MR S5 AR 6 2B 5 I 1) 2 6 55 % 0t DA B ) S PAG LA AR PR R R S N BT SR AR o 2 IR 55 418 A 0 R 30 72 1 SN 1 2 MR 55 % ) A L e 0 R R
Brde A ERE, GIUIRESS IR PG A (R

Define and implement, processes, procedures and technical measures to specify and document the physical locations of data, including any locations in which data is processed
or backed up.
& SCNSEHEIEFE . IURRAIR AR E i, LA e RN SRBOR i B AL, A8 A BB o A R A AT 7

Governance, Risk and Compliance - GRC JA# ., K& HAEH

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for an information governance program, which is sponsored by the leadership
of the organization. Review and update the policies and procedures at least annually.
Bor., il etk VEIE. R VPR AR B 4T AR RE SR BRI SRS R o A /AR A ST SR AR

Establish a formal, documented, and leadership-sponsored Enterprise Risk Management (ERM) program that includes policies and procedures for identification, evaluation,
ownership, treatment, and acceptance of cloud security and privacy risks.
LA IERM . ERIERM . SRR EE (ERM) iR, HARaERERAL Wb AR AERIRESZ 2 22 A R0 BRORA XU ) SR R o

Review all relevant organizational policies and associated procedures at least annually or when a substantial change occurs within the organization.

ZDAREE RGN AR R A BRI, BT AR A SRR AR SRR

Establish and follow an approved exception process as mandated by the governance program whenever a deviation from an established policy occurs.

RS W RE SR ) (22, 42 R TR VS ) R S R AR v A 1 AP AR
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Information Security Program
{5 Bz aitd)

Governance Responsibility Model
TR SER A

Information System Regulatory Mapping
fERARGHE WG

Special Interest Groups

REFR A 25 A1

GRC-05

GRC-06

GRC-07

GRC-08

Develop and implement an Information Security Program, which includes programs for all the relevant domains of the CCM.
58 H A B =R, EECCMTA A AR 1 T8 .

Define and document roles and responsibilities for planning, implementing, operating, assessing, and improving governance programs.
E SRR e, IBE . VPO RSO G B i A R S

Identify and document all relevant standards, regulations, legal/contractual, and statutory requirements, which are applicable to your organization.

e T LT TA G T SHA S ARAE . 8L A& RANE 2 2R

Establish and maintain contact with cloud-related special interest groups and other relevant entities in line with business context.

55 TSR R 25 A A LA DG SE AL R R IFIR R, S5 ML 53R OR 5 — B

Human Resources - HRS A % iE

Background Screening Policy and Procedures

R HE S

Acceptable Use of Technology Policy and Procedures

A B AR S R

Clean Desk Policy and Procedures
ST ) SR 5 AR

Remote and Home Working Policy and Procedures

TR AR (¥ SR G 5
Asset returns
Y IE

Employment Termination
Bk

Employment Agreement Process
s P sGd As

Employment Agreement Content

T FE P P 25

Personnel Roles and Responsibilities
N 53 f BRI B

Non-Disclosure Agreements
PR B

©2021 Z %A H R XA

HRS-01

HRS-02

HRS-03

HRS-04

HRS-05

HRS-06

HRS-07

HRS-08

HRS-09

HRS-10

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for background verification of all new employees (including but not limited to
remote employees, contractors, and third parties) according to local laws, regulations, ethics, and contractual constraints and proportional to the data classification to be
accessed, the business requirements, and acceptable risk. Review and update the policies and procedures at least annually.

BESTL s fAEL Vi, R VPR ANAED I SR UE A A SRS AR, AR M R YRR, EEAEEAH, FATA AL CEREEARTEREA T, AGRME=7 ,
AR AT Uy 18 1 B 4 G, M55 75 SRATAT 32 1) RURSE SRt e T s R B R o 8 28 /o A 8 D ST SR AR

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for defining allowances and conditions for the acceptable use of
organizationally-owned or managed assets. Review and update the policies and procedures at least annually.
For, idsk. etk Vs, R PRASAZET SIS ATRRE, DL R VE A AR F A SN BUE B B I SR A A o B D ARG A I SR S AR .

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures that require unattended workspaces to not have openly visible confidential
data. Review and update the policies and procedures at least annually.
For, sk, ek VEIE. RIH . PRASRIZESOAE LR SRS AR, BESRIE A T CAE AL A TT Al W UK o R 2 ARG A 5 58 07 SR AR

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures to protect information accessed, processed or stored at remote sites and
locations. Review and update the policies and procedures at least annually.
For, il etk VgiE. RIH . PRASAIZE SRS AIARE,  DMRIPIEE AR SORALE R XHE ST BRI . B DR A IR R SR AR

Establish and document procedures for the return of organization-owned assets by terminated employees.
LT TR 7 LIS IR AU A R (KRR

Establish, document, and communicate to all personnel the procedures outlining the roles and responsibilities concerning changes in employment.

HESE ACRIF R PTA N RAIEIEE, BhE SIS AR ARSI A R BT

Employees sign the employee agreement prior to being granted access to organizational information systems, resources and assets.
ATAERR TV HLSUS R RGE, GHEM G AR 2 81 R 458 A3 Tl

The organization includes within the employment agreements provisions and/or terms for adherence to established information governance and security policies.
SHLZVLE Jie AR A v 0 B o 1 B T TR 22 4 SR 1 BBl Sk

Document and communicate roles and responsibilities of employees, as they relate to information assets and security.
CFIALIE R T AOMRTT, FAENSERR™Mzef K,

Identify, document, and review, at planned intervals, requirements for non-disclosure/confidentiality agreements reflecting the organization's needs for the protection of data and
operational details.
SE IR SE < AL FEAN VP AT R R TR PSR, IR SR S i T AL URT s AT 4T I R4 5 K
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Security Awareness Training
{5 B2 TR

Personal and Sensitive Data Awareness and Training

AN S BUESE B EIR S E

Compliance User Responsibility
M &R sHE

HRS-11

HRS-12

HRS-13

Establish, document, approve, communicate, apply, evaluate and maintain a security awareness training program for all employees of the organization and provide regular
training updates.
NHBUOPTA RS 05 e, Wil AL SRR E B R IR, R eI B BT .

Provide all employees with access to sensitive organizational and personal data with appropriate security awareness training and regular updates in organizational procedures,
processes, and policies relating to their professional function relative to the organization.
NI A LR U 1) SR ZURIAN A AE B 1 02 TR A0S 2 2 2 IR, e T S A A TR TR TR B R U . I FE AN SN

Make employees aware of their roles and responsibilities for maintaining awareness and compliance with established policies and procedures and applicable legal, statutory, or
regulatory compliance obligations.

A8 53 T ARABATTRG 1y CA R ST, DAGRAE T IR SR AR LA BO@E FH AT e, 30 B R S 55 A A TR

Identity & Access Management - IAM 5451 ] 45 1

Identity and Access Management Policy and
Procedures

47355V I 6 0 s 5 R

Strong Password Policy and Procedures
HER B 1 SRR R

Identity Inventory
S

Separation of Duties
R 5755 85

Least Privilege
TR/ MR

User Access Provisioning
PP 1l AL

User Access Changes and Revocation

Py i) 22 B 4R

User Access Review
FH U7 1) PF e

Segregation of Privileged Access Roles

RERLYT 7] A7 6 FR B 25

Management of Privileged Access Roles
R I A () B R

CSCs Approval for Agreed Privileged Access Roles

RS ] A (R b At v

©2021 Z %A H R XA

I1AM-01

1AM-02

IAM-03

I1AM-04

IAM-05

IAM-06

IAM-07

IAM-08

IAM-09

I1AM-10

IAM-11

Establish, document, approve, communicate, implement, apply, evaluate and maintain policies and procedures for identity and access management. Review and update the
policies and procedures at least annually.
FAL, ik HEHE. VIR SCHE. BT PPASANZED B R el ) SRS R . B Z /D R A O SR OR S AR

Establish, document, approve, communicate, implement, apply, evaluate and maintain strong password policies and procedures. Review and update the policies and procedures
at least annually.
FESLL sk, k. V. ST RIF . PPASANYES SR I SRR AR o N 2D RS A I ST i SRR AR o

Manage, store, and review the information of system identities, and level of access.
B, APAERIE S RGNS 05 BRI G -

Employ the separation of duties principle when implementing information system access.
SLHAE S RGE VIR, SRR 5 BRI

Employ the least privilege principle when implementing information system access.
AR B RG VIR, R SRR .

Define and implement a user access provisioning process which authorizes, records, and communicates access changes to data and assets.
TE SCHE ST P U7 ARG B IR, O R A, T S AL St AN B R 10 AR B

De-provision or respectively modify access of movers / leavers or system identity changes in a timely manner in order to effectively adopt and communicate identity and access
management policies.

e o A B 4 o R 2 S B HRN B A7 1 AR PR R AR S R 8 S A, DA A3 A A2 35 B 4 R T 2 1 S

Review and revalidate user access for least privilege and separation of duties with a frequency that is commensurate with organizational risk tolerance.

S JUVR A - BB IOAIE FH 7 U RO BCRR, - A A2 dor /NS PR AT B 7 5 Jir JU G 185 g 451 5 7 5 AL ZXURG 7K 2 e T AR o

Define, implement and evaluate processes, procedures and technical measures for the segregation of privileged access roles such that administrative access to data, encryption
and key management capabilities and logging capabilities are distinct and separated.
€ S\ SETEAVEAL T 0 B R ALTT A I R R ARSI, DM R 1) A, BRI E BT I B Th e DL H BID SR I B AT X R R

Define and implement an access process to ensure privileged access roles and rights are granted for a time limited period, and implement procedures to prevent the culmination
of segregated privileged access.
SE Py RS, LA CRTEAT BRI 1] BE A B2 3 A5 LU ) A GRS IR, St MR LA D7 . R 2 R AL 0 TR S

Define, implement and evaluate processes and procedures for customers to participate, where applicable, in the granting of access for agreed, high risk (as defined by the
organizational risk assessment) privileged access roles.
HATER R R CEHALZURBS PG SO FERUUT ) M B, &S T, WTHER P EES 5B, ROE . SSHi A AlAR AR AR o

10 1T HM: WWW.C-CSA.CN ii46: INFO@C-CSA.CN AfX%: CSAGCR



Safeguard Logs Integrity
frbe H & e

Uniquely Identifiable Users
I — R L5 FH P

Strong Authentication
SR

Passwords Management
L

Authorization Mechanisms
WAEHLH

I1AM-12

1AM-13

I1AM-14

I1AM-15

IAM-16

Define, implement and evaluate processes, procedures and technical measures to ensure the logging infrastructure is read-only for all with write access, including privileged
access roles, and that the ability to disable it is controlled through a procedure that ensures the segregation of duties and break glass procedures.

TS SETERIPPAS SRR, MRS, AR IRATA BB SV AR A A € CRERFRERCUE ) M ) 0 H BE RS #R R iy, FRilid — AN fR SL IR 53 4 25 R0 220 m]
IV F 452 - 1 A PR ) A B AR A 2 ) L5 LR

Define, implement and evaluate processes, procedures and technical measures that ensure users are identifiable through unique IDs or which can associate individuals to the
usage of user IDs.
€S SEEAIPPA AR, MRS b, DARH R AT A v — DR 7, 30 W] LUK A5 F P ID (R AT DR IR

Define, implement and evaluate processes, procedures and technical measures for authenticating access to systems, application and data assets, including multifactor
authentication for at least privileged user and sensitive data access. Adopt digital certificates or alternatives which achieve an equivalent level of security for system identities.

SE S SEREAPPAS L RR . MR AR SE i, AR R GE, R ANEOE B AT S T 1), LA R ARSI SUE U A 1 2 T FOAE . SR AU IE B BB AUE B, DUE
RGBS 5 RGP Z 4R o

Define, implement and evaluate processes, procedures and technical measures for the secure management of passwords.
€S SETERIPPAS T30 2 A B R . R AR AR 1 o

Define, implement and evaluate processes, procedures and technical measures to verify access to data and system functions is authorized.
S SERERPPAE R . MURRAEOR S, AR IR 59 BOU5 ) B0 A R GETh R

Interoperability & Portability - IPY H #:4F]

Interoperability and Portability Policy and Procedures

HARAE M S TR A S S LR

Application Interface Availability
PR PP 1 AT A

Secure Interoperability and Portability Management
PRAP ELARAE I 5 ] R A P 2

©2021 Z %A H R XA

IPY-01

IPY-02

IPY-03

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for interoperability and portability including requirements for:
a. Communications between application interfaces
b. Information processing interoperability
c. Application development portability
d. Information/Data exchange, usage, portability, integrity, and persistence
Review and update the policies and procedures at least annually.
FEILL s, . Vil R PP ATGEY O T AR MR AT RS AR R I SRR AR, IR DL R R
a. SR D 2 A (S
b. {5 BACFE Y ELHRAE M
c. B FHRR IR AT A A
d. {5 AR . se AR A
D ARAE — YO0 SRR AR HEAT o 2R ST

Provide application interface(s) to CSCs so that they programmatically retrieve their data to enable interoperability and portability.
N MRS PSRN R, fEARATRT DU I g F2 07 2R RAOAT B, AT SE B0 E AR AT AT R AR

Implement cryptographically secure and standardized network protocols for the management, import and export of data.
BRI B, ST 2 B 2 22 A AR A I I 25 D0
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Data Portability Contractual Obligations
prIp e 2 e e RS

IPY-04

Agreements must include provisions specifying CSCs access to data upon contract termination and will include:
a. Data format

b. Length of time the data will be stored

c. Scope of the data retained and made available to the CSCs

d. Data deletion policy

PR IEAEAR R AR, E 2 IS5 % A R 25 R w] DAV il Bl SR EEs:

a. HlEtg .

b. FHE A7 A (R ()4 S

c. (REAPE LS IR 55 2 P B (1 S

d. HH M e s g

Infrastructure and Virtualization Security Policy and
Procedures
FERHBOME 55 HE L 22 42 5 5 A

Capacity and Resource Planning

HE SR

Network Security
4 2% 2 4

OS Hardening and Base Controls

A RGO 15 HE Lg% ]

Production and Non-Production Environments
e b A PR

Segmentation and Segregation
73 X 5 B

Migration to Cloud Environments
s Z P2

Network Architecture Documentation
o 68 B SR

Network Defense

o0 22 55 40

IVS-01

1VS-02

IVS-03

IVS-04

IVS-05

IVS-06

IVS-07

IVS-08

1IVS-09

Infrastructure & Virtualization Security - IVS 2l ¥ 5 il ih 224

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for infrastructure and virtualization security. Review and update the policies
and procedures at least annually.

AL, Al b Vi ST YPALANGER OCT AR WO A HE I AL 22 4 (1 SRS S AR O B D AR — URHEAT B AT

Plan and monitor the availability, quality, and adequate capacity of resources in order to deliver the required system performance as determined by the business.
TS R IR AT . BRI RS AR, DS R g b

Monitor, encrypt and restrict communications between environments to only authenticated and authorized connections, as justified by the business. Review these configurations
at least annually, and support them by a documented justification of all allowed services, protocols, ports, and compensating controls.

FRAE S5 T2, N5 NSRRGSR 2 M PEfE, NATE S SN ERE. 20FFEFEE —ROXSEE, JHEEHE RS, i, b DORRMERE ) B HE Y
EAHRME S

Harden host and guest OS, hypervisor or infrastructure control plane according to their respective best practices, and supported by technical controls, as part of a security
baseline.

HRAE LR B R B Sk, X ML (host) AN HL(guest i (E R ST, MEAIML I 2 4% (Hypervisor) sk il Bt 4% fil P HE AT N[ o HRe AR 22 A i — 3823, A5 BUBOR P2 5 e ) S 7

Separate production and non-production environments.
WRBS A PRI P

Design, develop, deploy and configure applications and infrastructures such that CSP and CSC (tenant) user access and intra-tenant access is appropriately segmented and
segregated, monitored and restricted from other tenants.

it PR BRI B R R AR SO, (SRS IR Z RS R W rial s R A U7 10 S 49 3058 24 10 4 DCORIRR 5, M4 R BR A LA AL D el

Use secure and encrypted communication channels when migrating servers, services, applications, or data to cloud environments. Such channels must include only up-to-date
and approved protocols.
TER RS54 MRS5S R B A 5, () 22 2N (R (5 3 T8 o b S 0 UL 47 i R AR e 1 08

Identify and document high-risk environments.
PR S v AU P 5

Define, implement and evaluate processes, procedures and defense-in-depth techniques for protection, detection, and timely response to network-based attacks.
P FE . FUFEANGRE B AR AT 8 X SERAPEAL, AR K00 I B A i o7 38 - X 2% 1) 340 s

Logging and Monitoring Policy and Procedures
H il s s s 5 e

Audit Logs Protection
HitH &R

©2021 Z %A H R XA

LOG-01

LOG-02

Logging and Monitoring - LOG H&id® 5M#

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for logging and monitoring. Review and update the policies and procedures at
least annually.

FEST A0SR fHEL VAR N PP T ORI R SNSRI, JF E DR O SIS AT LR HEAT B B A

Define, implement and evaluate processes, procedures and technical measures to ensure the security and retention of audit logs.
€S\ SEREARSCIE R . MURRRIEARSEIE, AT VRS, CABRORE T H B 2 AR .
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Security Monitoring and Alerting
Al

Audit Logs Access and Accountability
HiFH &V 5 5E

Audit Logs Monitoring and Response
HEH A S

Clock Synchronization

i F

Logging Scope
H &

Log Records
HidFx

Log Protection

H & e

Encryption Monitoring and Reporting
I g S 4R

Transaction/Activity Logging
ZHNEFHE

Access Control Logs
EHEEGIE RS

Failures and Anomalies Reporting
e AR

LOG-03

LOG-04

LOG-05

LOG-06

LOG-07

LOG-08

LOG-09

LOG-10

LOG-11

LOG-12

LOG-13

Identify and monitor security-related events within applications and the underlying infrastructure. Define and implement a system to generate alerts to responsible stakeholders
based on such events and corresponding metrics.
X 87 FH P TR 2 i et o 5 22 AR DG (M S S AT UM AN 12 o 58 SOFSERE— N RS, IRAEHI TSR ST R RN 5% .

Restrict audit logs access to authorized personnel and maintain records that provide unique access accountability.
A SV IRAFHZA N A7 ) 5 oF H &, R4 a] 24— 1) nl A% A M 1 3%

Monitor security audit logs to detect activity outside of typical or expected patterns. Establish and follow a defined process to review and take appropriate and timely actions on
detected anomalies.
Wi adih HE, DU B s AN TGS . @S IREAETIAE E SRR, RIS W AT A, IR R SR EUE M A i

Use a reliable time source across all relevant information processing systems.

EFTA AR R A S8 AL R 2R G o T4 AR 95

Establish, document and implement which information meta/data system events should be logged. Review and update the scope at least annually or whenever there is a change
in the threat environment.

T8 AL LG A3 B o/ B RS H &3, HPRsiii. ZAGFE IR, SEBMIRE R AR, W%y AT & E A .

Generate audit records containing relevant security information.
A A R 2 AR BRI T HE R .

The information system protects audit records from unauthorized access, modification, and deletion.

ARG LR S AR V7 ) A2 AR o

Establish and maintain a monitoring and internal reporting capability over the operations of cryptographic, encryption and key management policies, processes, procedures, and
controls.
HESE IS R T 0P R4 A . IR 2 PR MK . R RN AT MR A S R RE T

Log and monitor key lifecycle management events to enable auditing and reporting on usage of cryptographic keys.
TSP B A A S BEEEAS,  DASTRERS I35 3 S R A G 03 A7 o TR 35

Monitor and log physical access using an auditable access control system.
A P AT T R I ] R G A B 1R HEAT MR A R

Define, implement and evaluate processes, procedures and technical measures for the reporting of anomalies and failures of the monitoring system and provide immediate
notification to the accountable party.
SE X SEHEAVE A0 M4 FR G S R AT IR R R L R ANEOAR S, S B A T .

Security Incident Management, E-Discovery, & Cloud Forensics - SEF Z4& {48, BT RIKL =BUE

Security Incident Management Policy and Procedures

PR PN SRR

Service Management Policy and Procedures

I 55 B S 5 MR

Incident Response Plans

ERIvA B

©2021 Z %A H R XA

SEF-01

SEF-02

SEF-03

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for Security Incident Management, E-Discovery, and Cloud Forensics.
Review and update the policies and procedures at least annually.
HESLL ids. itk V. RIH . PPAERZE 2 AR L BRI S BUIE R SRS R o A /DR O A I T SRS AR

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the timely management of security incidents. Review and update the
policies and procedures at least annually.

AL AL ek Wi MR P RIAES R OGNS RIAAR, AR R i S A B Z DA O SR SRR AR

Establish, document, approve, communicate, apply, evaluate and maintain a security incident response plan, which includes but is not limited to: relevant internal departments,

impacted CSCs, and other business critical relationships (such as supply-chain) that may be impacted.

HESLL sk, k. Vil RA L VPAERAE 2 AR R RI, EREEARRR T AR BRI MR S G FMEABTTRER M L 50 R (R RiEE) .
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Incident Response Testing
e B2

Incident Response Metrics

L RIVE 7

Event Triage Processes

Security Breach Notification
A T RE A

Points of Contact Maintenance

IRZE NG

SSRM Policy and Procedures
L A BT AL N S R

SSRM Supply Chain
Her g o YT LR G5

SSRM Guidance
pae S e Rk ]

SSRM Control Ownership
R UL A AL

SSRM Documentation Review
L A TR SCRY )

SSRM Control Implementation
Fe gz 4 DT AR B A5 S

Supply Chain Inventory
e R T H

Supply Chain Risk Management
R X T

©2021 Z %A H R XA

SEF-04

SEF-05

SEF-06

SEF-07

SEF-08

Test and update as necessary incident response plans at planned intervals or upon significant organizational or environmental changes for effectiveness.
TRPE TR AIA, B 1L AR B R AH 2 B A58 B 0 a2 A S o o Rl PR A 00 4 55 BB i R o

Establish and monitor information security incident metrics.
H SR AR B 2 .

Define, implement and evaluate processes, procedures and technical measures supporting business processes to triage security-related events.

SE S S ARSI R L RURE AR T B DL SR SRR X 2 AR SR I ST 70 2K

Define and implement, processes, procedures and technical measures for security breach notifications. Report security breaches and assumed security breaches including any
relevant supply chain breaches, as per applicable SLAs, laws and regulations.

SE SO S5 22 AN HUE AR S HIE AR . AR DL R AR T B RARAHIRISLA, M SRR AR 5 22 A Sl LU B %2 4 i ¥ (assumed security breaches), 4t R §EHC )
BB

Maintain points of contact for applicable regulation authorities, national and local law enforcement, and other legal jurisdictional authorities.

ERAIPRPRE P ARSI P b RPN I PN} 2 DN 2

Supply Chain Management, Transparency, and Accountability - STA N H, FHEM A ZElE

STA-01

STA-02

STA-03

STA-04

STA-05

STA-06

STA-07

STA-08

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for the application of the Shared Security Responsibility Model (SSRM) within
the organization. Review and update the policies and procedures at least annually.

HESLL s, ik Vil R PSRRI RSN R I IE e TR (SSRMD [ SEIRANMIAR . /AR R VT o A0S SR AR o

Apply, document, implement and manage the SSRM throughout the supply chain for the cloud service offering.
TEBANRIRFHEREE PRI o, MBI E 2 2 FHERE (SSRMD

Provide SSRM Guidance to the CSC detailing information about the SSRM applicability throughout the supply chain.
[ECSCH tSSRMYE TS, T4 U B SSRMTE B AN (It 4 v i3 AR =

Delineate the shared ownership and applicability of all CSA CCM controls according to the SSRM for the cloud service offering.
HE 2 155 7= i B SSRMH & i 5 CSA, COMYZ (g 3 52 B AU & HI 1k

Review and validate SSRM documentation for all cloud services offerings the organization uses.
Ve AR SUE T 1 T A 2 IR 957 i (R SSRMSCRY .

Implement, operate, and audit or assess the portions of the SSRM which the organization is responsible for.
St HAE. #IFBUT R H SR T SSRMIR ) .

Develop and maintain an inventory of all supply chain relationships.

TERFEYES BT A GERERESS R I

CSPs periodically review risk factors associated with all organizations within their supply chain.
CSP (Z5 P b ) s JIvF e 5 B P9 B BT A 41U KU DR 3K
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Primary Service and Contractual Agreement
FEARMRSS K R

Supply Chain Agreement Review
R B3 e 5]

Internal Compliance Testing
RS AT

Supply Chain Service Agreement Compliance
B 7 e 95 b A

Supply Chain Governance Review
BE B VR HE )

Supply Chain Data Security Assessment

PR BE R 2 A VAl

STA-09

STA-10

STA-11

STA-12

STA-13

STA-14

Service agreements between CSPs and CSCs (tenants) must incorporate at least the following mutually-agreed upon provisions and/or terms:
« Scope, characteristics and location of business relationship and services offered

« Information security requirements (including SSRM)

» Change management process

« Logging and monitoring capability

« Incident management and communication procedures

« Right to audit and third party assessment

« Service termination

« Interoperability and portability requirements

« Data privacy

CSP (=& #RHUER) 5CSC (B E ) ZIAA IR 55 Prist s 45128 A 602 LA AR L[] 5 A L /s 2% K«
Mk 55 R ARG RSS IS L R AL B

fEEZAETR (WHSSRM)

AR AR

it e

oA BV i R

H VRS =77 PRAN AL

ol gs 2 1k

o LR AR AT B A P R

VeI

Review supply chain agreements between CSPs and CSCs at least annually.
FERHAEPEH CSP (SRS IERT) MICSC (ZHRSS &) Z B RIGE ML .

Define and implement a process for conducting internal assessments to confirm conformance and effectiveness of standards, policies, procedures, and service level agreement
activities at least annually.
Z /DA E I S — A I FVPAS RS, DARRIARRHE . NS . AR IR S5 G0 U SOE B ) & LA At

Implement policies requiring all CSPs throughout the supply chain to comply with information security, confidentiality, access control, privacy, audit, personnel policy and service
level requirements and standards.
S SRS EE R AR A CSP (RS AR (5 B 224, R UilEml. B Bk, NSRS FIIRSS ZOn SR FIbRE .

Periodically review the organization's supply chain partners' IT governance policies and procedures.
SE SV H ZH SU A S B S VR K R I VA B SRR AR o

Define and implement a process for conducting security assessments periodically for all organizations within the supply chain.
S8 IR E I S — A B BE A T A SUEAT 2 A K AR

Threat & Vulnerability Management - TVM gRjif. HES5HEE 3

Threat and Vulnerability Management Policy and
Procedures

BG5S 1R N S AR

Malware Protection Policy and Procedures
RO R R

Vulnerability Remediation Schedule

i 5 1 b RA
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TVM-01

TVM-02

TVM-03

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures to identify, report and prioritize the remediation of vulnerabilities, in order to
protect systems against vulnerability exploitation. Review and update the policies and procedures at least annually.

AL, ke, HEdE. WAL ST PRAVAZAES SRS ARE, DU R A BN S MR R RS . AT ERAP R G S 2RI Mt o DA AR AN SR SRS AR

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures to protect against malware on managed assets. Review and update the
policies and procedures at least annually.
HEALL SCRA. it VaiE. R VPAEANGE SRS RURE,  DARI S E B R R AR E . D SRR AR SR R

Define, implement and evaluate processes, procedures and technical measures to enable both scheduled and emergency responses to vulnerability identifications, based on the
identified risk.
FE S SEHERIVEAG A SR FE . R AR, A R A RS, St A 55 e A STt R AR R e
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Detection Updates

A B

External Library Vulnerabilities

A I i 59 1k

Penetration Testing
BEN

Vulnerability Identification
JiE 55 R A1

Vulnerability Prioritization
fE g9 P Se

Vulnerability Management Reporting
Jife G5 I R

Vulnerability Management Metrics
i G54k PSR AR

Endpoint Devices Policy and Procedures

Sy 13, 1 4% SRR AR

Application and Service Approval
7 FH 0 25t

Compatibility
He
Endpoint Inventory
LI

Endpoint Management
A HL

Automatic Lock Screen
A 287

Operating Systems
BIERS

Storage Encryption
TH# N

Anti-Malware Detection and Prevention
S AR I 5 B G
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TVM-04

TVM-05

TVM-06

TVM-07

TVM-08

TVM-09

TVM-10

UEM-01

UEM-02

UEM-03

UEM-04

UEM-05

UEM-06

UEM-07

UEM-08

UEM-09

Define, implement and evaluate processes, procedures and technical measures to update detection tools, threat signatures, and indicators of compromise on a weekly, or more
frequent basis.
RSB E  E S S AR AR AR M, SRR TR ERE B FR AR (10C) $RFR.

Define, implement and evaluate processes, procedures and technical measures to identify updates for applications which use third party or open source libraries according to the
organization's vulnerability management policy.
€S SETERPPAG AR . MRS b, ARAE AL 9 v BN, D B =5 B VR R 1 L R 1R T T

Define, implement and evaluate processes, procedures and technical measures for the periodic performance of penetration testing by independent third parties.

S SEREAVPAE R . DURRRIEORTE I, & WT IR A 5 =058 E k.

Define, implement and evaluate processes, procedures and technical measures for the detection of vulnerabilities on organizationally managed assets at least monthly.
SE X MRS AR . R EORSE I, 2 AR A AT I SVE B IR A 55 1

Use a risk-based model for effective prioritization of vulnerability remediation using an industry recognized framework.

A PR T IXURS FRASE TR B Bl A A N PRS00 e M 35 AN BRI A S o

Define and implement a process for tracking and reporting vulnerability identification and remediation activities that includes stakeholder notification.
S8 XIS ER R AN R A e 55 PRI RN BOE B I AR, LA IE KR 2 AH O T

Establish, monitor and report metrics for vulnerability identification and remediation at defined intervals.
TERLSE I () 0B P, g ar, AR a9 MR A AR R F b o

Universal Endpoint Management - UEM 45— i & 8

Establish, document, approve, communicate, apply, evaluate and maintain policies and procedures for all endpoints. Review and update the policies and procedures at least
annually.
NFTE L@ ORI b, Vs LA VPARZED SRS AIRIAR o 3/ o AR S SRR AR o

Define, document, apply and evaluate a list of approved services, applications and sources of applications (stores) acceptable for use by endpoints when accessing or storing
organization-managed data.
TE ) W BAFE LS B BRI, 58 S SCRE . B ANVE Al AT 22 oA 0 bR S5 BLHRE 7 A0 R AR PR (R %1% .

Define and implement a process for the validation of the endpoint device's compatibility with operating systems and applications.
SE S SIS 28 0 15 46 (R R G0 A0 B AR e A A PR A 72

Maintain an inventory of all endpoints used to store and access company data.

A T A7 A5 1 23 7 s () T A 28 0 046 )37 o

Define, implement and evaluate processes, procedures and technical measures to enforce policies and controls for all endpoints permitted to access systems and/or store,
transmit, or process organizational data.
SE SN SERERIEAE AR R ARG M, DMEST SRV 10 RGN EAT A AL Ak EE A SR 1 BT A £ S it R M R

Configure all relevant interactive-use endpoints to require an automatic lock screen.
e B A 22 %, SR A s BiE b 4.

Manage changes to endpoint operating systems, patch levels, and/or applications through the company's change management processes.
A E AR R, EE AN ERE RE . BAME P SO B R B

Protect information from unauthorized disclosure on managed endpoint devices with storage encryption.

A8 At I DR AP 220 B 26 1 (015 BRI DU EE o

Configure managed endpoints with anti-malware detection and prevention technology and services.
A8 P 52 A T A S A 155 AR 5 I 95 I 1 52 7 B 4 Ui

%16 1T HPM: WWW.C-CSA.CN ii46: INFO@C-CSA.CN AfX%: CSAGCR



Software Firewall Configure managed endpoints with properly configured software firewalls.

PR A UEM-10 i e B i ey X B B 0 3
Data Loss Prevention UEM-11 Configure managed endpoints with Data Loss Prevention (DLP) technologies and rules in accordance with a risk assessment.
e 2R B R UL VAl A FH B8 25 SR TR B B it (DLP) 3 AR I DU P 5 52 A 1 24
Remote Locate UEM-12 Enable remote geo-location capabilities for all managed mobile endpoints.
B ST A NI S BEAS B £ v it FH Gz P BE A B T e
Remote Wipe UEM-13 Define, implement and evaluate processes, procedures and technical measures to enable the deletion of company data remotely on managed endpoint devices.

IEREHRRR SE S SEREAVPA SRR . IURRAIEORTE I, LUE e 2 R B 2 B 24 0 B 2 _E PR 8 R 53R

Define, implement and evaluate processes, procedures and technical and/or contractual measures to maintain proper security of third-party endpoints with access to

UEM-14 organizational assets.
SE S SERERIVPAS AR . MURR AR B AR S A R it DAZED U5 ] 20 43 0% 7 1 58 = 7 28 0 (VD3 24 e 4

End of Standard

Third-Party Endpoint Security Posture
B A 2
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