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For Web Server Scanning we can use hikto
to scan for mof | vulnerabilities and
rsion Scanning - DONE <canfiguratien i

2.1 Web Server Scanning The pravious nmap scan revealed one
2.2 Web Appli Scanning open port 443/tcp (HTTPS), s0 we can
2.3 APl Endpoint Analysis limit the scan to that port.

Run a Pentest on 3. Vulnerability Assessment

opp.example.com considering 4, Exploitation Taol: nikte

the defined scope 5. Reporting — Args: -h app.example.com -ssl

- Planning Reasoning i
= =] Yes, | approve using nikto

N

Analysis Execution KALI

The Nikto sean has identified saveral
potentially ineresting files, (/sqlnet.log,
‘faccess log') and a database SGL file

uence we should add anew
stigating these files

2 Al ERETRIPER

NE 2 Fis, 21 Al SHEeRMIRE NS T1E app.example.com B Web [z
R TR e ENER ARG, BITAR Al EaeAa—AEH3, Bl Web

ARSSREEMER. XN EHARTLAFAREIAT |

1. #i%): ETRrEHTEIZRIETHAER, EeERILEEE Web iR
SeaiIEESs.

2. R FREMNAFEBERFEHESNTE, mXEGIPRE Nikto AT Web
ARSS =R,

3. T ERNT RSB RNT. RIEEERE, BULEZRMA THEa
ODFFAEE, RERFERFRTFIIRZERRE.
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https://github.com/sullo/nikto

4. S3thr: EEERLIE Nikto RUMIL, RBIETERSRIRE, MNBERIECESUY
MEERE. Afe, EEEENT I TESCREEEAR R EHARHT,

AJREE F— NI RIS E AR RH— S EERES.

XE—MEURY Al FREMERIRTRER T E TR EMEIaFRE, S

SRABERSHERHTERENER, XERFH—FRY Al BaelAER,
ElIMMETRAESS. Lo, SHRTEHMKIICI EEEXEE, BEFRET
SRIBRER (RAG) RFHITEBRGEIEEZIMITNBRERTRE,

RAG ETHEBESIGEHREZ Y MIRANREXS LLM Bitiit T £ AR,
XMTERE T LM RN AZSRITER ML, BITF RRERI/MEEAD
iR, Al BRI LURMHE S EAIARRT S, IXFRER AT T-ORIF L 3H & LLM
ERAFE TRRE R B HAVEE N EXREE.

A SRR R &

Al FARTEAEFREH I E L S IRAET R, E8h Al IRFHRI TR, FAIRTLAEHL
BRMERE, FHERRITAENBZANRBIMG, REMXEGRIRER. XET
AL eFAEEutT BETIF, R TR, Al RNizRAAMXEETR
BEH ZHNRE7R, TeERERFIRRAISHISBAL, F&ENZS3EHY
PILRING, FHESER P AT IR,
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https://arxiv.org/pdf/2308.06782.pdf
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