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Executive Summary

Organizations today face a rapidly changing threat landscape, where the complexities of hybrid and
multi-cloud environments expose new vulnerabilities and challenge traditional information security
and risk management strategies. This survey reveals critical insights into the obstacles organizations
encounter, including a fragmented stack of security, privacy, and data management tools, confidence
gaps in risk understanding, and misaligned priorities between leadership and operational teams. While
these challenges are significant, the findings also highlight actionable opportunities for organizations
to rethink their strategies and embrace proactive approaches to secure their most sensitive assets.

Key findings from the survey include:

1. Gaps in Understanding Risk |— 4. Compliance vs Threat-based Strategies
@ Many organizations lack the tools and confidence to % Compliance remains a primary driver for risk

identify high-risk data sources, with 31% reporting reduction (59%), but a heavy focus on regulatory

insufficient tooling and only 20% expressing high adherence often leaves organizations unprepared

confidence in their ability to address these risks. This for emerging threats. Real-time monitoring, dynamic

reflects a broader need for actionable insights to risk evaluation, and proactive measures are critical to

prioritize and mitigate vulnerabilities effectively. addressing these gaps.

2. Misaligned Priorities VN 5. Shift to Risk-Based Strategies
Diverging focuses between management and staff é—g Organizations are beginning to prioritize risk-

create inefficiencies. Executives (43%) prioritize based approaches, with identifying and prioritizing
aligning data security efforts with broader business vulnerabilities ranking as top priorities. Forward-
objectives, while operational teams face resource looking investments in training, process streamlining,
constraints and rely heavily on manual or semi- and tool consolidation further signal this shift.

automated processes. Bridging this gap is essential
for cohesive risk and compliance strategies.

@ 3. Inefficient Tools
Over half of organizations use four or more tools

to manage data risks, leading to inefficiencies and
conflicting information. Traditional compliance
and security tools, while essential, often lack the
scalability and integration needed for modern data
risk management.

Organizations must evolve their strategies to effectively navigate today's complex risk landscape. By
enhancing risk understanding, aligning priorities across teams, integrating siloed tools into unified
platforms, and embracing proactive, risk-based approaches, organizations can improve resilience,

safeguard critical data assets, and achieve compliance more efficiently. These steps provide a clear
pathway toward a stronger, more adaptive security posture.




80% of respondents do

in their ability to identify
high-risk data sources

Key Findings

In an era of complex hybrid and multi-cloud environments, organizations are grappling with the
nuance of identifying, prioritizing, and mitigating risks that threaten their most sensitive assets.
The results of this survey reveal not just the challenges—gaps in risk understanding, misaligned
priorities, and tool inefficiencies—but also the opportunities for organizations to strengthen their
security posture. By embracing a deeper understanding of data risks, organizations can close
confidence gaps, streamline operations, and stay ahead of evolving threats.

Key Finding 1:

Gaps in Risk Understanding Limit Effective
Risk Management

Organizations face significant

. . Tools to identify number of data sources that are riskiest
challenges in managing data

57% Yes
31% no
12% Unsure

Coupled with this, 80% of
respondents do not feel
highly confident in their ability
to identify high-risk data

risks due to gaps in their ability
to effectively identify and
prioritize vulnerabilities. For
instance, 31% of respondents
lack tools to identify their
riskiest data sources, and an
additional 12% are unsure

if they have such tools. This

lack of adequate tooling creates
blind spots that hinder proactive
risk management, leaving critical
vulnerabilities unaddressed.

9 e 9 0 sources. This low confidence

not feel highly confident highlights a broader challenge:
even when tools are in place,

organizations struggle to
interpret or act on the insights
these tools provide, reflecting
a lack of maturity in risk
management practices.



The complexity of hybrid and
multi-cloud environments
further compounds

these issues. Over half of

respondents (53%) operate

in hybrid environments, and 38%

27% use multi-cloud setups, 29%

with large organizations

(>10,000 employees)

adopting these strategies 4% 4%
more frequently. These I

environments, while offering Publiccloud  Private cloud  Hybrid cloud Multi-cloud No cloud Unsure
flexibility and scalability, also

create fragmented risk profiles, making it more difficult to locate and prioritize vulnerabilities. As
data is distributed across diverse systems, inconsistencies in management practices exacerbate

Cloud computing models used

these challenges, increasing the likelihood of undetected risks.

Despite these gaps, organizations are beginning to recognize the value of tools that provide
actionable insights into data risks by leveraging multiple risk indicators. Features like assessment
results (36%), dedicated dashboard (34%), and risk scores (34%) are prioritized by organizations

to help make sense of their data landscapes and direct remediation efforts effectively. This focus
reflects a growing understanding that actionable insights—not just visibility—are essential for
addressing risks in complex environments. These features are also viewed as critical tools for guiding
risk-focused remediation efforts and enabling a more proactive response to emerging threats.

Most helpful features for understanding organizations’ data risk

31% Near-real-time alerts 19% Audit logs
36% Assessment results
340/ 30% Real-time reports 15% Industry trends
© Dedicated dashboard o )
23% Threat levels 15% ((jiotntfxttéahzmg multiple
34% Risk score aratesds
21% Behavioral analytics 129 Recommendations for

decreasing risk score

Effectively managing data risks requires organizations to close gaps in understanding by investing
in solutions and processes that provide actionable insights (e.g., visibility, risk assessment, risk
posture insights) into where risks exist, their causes, and their potential impact. Addressing these
gaps holistically will not only build confidence in risk management strategies but also strengthen
organizations' ability to proactively safeguard their sensitive assets across distributed data
infrastructures and hybrid cloud environments.



Key Finding 2:

/\|) Misalignment Between Management and Staff
Impacts Risk and Compliance Strategies

A significant gap exists between the strategic priorities of management and the operational realities
faced by staff, which undermines the effectiveness of risk and compliance strategies. Executives’

focus on strategic goals in the next 12 months,
such as identifying and addressing vulnerabilities
and maintaining strong communication about
security posture, underscores the importance
of aligning these priorities with operational
realities. However, executives report Chief
Information Security Officers (CISOs) prioritize
high-level objectives, such as “Quantifying the
organization’s data security posture” (46%),
“Balancing security initiatives with operational
efficiency” (41%), and “Aligning security efforts
with broader business priorities” (40%), while
staff focus more on securing resources to
implement these strategies.

Perceptions of CISO’s prioritization of convincing
executives to invest in security measures

K
> \

20% 34% B

Staff Management

"not at all confident” (10%)
in identifying high-risk data
sources, compared to

3% of management.

This lack of confidence 23%
among those executing risk
management processes
indicates operational barriers
that are not fully addressed by
management’s strategic plans.

C-Level

M Highly confident

Il Moderately confident [l Somewhat confident

Executive's perceptions of CISO's focus
when communicating data security

Quantifying the organization's
data security posture

Balancing security initiatives
with operational efficiency

Aligning security efforts with
broader business priorities

For instance, only 20% of staff believe CISOs
prioritize convincing executives to invest

in security measures, compared to 34% of
management who view this as a priority. This
divergence highlights a disconnect in how data
security risk management needs are perceived
and addressed at different organizational levels.

This misalignment is further reflected in
confidence levels regarding risk understanding.
Staff are significantly more likely to report being

Confidence in organizations ability to identify high-risk data sources

M Not at all confident

0o



Operational challenges further compound these issues. 48% of respondents cite limited staffing,
and 46% point to a lack of automation as key barriers.

Top challenges when identifying risk in organizations’ data infrastructure
6%

38%
30%
26% P 23%
21%

Limited Lack of Competing Lack of proper Siloed tools False positives Insufficient Too many Other
staffing or automation/ priorities tooling context teams involved
skilled labor  manual processes

These constraints force many teams to rely on inefficient methods: 54% rely on semi-automated
processes, while 22% still depend entirely on manual processes for risk evaluation. These gaps in
resources and automation
conflict with management's
focus on aligning security
efforts with broader business
objectives, resulting in delays,

inefficiencies, and missed

vulnerabilities. ~
The misalignment between
management's strategic

goals and staff's operational
needs creates execution gaps
that weaken security, risk, and
compliance strategies. To bridge
this divide, organizations must improve

communication and collaboration between these groups, ensuring that strategic plans are informed
by operational realities. This includes prioritizing security investments in resources, automation, and

process improvements to enable staff to meet management's goals effectively. Aligning priorities at
all levels will create a more cohesive approach to managing risks and achieving compliance.

Level of Automation use to evaluate data risk across the business

8% Fully Automated
54% Semi-automated
22% Manual - internal
3% Outsourced - third party
9% Don't Know
Other




Key Finding 3:

Existing Tools Struggle to Keep Pace with
Evolving Modern Risk Management Needs

Organizations are increasingly
dependent on a variety of
tools to manage compliance,
security, and risk, yet many 54%
of these tools fail to meet

Number of tools used to monitor and assess the risk of data stores

the demands of modern data
risk management. Over half
of organizations (54%) use
four or more tools to manage
data risks, potentially creating
inefficiencies and conflicting
information that could hinder effective decision-making. This proliferation of tools not only
complicates workflows but also increases the likelihood of siloed processes: 26% of respondents
cite siloed tooling as a barrier to effective risk management.

While compliance tools are widely adopted, they often lack the features necessary for proactive data
security and risk posture management. Traditional tools, such as Data Loss Prevention (56%), Threat
Detection (46%), and Encryption (56%) are critical for security and compliance but fall short in
providing visibility and integration capabilities essential for modern digital landscapes. Furthermore,
the use of many disparate and often siloed tools can make it
challenging for organizations to identify interconnected risks or
holistically manage them across different teams and departments.
These gaps suggest that organizations are not fully leveraging
E 56% Eata Loss tec.l'molslgi(.a's t-hit c‘:an c?jntextualizg, p:oritize, a(;\d. pkrov.id.e .
revention actionable insights into data security threats and risk mitigation.

Tools used to manage data risk

These challenges are amplified in dynamic and complex
@ 46% EZ;ziiion environments. Hybrid and multi-cloud architectures demand
N tools that can scale, integrate seamlessly, and provide real-time
insights into risk. The reliance on compliance-focused tools leaves
Pata organizations unable to adapt to evolving threats, which require
Encryption dynamic and integrated risk management approaches.

Organizations face significant challenges in managing modern
data risks, largely due to their reliance on disjointed and compartmentalized security tools. This
fragmented approach creates inefficiencies, hinders visibility, and limits the ability to respond to
emerging threats effectively. Adopting more unified platforms that bring together compliance,
security, and risk management capabilities can help streamline processes and improve visibility.

By taking a more integrated approach, organizations can gain the insights needed to identify and
address risks proactively, ultimately enhancing their resilience and adaptability in an evolving threat
landscape.

10



Key Finding 4:

=| Regulations and Compliance Drive Risk
Reduction but Fall Short on Proactive Data
Security Strategies

Regulations and compliance remain the dominant forces shaping organizations' risk management
strategies. 59% of respondents prioritize regulation and compliance as the primary drivers for
risk reduction, with ISO (51%) and GDPR (50%) being the most commonly adhered-to frameworks,
followed by PCI DSS (45%). These frameworks help organizations maintain operational continuity
and avoid penalties, making compliance an essential part of their security posture.

Main drivers for data risk reduction strategy

59% Regulation or compliance 27% Customer(s) and/or partner(s) 12% Expanded attack surface
C-suite and upper
o pp o/ Concerns about undetected o N
36% management 20% attacks 4% O strategy
29% Directive from the 17% Frequency of vulnerabilities 39% Other

Board of Directors

27% Seyqui:Zi:z:tty Insurance 15% Recent attack or incident

However, a strong focus on compliance often leaves gaps in addressing emerging and evolving
risks. For instance, only 11% of respondents prioritize identifying risky user behavior, and just 12%
focus on adapting to the changing attack surface. These figures indicate that many organizations
are reactive, concentrating on compliances rather than proactively protecting data and mitigating
risky behaviors in order to assure critical business functions continue without major setbacks due
to data breaches or security incidents. This further suggests that organizations are not adequately
addressing emerging risks and adequately adapting to changing attack surfaces.

This reactive approach
. . is further highlighted by
sporadic risk evaluation

Only 15% of respondents
perform real-time risk
evaluations, while 31%
take more than one week
to assess risks across @
business units and assets

of critical assets including
databases, data repositories,
file servers, cloud platforms,
and storage systems. Only
15% of respondents perform
real-time risk evaluations,
while 31% take more than
one week to assess risks

1



across business units and assets. These delays in evaluation leave vulnerabilities unaddressed for
extended periods, increasing the likelihood of exposure to new and emerging threats.

Regulatory compliance alone is not enough to safeguard sensitive data. As attack surfaces expand
and threat landscapes evolve, organizations must move beyond compliance-focused strategies to
adopt proactive measures that address risks dynamically and holistically.

While compliance frameworks provide critical structure, security controls, measures, as well

as ensure adherence to industry standards, they fall short of equipping organizations to tackle
emerging risks and evolving attack surfaces. To bridge this gap, organizations must balance
compliance requirements with proactive risk management strategies that include real-time
monitoring, advanced threat detection, and dynamic risk evaluation. By investing in tools and
processes that go beyond regulatory mandates, organizations can build a more resilient and
forward-looking security posture while ensuring the stability of critical business operations even
during cyberattacks or security incidents.

" XA Key Finding 5:
CS_XSP A Shift Toward Risk-Based Strategies Is Critical

As the compIeX|ty of modern data Priorities over the next 12 months when it comes to

environments grows, organizations are vulnerabilities, exposures, and threats
beginning to recognize the limitations
of compliance-driven strategies and are H,-;Zesf
shifting toward risk-based approaches. priertty
Identifying vulnerabilities (7.06) and 7.06 6.15
prioritizing vulnerabilities (6.15) are ranked
as the highest priorities by respondents, far
outpacing activities such as changing policies
and controls (3.62). This focus signals a clear
emphasis on proactive risk reduction over
. . 1
B G s o o
vulnerabilities and controls

Key risk indicators organizations use
Metrics further support this trend, with
’ r\ vulnerability patch rate (36%) and security
G = violations (35%) prioritized over compliance
%3 A =2\ violations (29%) as key performance
indicators. These metrics highlight a growing

36% 35% 29% recognition that reducing vulnerabilities

Vulnerability Security Compliance and managing risks directly contributes to
patch rate violations violations

organizational resilience, going beyond the
requirements of regulatory frameworks.

12



Additionally, the types of features organizations value for understanding risks reflect a shift
toward actionable insights. This is complemented by forward-looking investment plans: over the
next 12-18 months, organizations are prioritizing training staff (65%), streamlining processes
(51%), and consolidating tools (47%), reflecting a commitment to enhancing their capabilities to

manage risk effectively.

Activities utilized to maximize the value of risk management budgets

25% Purchasing a new solution 14% Switching vendors
65% Training staff

23% Usin.gopen-source o
51(y Streamlining 3% applications or code 6% Unsure
O processes
21% Outsourcing 4% Other
47% Consolidating tools
19% Licensing new software 2% N/A no steps

Building on the previous findings, this shift toward risk-based strategies becomes an imperative
tying together the need for better understanding of data risks, alignment between management
and staff, and tools capable of addressing modern challenges. Risk-based strategies emphasize
proactive vulnerability management, which not only reduces risks but also facilitates compliance as

a secondary benefit.

Organizations must accelerate their transition to risk-based strategies to address evolving threats
and growing complexities in their infrastructure and cloud environments. By prioritizing tools

and processes that provide actionable insights, align with risk reduction priorities, and enhance
operational efficiency, organizations can improve resilience while achieving compliance more
efficiently. A risk-based approach enables organizations to stay ahead of vulnerabilities, align their
investments with security outcomes, and navigate complex risk landscapes with confidence.

13



Final Thoughts on the State of Data Security Risk

The survey findings reveal clear steps organizations can take to strengthen their data security and
risk posture management. First, they must enhance their understanding of risks across hybrid and
cloud environments by leveraging tools and processes that provide actionable insights into high-
risk data sources. This foundational step will close gaps in visibility and confidence, enabling more
effective risk prioritization and mitigation.

Second, organizations would benefit from investing in unified platforms that integrate compliance,
security, and risk management tools to address inefficiencies caused by siloed systems and tool
proliferation. Desired features in such platforms include assessment results, dedicated dashboard,
and risk scores. Such platforms can streamline workflows, improve scalability, and align security
efforts with broader business objectives.

Third, better communication and collaboration between management and operational teams

is essential to align strategic goals with the realities of execution, ensuring organizations remain
vigilant against emerging threats. Addressing resource constraints and ensuring operational needs
are fully supported will bridge existing gaps and improve the effectiveness of risk strategies.

Lastly, organizations must shift toward proactive, risk-based approaches that prioritize dynamic
risk evaluation, vulnerability management, and adaptability—allowing them to confidently reduce
the risk of evolving threats. By doing so, they can not only strengthen their resilience but also
achieve compliance as a natural outcome of robust data protection and security practices. Together,
these actions provide a clear roadmap for navigating today's complex risk landscape and protecting
critical data assets.

14



Full Survey Results

Overview

Cloud computing models used

53%
38%
29% 27%
4% 4%
s

Public cloud Private cloud Hybrid cloud Multi-cloud No cloud Unsure

Agreement with this statement: There is strong communication
between security personnel and leadership of security posture status.
6%

II-- 2
I

Highly agree Somewhat Neutral Somewhat Highly disagree
agree disagree

Priorities over the next 12 months when it comes
to vulnerabilities, exposures, and threats ranked

Top priority 2 3 4 5 6  Lower priority

Identifying and detecting

Prioritization of addressing vulnerabilities

Remediation and mitigation

Encrypting and managing keys

15



Number of individuals per organization that are
involved in risk identification and remediation

16-25

Person primarily held accountable for a data security incident

Senior-most
security and

Senior-most IT
Leader (e.g.,

5%

Unsure

Concerns and Challenges

40%
35%
33%
32%
29%

Other C-level
executives

Y o,
S e
Board of No one CFO
Directors

Data risk incidents organizations’ are most concerned about over the next 12 months

Misconfigurations

Ransomware

Unauthorized access by
external user

Accidental exposure by
an employee

Third-party vendor risks

29%
19%
18%
17%
11%

Social engineering
Malicious use of GenAl
Stolen credentials

Data governance failures

Misclassified data

7%
6%
5%
3%

Shadow data (or unknown data)
SQL injection
Onboarding new data sources

Other

16



Top challenges when identifying risk in organizations’ data infrastructure
6%

46%
38%
30%

Limited Lack of Competing Lack of proper Siloed tools False positives Insufficient Too many Other
staffing or automation/ priorities tooling context teams involved
skilled labor  manual processes

Risk Evaluation Strategy

Key risk indicators organizations use

35% Vulnerability patch rate 20% ﬁg?cn;:\cl)cr):s dser behavior 6% Data sovereignty violations
35% Security violations 18% Third-party risk assessment 3% Other

29% Compliance violations 17%  Volume of sensitive data/Pll

22% Inadequate user permissions 7% Weak encryption

management

Most helpful features for understanding organizations’ data risk

36% Assessment results 30% Real-time reports 15% Industry trends

34% Dedicated dashboard 23% Threat levels 15% Contextualizing multiple
data feeds

34% Risk score 21% Behavioral analytics 12% Recommendations for

decreasing risk score

31% Near-real-time alerts 19% Audit logs

17



Frequency of evaluating cybersecurity risk across
different business units and critical assets

Real-time Daily Weekly Monthly Quarterly Annually Ad hoc Not sure

Length of cybersecurity risk evaluations across
different business units and critical assets

0,
22% 20% 20%
17%
1%

Lessthan1day  1-3days 4-7 days 8-30 days 31-90 days 91 days Not sure

Risk-sharing approach used to assess the severity of vulnerabilities

68% gcog:i?;gx::ni?cb\i/lg) 25% Industry scoring 12% Consultancy Group

35% Vendor-provided scoring 22% Auditor supplied 89, ML-generated

o . o, Exploit Prediction Scoring (<)
34% Internal custom scoring system 19% System (EPSS) 6% Other

34% Cloud Service Provider (CSP) 19% Managed Service Provider (MSP) 5% Notsure

18



Activities utilized to maximize the value of risk management budgets

65% Training staff 239% Ysing open-source 6% Unsure
applications or code

51% Streamlining processes 21% Outsourcing 4% Other
47% Consolidating tools 19% Licensing new software 2% N/Ano steps
25% Purchasing a new solution 14% Switching vendors

Level of automation to evaluate risk for data repositories, data lakes,
and cloud services across assets, business units, and locations

8% 9%
3% 1% 3%
_ l - —r _ > —

Fully automated Semi- Manual - Outsourced -  Don't know Other N/A
automated internal third party

Hybrid Environments Users Only - Type of program used process across
environments for managing data exposure and investigating risk?

18%

Centrally- Multiple or Ad hoc Not aware
managed distributed approach or unsure
program programs

19



Risk Management Tools

59%
59%
51%
50%
46%
45%

Data loss prevention (DLP)
Data encryption

Risk Assessments

Governance, Risk and
Compliance (GRC)

Threat detection

Data discovery and
classification

Tool to identify the number of data sources

(e.g., databases, cloud storage) that are riskiest

Yes No

Tools used to manage data risk

43%
A41%
41%
38%
36%
27%

Data classification

Cloud system monitoring
Ransomware protection
File activity monitoring
Data activity monitoring

Data management

Not sure

21%
20%
19%
12%
11%
4%

Data Security Posture
Management (DSPM)

Tokenization

Anonymization / Pseudonymization
Data minimization

Data lineage

Other

Confidence in ability to identify high-risk data sources

. I I =

Highly

confident

Moderately Somewhat
confident confident

Not at all
confident

20



Compliance and Standards

Frameworks or models used manage risk

62% NIST CSF 21% 1SO/IEC 37000 16% coBIT 9% r:}g?r(rﬁii;‘;: figﬁ')YS‘s

50% MITRE ATT&CK 20% Privacy by Design 14% ccMorCAIQ 5% None

45% ZeroTrust 18% Impact Likelihood Matrix

Regulations and standards adhered to

51% 1so 38% owasp 29% sox 15% FedrAMP 4% None
50% GDPR 32% cis 27% HIPAA 12% DORA
45% pcl(PCIDSS) 29% Country-specific 17% Nis2 10% Other

Program Strategy and Drivers

CISO's primary focus when communicating data security to business executives

43% Balanc!ng securityfiiiatives with 27% Budgeting for security programs 9% Unsure
operational efficiency

42% dQuantlfylng Ly 22 tion's 24% Prioritizing data breach prevention 3% Other

ata security posture

41% Aligning security eff'ort.s.wnh 22% Providing a checklist to
broader business priorities show progress

29% 'Convmc'lng executives to invest 12% Addrgssmg staffing needs in
in security measures security teams

21



KPIs CISOs use to translate cybersecurity risk into financial terms

SOC
remediation

Incident
response

Operational
disruptions

Main drivers

27%

59% Regulation or compliance

36% 20%

C-suite and upper management

Directive from the
Board of Directors

29% 17%

Cybersecurity Insurance
requirement

27% 15%

Lost
revenue

2%

Tech Other

support

Net Promoter Unsure

Score/

Idle time (e.g.,
users’ downtime

for data risk reduction strategy

Customer(s) and/or partner(s) 12% Expanded attack surface

Concerns about undetected
attacks

4%

No strategy

Frequency of vulnerabilities 3% Other

Recent attack or incident

Top focus areas for data risk

54% Maintaining legal, regulatory, 24%
and compliance posture

50% Managing customer PII 24%

39% Identifying high-risk vulnerabilities 14%

35% Minimizing data leakage 11%
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Managing business IP 9% Identifying risk appetite

Safeguarding against 8% Increasing data security budget
enterprise risk
Avoiding fines, penalties

3% oOther
and legal fees

Identifying risky user behavior
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Demographics

What region of the world
are you located in?

@® Americas

Europe, Middle East,
Africa (EMEA)

@ Asia Pacific (APAC)

Organization size

Which best describes your job level?

33%
()
25% 23%

1-250
employees

31%
18%
7%
7%
6%
6%
3%
2%

251-2500  2501-5000 5001-10000 10001+ C-level or Director Manager Staff Other
employees employees employees executive
Which of the following best describes the principal industry of your organization?
ﬁ:::en:ggggsg?l?css' Technology, 2% Transportation & Delivery 1 % Automotive
Finance & Financial Services 2% Business Support & Logistics 1 % Nonprofit
Government 2% Utilities, Energy, and Extraction 1 % Real Estate
Education 2% Alrllneg & Aerospace 1 % Construction, Machinery,
(including Defense) and Homes
Prefer not to answer 2% Entertainment & Leisure 1 % Health & Fitness
Healthcare & Pharmaceuticals 1 % Insurance 1 % Food & Beverages
Manufacturing 1 % Advertising & Marketing 1 % Agriculture
i 1%
Retail & Consumer Durables 0 |am currently not employed
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Survey Methodology and Creation

The Cloud Security Alliance (CSA) is a not-for-profit organization with a mission to widely promote
best practices and ensure cybersecurity in cloud computing and IT technologies. CSA also
educates various stakeholders within these industries about security concerns in all other forms

of computing. CSA's membership is a broad coalition of industry practitioners, corporations, and
professional associations. One of CSA's primary goals is to conduct surveys that assess information
security trends. These surveys provide information on organizations’ current maturity, opinions,
interests, and intentions regarding information security and technology.

Thales commissioned CSA to develop a survey and report to better understand the industry'’s
knowledge, attitudes, and opinions regarding data risk security and its challenges. Thales financed
the project and co-developed the questionnaire with CSA research analysts. The survey was
conducted online by CSA in November 2024 and received 912 responses from IT and security
professionals from organizations of various sizes and locations. CSA's research analysts performed
the data analysis and interpretation for this report.

Goals of the Study

This survey aims to provide a comprehensive understanding of how organizations assess and
manage cybersecurity and data risks. By examining current practices, tools, and strategies, it
seeks to evaluate the effectiveness of data security evaluation methods and highlight areas for
improvement. Specifically, the survey focuses on:

+ Methods for Assessing Data Risk:
Understanding how organizations identify, categorize, and evaluate risks across their data
assets, including on-premises, hybrid, and cloud environments.

+ Tools and Automation for Risk Evaluation:
Exploring the tools organizations rely on to monitor, assess, and mitigate risks, with
an emphasis on automation and its role in enhancing efficiency and reducing manual
processes.

« Challenges and Priorities in Risk Evaluation:
Identifying key obstacles organizations face in evaluating risks, such as resource limitations,
siloed tooling, and operational inefficiencies, as well as understanding their top priorities
for improvement.
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