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o ZFFMEFHAR (Zero Trust Technology): —FhItTHraahSw &V MEHIMEAR, B
(i R 22 A KRS, 8T B VAE AL, B IR KA G0 B0 UE RN AL ) AR 4 R 1] BE A

o  FTfGHEZEM (Zero Trust Architecture) : FETFEERILAE L RGIARYEN, I RLEH
MRGAM, PARAAE G R

o REMRK (Security Gateway): TER SRS H, T AR LT nl A, P74
NS, WEHIGIE. A IEESE.

o FHEMEMRE (Agent): EXFEERGH, HT % umiks LR, 75152 2MGHTEE,
SEHEF 3 DA E R N2

o > (Control Center): EFEERG T, HTTihilE Moy K2 4HME, LR %
EAR O AT

o EFHY (Guomi Algorithm). o[ EZFRAEMERIINEFIL, M THREGEAL S 2 k.
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o API. MHEFHmMFEHE D (Application Programming Interface)

o TLS/SSL: ft&#)Z2 M Whil/ 4B ZEW (Transport Layer Security/Secure Sockets
Layer)

e JSON: JavaScript XJ%F 75 (JavaScript Object Notation)

e 0IDC: JFj% 1D #EH#: (OpenID Connect)

e HTTPS: #B Y AALHiz4Wril (Hypertext Transfer Protocol Secure)

o IP:. HEEM X (Internet Protocol)

o CPU: TuefbFES% (Central Processing Unit)

e RAM: PENIFEU/E(%%% (Random Access Memory)

e ID: #riH (Identification)

o TLS: ##u)Z 24 WY (Transport Layer Security)
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e GUI: WIJEH 5 H (Graphical User Interface)
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PDAIE TN
3 RGURE state g ey, 140 1. REAEL
0: RREEL
o ) e ISO R
4 R[] timestamp TR WA IAT
8601[YYYY-MM-DDTHH:MM:SSZ]
5 IP ip TR Br5rsmas DAIETH
6 %ty 1 port it 7, 0~65535 PDAIH TN
7 NE T 2 authMethod FIF TR B S5/S5MASE, 1047 AJ I
8 25 AL sessionToken TR TR, M E5/FTHIHAE v
9 — A FENLEL nonce TR FhE M ES/FSMIAE Bl
N RGeS 0 S 0 NS BN T AR 2 K .
Fz2 L[S
Fe FRAK FEAG BEn #% 2 Tt i
DAYE TN
1 IR D code A By, 34z 200: fRFERLTH
400: R KM
PDAYE TN
TR, BT 55K
2 R EE S result TR s code & [A] 400 I, 3 [A] 2 e i [R]
Zh = .I/}‘EE)%
N IR [EARHS 200 B, 3T
BANE(FTM TR BFESHEm | i *
3 , authKey TR H ZAM Key AT LALEST 5O FAE
I Key HE
EM 2%,
IR [EALHY 200 i, IR TG
) X TR T 5/FE0 o X i
4 AR 30 B 1] expiry FRFH s A5 P AR B ], G SRS A
o W AR
TR, BT E5/5H | REYRED 200 B, AEIT
5 42, signature =l . B
HE 5 B T4
TR, B 5/S R | RELRED 200 K, AEIT
6 B4 T signatureType T
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6.3.2 MRARSFISHEXREN

FAEAF LM appld, [BIXERFIN ) RSk ENSHER, PR NS5 BIH#EE, 1H
SR8 HTTPS B .

AR ZHNAT AR 3 ESR,

®3 WIHEFKRSY

lE =) FBAK FBARG Vet X Wi B
1 Nl appld FAFH TR B ER/S S, 1A | IR
2 et keyType FAFH TR B 5/SMEE, 10467 | IR
3 2RI A] timestamp TR 1S0 DA I
8601 [YYYY-MM-DDTHH: MM: SSZ]
4 B N data B JSON %t4H JEIEIN
5 HEe s 7s | datallash T SHA-256 W75 18 eI IT
6 & remark TR WF. FhE M5/ SHIAE | EED

R 3IFHEIENE (data) ¥, NARYE R H R Gerk 5542 O SRR FF— 2.
6.4 EOHZXEEX
o NSCREXS F B OEAEREH .

o HEHEEDMUFEM. Bk, BAERE. BIELR. TP ETRER.
o HTRH G EEBE WM AR PR i g

7 REERENMXSFEEEH P ORMEEROZEX
7.1 BIELER
o AL TLS 1.2 S ERCRI UL, SR I A bR

o 13K body SRR SC N AR JSON A% 3, BT A12g B,
o RUBME BARCCNAE I E B L CAERTRRD N, B ORECHE 7R AL o R ) e A
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o S ISUE AR AL A N IEAE 0IDC. OAuth2. X. SAML2. 0+ CAS %5 SSO ¥, it ik 1224
PR,

7.2 HUREWEX
BT AT K bt -2 60 (B0 35 e A2 DL F AR

o TEAER A MK A TGRSR PO aE B 03 S 55 B SR NAME T4 60 72—
o HEAEHIIAEIR BAEHITE 3 FPLLA, BAIR RGNS .
o TEMEPWIIIEILT, WIRRIEAF S SRR, IFAEEE R 5 S b i .

7.3 #IEEA
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TAEAE LM KB BR B BIE S O S RN RT3 4 BEKR

F4 WERSHEUIEZEOSH

e FRAWK FBARAY A E T %K it B
oo - F BFEE/FSHAE, 11 :
1 RES YA gatewayld TR 5 WA I
DA
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2 WEARIT deviceld R : DI
A
: WFE FR BFEERF5MA X
3 WA R deviceName eamivl DA IE IR
£, 40 AL
: _ o F BFEE/FSHMASE, 20 X
4 BT deviceType TR : WA IHIN
v
o F HFEE/FSMAE, 30 X
5 RGAS systemType TR " W5 I T
A
6 P ip FIF Hr5S5HE DA I
7 pru| port Gt T, 0765535 WA IAT
‘ 150
8 T [A] timestamp R WA
8601 [YYYY-MM-DDTHH: MM: SSZ]

TAGAE LA IR B8 By BAIE 3% W N S BN AT &R 5 HIEK .
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1 R [BIARAG code pegit) B, 30 200: ARF LD
400: FRF KM
PR
TR B E RSl
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1 P AR IR gatewayld FIFE FEE BT 5SS, 1AL | IR
2 BRI deviceld TR TR B SRS AA, 114 | IEI
3 B keyType R TR BT SR SREE, 1046 | SIETN
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4 T[] timestamp TR DAIAT
8601 [YYYY-MM-DDTHH:MM:SSZ]
5 HHn N A data el JSON %40 e HE TH
6 ZiE remark TR WH FhE S/ SIAE | EE
6 FEIENAE (data) #a, RFFAER 7 HER,
T ARRPGEREZEOSKEUEANSR (data) 18X
e FRATK B ARHY /it 2 T B
1 P FRIR userld R PR B ESRFEMAS, 11460 | A
2 B ARIR deviceld TR PR B ESRFEMAS, 11460 | WA
B IE authentication X
3 R PR B ESRFEMAS, 11460 | A
Token Token
IS0
4 0 expirationDate T D
8601 [YYYY-MM-DDTHH: MM: SSZ]
N &R Gibn N .
5 appldList A JSON % 2H JEIEIN
IR
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RIFH & 4 R 12 D I S HONAT &R 8 2K,

*8 TERMIEOSY

5 FEA K FBARRY K2 2 i
L TR U E/FEHIAE, 1L
1 BB gatewayld TR " W IEIT
A
ke b TR, U E/FETHHE, 1L
2 BEEARIR deviceld TR 0 WA I
A
IS0
3 EFigE] timestamp TR DRI
8601 [YYYY-MM-DDTHH: MM: SSZ]
4 SR F policyList Bl JSON #r4H TR IHI
o W7 7. BFE5/5H4a
5 #IE remark et 4 eI IR
=
* 8 IR H R (policyList) A&, MIFEHE 9 MR,
F9 REFWIFOSEKRETIFR (policyList) 13
5 FEA K FBARAY PIE it 2 i
e _ . TR BT EHSHAE, |
1 LA policyld TR "R WA IH T
DA
W7 TR BT 5/F5H
2 RS 44 FR policyName TR DA TR
HE, 4061
w o TR BT SRSNASE, |
3 G et policyType R 101 AR T
DA
— o TR BT SRESHNASE, |
4 W P94 policyData T 0k WA IAT
DA

7.3.4 IRESHEERE T

TAGAE LAWK T TS B SRS E Bz ol RSSO SRV SR 10 BZEK.
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R 10 KSHEZXEZEOSH

e FRAK FEAG Hmm %2 Ui I
e TR M E/FERAE, 1L
1 ZES VA gatewayld TR " WA
DA
o TR BT ERSNAE, 11
2 BeAPRIA deviceld TR 5 WA ST
0
IS0
3 EniE timestamp TR DA T
8601 [YYYY-MM-DDTHH: MM:SSZ]
4 CPU {5 Ff % cpulsage FIF Hr5F/S, 740 JRIFHIR
5 WA R memoryUsage FIF HrE5F/S, T4 JEIFHIR
6 T ALAT 2R diskUsage TR Hr58/5, 114 eI
B A
73.5 RS EREO
FEATRLEMNRIE RN T H G, TEMNRERE, »EEEROSHNMFEE 11 ER.
z11 BESEEROSH
F5 FEA K FEBARRY K2 2 i
o TR T E5FEHAE, 11
1 WX bR iR gatewayld TR i A IETH
0
N TR T EFEHAE, 11
2 W ARIR deviceld FLFRY i PDhIE TR
0
R EERE 1S0
3 timestamp FRRH DA
R[] 8601 [YYYY-MM-DDTHH: MM: SSZ]
4 s S exceptionAlertType T B 575, 2041 DAIEII
DAIFI
) . 1 ARG
5 Sy 45 T | exceptionAlertLevel L e, 147
2: T,
3: RE™E
N W7 TR BFE5/504a
6 FEEENSR | exceptionAlertContent R R WA TR
=
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7.4 RESENH

o WIWRSRE G BN, BEEARTZERKER. REAE. FETRRES.

o HEGONN M B A E =AY, DU R O SRIBUR I A P 8475 it o

o HEABRMEEGEREEE. HERAER R HERML Fo. ik UL AT RER AR R T S8
L

8 FEAEREMAXSFFEEREMEFIZEOER
8.1 EEYEX

o MZALALAEM TLS 1. 2 BUE S RRA PN, B OR B 1% f 10 22 A PR AL -
o IRICARRIRH] JSON #3K,  BAET RGTHIRHT AN Edh 22 e
o IRSCHTH N IR SO IR SO AR 2, T SR N L RN

8.2 HUIRMEWEXK
i PR L2 PAL I S T DR TS S

o BHrENME B HROESERAMET B 60 B IR
o HHEAEHIIIIEIE M HICE 3 FPRLA, B OREE RS
o TEMBMEHWIIEILT, NEAF SO S EE, IS KR e S AR

8.3 O

8.3.1 VjligRfE

LRI (5 (% K T R O MR A 12 K.

£ 12 FENEKEOSH

s TR FEAY Hm 5N Wi
S . TR BT EREH |
1 IR IR agentld T P IATIR
e, 1142
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. o TR TSRS |
2 DAL 73 userld SRR ) I
HeE, 14z
. TR BT ERSE |
3 B bRIN deviceld SRR ) I
HeE, 114z
o . TR BT EREH |
4 3 IAIE Token authToken TR ) WA ST
HeE, 114z
= . TR BT ERSH |
5 N &R SRR appld FIFE ) WA IATI
. HENE SN &
6 N RS54 FR appName TR ) WA TG
54, 40 47
7 P ip FIFE Hr5memas WA I
8 ] port i $7, 0~65535 WG
Ty 1)V SR RS EN AT AR 13 2R
£ 13 iFialiEK N S5
e FERAR FEAIG a2 50 Ui
DhIAT
1 IR B A code Eogin) 7, 340 200: fRFEHKTH
400: fRFERIK
DhIAT
a FRBFE SR i k
2 R EHE S result TR code & [H] 400 B, 3R [H] 2k
SHHE R
e JE BT 58 B

8.3.2 R iIFFE T

BRI

HesH

AT

RIFFER 14 R,

F14 FEINEEROSY

BB S NAIE Token J&, F ST UL, BORIE(EBEIE AR H], FFEEIESRE I 24

F5 TR FEAS A % Tt B
1 3 NGE Token | authToken FAFA T B 5RSIAE, 1AL I T
‘ ISO \
2 SHEr I A] updateTime TR WAIA TG
8601[YYYY-MM-DDTHH:MM:SSZ]
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8.3.3 i B
FEAEMRIERN TG, TEMHRE R, BEEFEROSHNAFEER 15 ER.
Fz 15 REEEEZOSH
75 FRBAK TR ARHY Hm i 2 Tt B
_ F BFE/FSHHAE, 11
1 RPSNA gatewayld TR 5 WA I
A
B TR T E5/FENAE, 11
2 BEEAR IR deviceld e . DAIA TR
A
IS0
3 E<Enfing Gl timestamp el WA IE IR
8601 [YYYY-MM-DDTHH: MM: SSZ]
SR ‘ ‘
4 s exceptionAlertType FRRH Br5F5, 2007 IR
WA T
SR y X 1: AR
5 exceptionAlertLevel o 7, 140
25 2: RFEL
3: RFTH
e WH FhE FF SR 5H
6 exceptionAlertContent FRR WA T
o &
AL
8.4 BRELEENS
o ST LM RAEATIN 2 75 5 HURT,  DAZE I S 15 e 1 SR _E R FEATAR .,
o HEGEMNBFEEZRA, JH. MHE. FENFSREE, ETAREE— DR,

9 FEERESFFEEH R OMBERAEX

9.1 BIEHLEX

o MZRARANAE A TLS 1. 2 SO R RRA K, PRUEEE &4 1 2 A A ES AL -
o IRICARPRER H B JSON #4538,
o A IRSCNAE ] E E FIEBAT NG, B REIR A i R T 2 Ak

o SRR R BOEAE OTDC PR, i ORHE L K 1 2 A VE AR A4

LU 28 G ff A A ESH A2 4t o
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9.2 HUREMER
A AR 15 % (3 o OB 12 0 5 i F2 B F 3 AR

o EAFAEAPLRE DA 60 b A TR hORIE— XS ERIER .
o AT IENART 3 B, AR ARG AL
o TEMRMEHWIIRELLT, AQBLRNCE A5 Bl IR IE A TR B AT

9.3 HEENO

9.3.1 S kg

FAEARRILR) B N ERE I ZHNFFH R 16 FIZEK.
F 16 BMAEEROSE

e FRBAK FEAS /it %2 i A
— : F. WFEA B |
1 AREEFR IR agentld FRFR WA
&, 1142
= TR B E5/FSHA
2 PRI userTd TR WAIHII
&, 1112
‘A T8, BT 56904
3 AR deviceld T WA IAT
&, 1112
DhIETI
: userAuthentication ) )
4 F P IIETT = gt By, 147 1: ARFARHAIIE;
Method )
2: R =J7IAIE;
userAuthentication
5 HFINIEFIFR A JSON #4H. R IH I
List
6 \ deviceType TR TR TSRS |
WHEHS WA SE T
£, 204
7 systemType TR PR B E/FSHA
RGNS DAIAT
&, 301z
8 longitude T ING DAIAT

6709:2022[+/-DD.DDDD] | BAfr: FE (° )
, Hpgg—A “+/-7 R | K#BINUSE T4
N2 A T 10 18 7 RTT JE

B
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9 latitude et ISO P IATI
‘ 6709:2022[+/-DD.DDD | wife;, Ji (° )
PR DI S " s s 7 fi
ERHEER T 10 i) 7 Y7 e et
10 IP ip TR W5 R 5hAs LI
1 i port it ¥, 0~65535 LI
12 timestamp e Sait) ISO o IE T
24 i e ] 8601[YYYY-MM-DDTH
H:MM:SSZ]

# 16 HH FHAESIER (userAuthenticationList) %30, MNATEZR 17 FZER,

F17 BHIMNEEOSEBEFPIAMESIER (userAuthenticationList) &=

5 FRARK FRARY HERAR | #Ea L
WHATR
1. REFHEE,;
2: REFEHD;
1 NI authenticationType gAY ]F, 2140 B AR,
4: REZE LM,
5: fREIRLG
6: RN
7 fRFALHE,
T B 5
2 NI authenticationContent | FHFA | S A A, 500 | WIHIT
fir
SRR B 5 A 18 R
* 18 BMAENIN S
e | FBRAEK FBARS . 520 YL
WA
1 AEERN ] code A B, 3L 200: FRF I
400: fRE KM
WA
2 AGIEDS! result TR | R B EFSmAS
code iR A 400 K}, IR
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[ 2R T i KT 356 1
B AIE o N . ) IR BIRAD A 200 K, 2%
3 authToken TR | TR BFS5RFSHHEE, 1114
Token H
N ISO IR [FRAS )y 200 B, 24
4 BN expirationDate T

8601[YYYY-MM-DDTHH:MM:SSZ]

H

9.3.2 BYRYT I IE B

FEAEABE S AR5, 3R A BRIET 5 B8 LSBT 3R 19 IEDR,

F 19 HEFREEREEOSH
e TR FEAG e %2 Tt B
B TR A E5FENAE, 11
1 FRELFRIR agentld TR " WA SF T
0
B TR HFE5FEHAE, 11
2 FH P FRIR userld i i AR T
0
g b TR I 5FERNAE, 11
3 W& FRIR deviceld e . WA I
7
; TR M E5/FEHHAE, 10
4 I keyType TR 5 DA TR
0
IS0
5 =R timestamp LR o IE T
8601 [YYYY-MM-DDTHH: MM: SSZ]
6 TIRGIR resourceList HuH JSON %t4H LI
WE T, BEE5HSHH
7 & remark TR N AT
% 19 FFESFR (resourceList) I, MNTEI 20 HIER.,
Fz20 FRIFELERIZFEOSHZIRTIR (resourceList) &=
FE EAE FEACY PIE it 2 i
= TR, BTEE5R/FEH
1 N R GEARIR appld T DAIFII
He, 1142
W 7/ s
2 N R G4 FR appName T D5 JHL T
FEMHE, 40 fiL
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ip

TR ey Hrshds W IFI

port

R T, 0765535 WA SRR

9.3.3 AREHEEZ D

ST ISR (5 B by, IR % O BB 67 21 MEER.

F 21 RKE#EXEOSH
Fe FE AR FEAG Hmm S Tt 1
~ TR, B S5/FSRAS, 11
1 AIEHRIR agentId FRR " AT
A
B TR B E5/FSRAS, 11
2 F P b userld TR i WA SHTIL
A
B TR B E5/FSRAE, 11
3 BRI deviceld S " DAL
DA
IS0
4 ERnigl timestamp FRRH I TI
8601 [YYYY-MM-DDTHH: MM: SSZ]
5 P ip FRFR HrE5msmis DTG
6 B port Lot H, 0765535 WA
7 CPU { Ff % cpulsage FIF B 559, T4 AT
8 P A7 % memoryUsage FIFH HrE5F/S, T4 JEIFHIR
9 T A5 Y 26 diskUsage FIF HrE5F/S, T4 JEIFHIR
934 HEEEREO
EEEREERIRE G, TENRERE, BEESEEOSHNTER 22 MEXK,
#22 REEFEEOSH
Fe FEB AR FEARG Hmm Sy Tt I
1 ARBEFR IR agentld TR TR B SRS AEE, 11 | LA
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. " TR BESRSIAS, 11|
2 F P FRiR userld TR . WIETN
0
o TR BT SRSHAS, 11|
3 WA BRI deviceld FR i DA IAIF
0
‘ 150
4 T [A] timestamp FIFH DRI
8601 [YYYY-MM-DDTHH:MM: SSZ]
5 S A exceptionAlertType TR HT7575, 2047 WA IALT
DI
. ) 1: fRE—
6 Sy A5 T | exceptionAlertLevel LSy 7, 140
2: RERES
3: RFTH
i . W 7R By 5R5mda |
7 SN | exceptionAlertContent R R DT
=
sh4
R
T f=

TR ARSI B 2 W G DU, NOE I 57

TEEEMAREEEIRR, G I

B SIS B gy TR O
A RS B

AN

PASE -l proto it — 2D AL P

22



	前 言
	1 范围
	2 规范性引用文件
	3 术语和定义
	4 缩略语
	5 概述
	5.1 理念
	5.2 基本假设
	5.3 基本原则
	5.4 基本架构

	6 应用系统与零信任安全网关的数据接口要求
	6.1 通信协议要求
	6.2 数据传输要求
	6.3 数据接口
	6.3.1  应用系统身份鉴别接口
	6.3.2  应用系统业务相关接口

	6.4 接口日志要求

	7 零信任安全网关与零信任控制中心的数据接口要求
	7.1 通信协议要求
	7.2 数据传输要求
	7.3 数据接口
	7.3.1  设备身份验证接口
	7.3.2  访问授权清单接口
	7.3.3 安全策略接口
	7.3.4 状态推送接口
	7.3.5 异常告警接口

	7.4 异常告警机制

	8 零信任安全网关与零信任代理的数据接口要求
	8.1 通信协议要求
	8.2 数据传输要求
	8.3 数据接口
	8.3.1 访问请求接口
	8.3.2 持续认证接口
	8.3.3 异常告警接口

	8.4 异常告警机制

	9 零信任代理与零信任控制中心的数据接口要求
	9.1 通信协议要求
	9.2 数据传输要求
	9.3 数据接口
	9.3.1 身份认证接口
	9.3.2 资源访问清单接口
	9.3.3 状态推送接口
	9.3.4 异常告警接口

	9.4 异常告警机制


